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	Closing issues raised in email discussions
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	BT Group ( ETSI)
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	Colin Blanchard colin.blanchard@bt.com

	Date:*
	2014-03-18

	Abstract:*
	A number of issues were raised on the  oneM2M_SEC@LIST.ONEM2M.ORG   

and

oneM2M_ARC@LIST.ONEM2M.ORG
lists in February and March  on the following topics 
1. Subscription key should not be neither shared nor stored on ADN devices.”

2. Does a new token have to be fetched before every request, is this scalable.

3. Assumption that a device could have multiple M2M subscription, and there is a need to bootstrap the proper security credentials for each M2M SP. At that time, the term, Node-ID was introduced for that purpose. 

4. Do we really want to differentiate security constrains for AE in the Infrastructure domain, and then we need to change the architecture and have a difference reference point and do not use Mca.

This contribution is a starting point to help understand if these issues/concerns are valid and if so do  the various proposals for inclusion in TS (TS-0003) address these issues/concerns    
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	From: owner-onem2m_sec@list.onem2m.org [mailto:owner-onem2m_sec@list.onem2m.org] On Behalf Of Fujimoto, Shingo
Sent: 04 March 2014 03:52
To: George Foti; Seongyoon Kim; 'Ennesser Francois'; 'ELLOUMI, OMAR (OMAR)'; oneM2M_SEC@LIST.ONEM2M.ORG
Cc: oneM2M_ARC@LIST.ONEM2M.ORG
Subject: RE: Feedback needed on ARC-1184R01 and ARC-1185R01

Hi George and all,

Let me try to answer your question.                             

George wrote:

In regards this statement:

If access control is just based on the authentication at the local CSE, once the key (=access key) was exposed to bad guy, whole security of the system will be invalidated. 

I believe this threat is identified by WG4 people as seen in “7.7 Discovery of sensitive Data in M2M Devices or M2M Gateways” in Sec-TR.

George) Is it possible to mitigate this with encryption so that if the hosting CSE can decrypt the token with the originator private key, it is sure that this is the real originator. Or may be with the originator signing the token with his private key instead of encryption.
I am asking the question because I don’t know the answer. I may be completely wrong here

The issue I explain was not regarding confidentiality for communication. That is regarding the physical security against the threat for exposing access-key which  is stored on ADN can be exposed to third party.

If we can assume secure environment with tamper resident (such like TPM) on all ADNs (e.g. sensors/actuators), that is not the issue. But ADN can be very cheap device which cannot accommodate such features to meet such requirement.

If the device does not have tamper resident feature, no matter original data is encrypted or not, there is possibility to be cracked and it may expose the secrets.

From this reason we cannot store master-secret (e.g. subscription key) should not be neither  shared  nor stored on ADN devices.

Regarding signing the request, that is not ideal solution because checking digital signature requires relatively high calculation cost.

The modern cloud services choose OAuth2 because that is designed well-balanced on security and performance
	“From this reason we cannot store master-secret (e.g. subscription key) should not be neither shared nor stored on ADN devices.”


	Pre-Established Symmetric Key Authentication Framework

Master-secret (e.g. subscription key) is shared and stored on ADN devices.



	
	
	OAuth2 Token Based Authentication Framework

	
	
	GBA-Based Token Authentication Framework.
Master-secret (e.g. subscription key) is shared and stored on ADN devices.



	
	
	Certificate-Based Authentication Framework

	
	
	Other proposals

	From: George Foti [mailto:george.foti@ericsson.com] 
Sent: Tuesday, February 25, 2014 07:35 PM
To: Ennesser Francois <Francois.Ennesser@gemalto.com>; ELLOUMI, OMAR (OMAR); 'seongyoon.kim@lge.com' <seongyoon.kim@lge.com>; 'shingo_fujimoto@jp.fujitsu.com' <shingo_fujimoto@jp.fujitsu.com>; 'oneM2M_SEC@LIST.ONEM2M.ORG' <oneM2M_SEC@LIST.ONEM2M.ORG> 
Cc: 'oneM2M_ARC@LIST.ONEM2M.ORG' <oneM2M_ARC@LIST.ONEM2M.ORG> 
Subject: RE: Feedback needed on ARC-1184R01 and ARC-1185R01 
 

Hi,

I am confused with all this discussion.

Is the proposal that a token is now used to authenticate a user and to provide specific access to a resource. Or is it just to authenticate a user.

Is that token now needed to be part of every request initiated by any M2M entity. And is Oauth the authentication scheme to be now mandated for that

If indeed the token now has to be part of every request, and a new token has to be fetched before every request, then I wonder if this is scalable. Then I also wonder how do the other access schemes fit in here. 

There seems to be overlapping between several schemes that need to be clarified.

Thank

George


	If indeed the token now has to be part of every request, and a new token has to be fetched before every request, then I wonder if this is scalable. Then I also wonder how do the other access schemes fit in here. 


	Pre-Established Symmetric Key Authentication Framework

	
	
	OAuth2 Token Based Authentication Framework

	
	
	GBA-Based Token Authentication Framework.
Specifically  designed to scale

a new token does not have to be fetched before every request 

entity can use until expiry and then contact NAF for new token

NAF can use session key until  expiry and then contact BSF for new session key  

BSF  can use CK IK session keys until  expiry and then contact HSS  for new CK IK  key  

  

	
	
	Certificate-Based Authentication Framework

	
	
	Other proposals

	From: owner-onem2m_arc@list.onem2m.org [mailto:owner-onem2m_arc@list.onem2m.org] On Behalf Of George Foti
Sent: 27 February 2014 16:21
To: Barbara Pareglio; Brown, Phillip; Zhangyongjing (Yongjing); Carey, Timothy (Timothy); oneM2M_MAS@list.oneM2M.org
Cc: onem2m_ARC@LIST.ONEM2M.ORG
Subject: RE: Mapping Device Identifiers

Hi,

Just to add some background. This term was inherited from ETSI.

Back than, we assumed that a device could have multiple M2M subscription, and there is a need to bootstrap the proper security credentials for each M2M SP.

At that time, the term, Node-ID was introduced for that purpose. 

So the root for the introduction of that term was security specific, and hd nothing to do with the service layer

We also had a different ID for the physical device, that we called pre-provisioned ID.

This was meant to be the device ID to identify the hardware.

I suggested at the last meeting that we get rid of the term M2M-Node-Id completely from the TS and introduce a new term to reflect what we need.

In the rush of doing things, the meeting opted to reuse the same name.

It is a mistake as Phil clearly shows the danger of that term.

Thanks

George


	Use Case 2: Metering

A change of utility by the residential customer may also require a change in operator. The utility itself may switch operators, requiring a change to many meters dispersed over a large geographical area in a limited timeframe. The management of these changes may require complex accounting mechanisms. Without the ability to remotely manage subscription credentials, a service person may need to visit each affected device. For commercial applications, obtaining physical access to deployed devices may be expensive, because of geography, extreme environmental conditions, or the need to interrupt a manufacturing process (e.g., petrochemical refining). Therefore, remote means of managing subscription data could be needed.

It is impossible to know over the installed life of an M2M device  which M2M SP will provide the “best” service

Need for multiple independent access and M2M service   subscriptions which can be remotely provisioned and/or switched  

     
	Pre-Established Symmetric Key Authentication Framework

	
	
	OAuth2 Token Based Authentication Framework

	
	
	GBA-Based Token Authentication Framework.

UICC can have multiple independent USIM and MSIM  applications and GBA clients  which can be remotely provisioned and or switched  

http://www.gsma.com/connectedliving/wp-content/uploads/2014/01/1.-GSMA-Embedded-SIM-Remote-Provisioning-Architecture-Version-1.1.pdf
“Secure channel” from SCP specification can secure session keys in transit between device and UICC

Work from 3GPP can be used to prevent detect and respond to attempts to remove and replace physical UICC   



	
	
	Certificate-Based Authentication Framework

	
	
	Other proposals

	From: Barbara Pareglio <Barbara.Pareglio@neclab.eu>
Date: Friday, February 28, 2014 at 9:10 AM
To: Scarrone Enrico <enrico.scarrone@telecomitalia.it>, "seungmyeong.jeong@lge.com" <seungmyeong.jeong@lge.com>, Lupano Michele <michele.lupano@telecomitalia.it>, George Foti <george.foti@ericsson.com>, "oneM2M_ARC@LIST.ONEM2M.ORG" <oneM2M_ARC@LIST.ONEM2M.ORG>
Subject: RE: [CONSISTENCY] Node-less AE

 
Hi Enrico and all,
 
…… 
Regarding security issues, I am not sure about which security constrain you are referring to. All AE regardless of where they are SHALL follow whatever Mca demand.
Right now I don’t think we have anything defining how to establish connection over Mca, as far as I know.
I agree if you tell me that the authentication/authorization/security mechanisms that you want to use for Mca in the infrastructure domain are proprietary, but for the same reason I would like to have the same in the field domain. In general I will be reluctant to mandate 1 mechanism over Mca.
 
If you want to really differentiate security constrain for AE in the Infrastructure domain then we need to change the architecture and have a difference reference point and do not use Mca.
 
 
*B* 
 
From: Scarrone Enrico [mailto:enrico.scarrone@telecomitalia.it] 
Sent: Freitag, 28. Februar 2014 13:39
To: 정승명; Lupano Michele; 'George Foti'; Barbara Pareglio; 'oneM2M_ARC'
Subject: RE: [CONSISTENCY] Node-less AE
 
Sorry something went wrong…

Telecom Italia strongly disagree to remove the Nodeless node.
 
It can be renamed, but is still something very different from an ADN and cannot be put at the same level, and can not be subject to the security specification constrain of a nM2M node,  platform side application that be local or remote, and this is the case of a appplication provider farmconnected to a M2M service provider.
 
I think we discussed this topic several time, and I am not comfortable to re-discuss this by email.
 
If needed, I prefer to re discuss this issue at a physical meeting.
 
Kind regards,

Enrico

	If you want to really differentiate security constrains for AE in the Infrastructure domain then we need to change the architecture and have a difference reference point and do not use Mca.
It can be renamed, but is still something very different from an ADN and cannot be put at the same level, and cannot be subject to the security specification constrain of a nM2M node,
	Pre-Established Symmetric Key Authentication Framework

	
	
	OAuth2 Token Based Authentication Framework

	
	
	GBA-Based Token Authentication Framework.

	
	
	Certificate-Based Authentication Framework

	
	
	Other proposals
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