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	MINUTES

	Meeting title:
	WG-4 SEC 9.3

	Chair:
	Francois Ennesser (WG Chair), Dragan Vujcic (Vice Chair)

	Secretary:
	Karen Hughes

	Meeting Date:
	2014-03-19

	Meeting Details:
	SEC 9.3 Ordinary meeting
https://www2.gotomeeting.com/register/951181402



	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome
The Chairman drew attention to the IPR/Copyright/antitrust notice in the agenda
2
Review of Agenda


Present document: EC-2014-0232-Agenda_SEC_9_3


SEC-2014-0232-Agenda_SEC_9_3 was AGREED

3
Approval of previous Minutes

· SEC-2014-0230_Minutes_SEC_9_2

3
Review of Objectives for the Meeting
Elaboration of procedures for security TS-0003 (Progress on open Action Items)

Necessary alignments or clarifications on security for TS-0001

4
Action Item Status
	REFERENCE
	tWHAT
	WHO
	STATUS

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN


5
Contributions 

Document SEC-2014-0228- Security Profile Introduction
· Presented by Seongyoon Kim (LG Electronics Mobilecomm France )
· Comments and Issues

· Addition of new interface dedicated to security
·  Inclusion of a reference diagram would be useful to enable the group to visualise the proposal

· More time requested to think about this issue

· Define the structure of the provisioning profile
· This is a service provider provisioning profile. 

· Suggested that this may cause confusing and should be called Security Profile (remove Resource Type)

· The longTermKey should be write only – not readable by anyone. Where it should be stored needs to be discussed/decided
· It was suggested that two profiles may be needed.

· More discussion needed

· CSE-ID – the same CSE-ID cannot be used simultaneously by different Service Providers – this needs to be clarified by the ARC WG.
· It was common understanding that one CSE belongs to one Service Provider. If a device has more than one CSE then these may be provisioned by different Service Providers. - this needs to be clarified by the ARC WG
· Further discussion needed. 

· Decisions and Actions 
Action:  A-WG4-SEC9.3-001: To agree on definitions and terminology to be used – led by Gemalto
SEC-2014-0228 was NOTED
Document SEC-2014-0231- Closing issues raised in e-mail discussions
· Presented by Colin Blanchard (BT Group Plc.)
· Comments and Issues

· In TP 8 it had been decided that, due to other priorities, this feature should be included in Release 2 rather than Release 1. . It was clarified that in TP 8 it had been decided that the Delegation using tokens concept is desirable feature aiming for some support in Rel.1.  Authentication and Authorization are the priorities for Rel.1, This does not mean that other contributions on this issue will not be considered. However the work of the group will be prioritised
· Association to the subscription key or token should be stored in the application.
· Token does not need to be fetched prior to each request however this does depend on the lifetime of the token.  

· It was felt that it is important to have devices with multiple M2M subscriptions – this had previously been called NODE. Further discussion needed.
· The type and strength of security is very much dependant on the use cases (e.g. coffee machine vs health care & automotive domains). One single interface with one minimum level security mechanism should be supported. 
· Decisions and Actions
SEC-2014-0231 was NOTED
Due to time constraints the following contributions were not discussed.
Document SEC-2014-0224R01- Overview of Authentication for Security TS
· Presented by Philip Hawkes (Qualcomm Inc, (ATIS))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
Action <A-WGx-2013-9999. Responsible person will take action>
SEC-2014-0224R01 was agreed/noted/postponed/withdrawn>

Document SEC-2014-0226Ro1- Pre-established symmetric key  Authentication for Security TS
· Presented by Philip Hawkes (Qualcomm Inc, (ATIS))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
Action <A-WGx-2013-9999. Responsible person will take action>
SEC-2014-0226Ro1 was agreed/noted/postponed/withdrawn>

Document SEC-2014-0227R01- Certificate-based Authentication flow for Security TS
· Presented by Philip Hawkes (Qualcomm Inc, (ATIS))
· Comments and Issues

· <Comment/clarification/issue 1>

· <Comment/clarification/issue 2>

· Decisions and Actions
Action <A-WGx-2013-9999. Responsible person will take action>
SEC-2014-0227R01 was agreed/noted/postponed/withdrawn>

6 Planning for next Meeting(s)


SEC 9.4 Ordinary meeting: Wednesday, 26 th March 2014, 1pm-3pm UTC.
7 Any other business

8 Closure of meeting
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