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Authentication of CSE and AE described in oneM2M TS Architecture (TS-0001)
Description of credentials and credential provisioning methods that could be used to perform this procedure: 
	Authentication of CSE and AE

	
	Symmetric-based

authentication
	Certificate-based authentication

	Entities involved


	CSE/AE

In a Node
(registree)
	MAF
	CSE/AE
	MAF

	Credentials Required


	Long Term Key

And 

Associated identifier
	Long Term Key

And

Associated identifiers
	certificate
	certificate

	Different methods for credentials provisioning
	Pre-provisioning (out of band)
	Pre-provisioned (out of band)

	
	MEF enrolment Function
	

	
	Underlying Network-based bootstrapping with usage of GBA 

· The MAF receives the Long Term Key from the NAF
· The Long Term Key corresponds to the NAF Key
	


The “Long Term Key” described above corresponds to the Root Key used in previous oneM2M discussions (but not agreeable during oneM2M Mobile meeting. 
Action => To agree on a name for the term “Long Term Key”. The proposal is “Master Credential”.

M2M Security Association Establishment as described in oneM2M TS Architecture (TS-0001)
Description of credentials and credential provisioning methods that could be used to perform this procedure: 

	
	M2M Security Association

Establishment

	
	Symmetric-based

Security Association Establishment
	Certificate-based 

Security Association Establishment

	Entities involved


	CSE/AE

In a Node

(registree)
	CSE/AE

In another Node

(registrar)
	MAF
	CSE/AE

In a Node

(registree)
	CSE/AE

In another Nod

(registrar)
	MAF

	Credentials Required


	Long Term Key

And 

Associated identifier
	
	Long Term Key

And

Associated identifiers
	
	
	

	Objective
	To establish M2M Secure Connection Key for a pair of entities (e.g. on Mcc, IN-CSE to local CSE)
	To establish

M2M Secure Connection Key for a pair of entities
	
	
	
	

	Methods used for Security Association
	PSK-TLS between MAF and CSE/AE
- Derived key is shared between CSE and MAF

- Then, the MAF sends the derived key to the other CSE. 

Result: the derived key shared between pair of entities
	

	
	GBA methods

· CSE/AE in other Node (registrar) plays the role of a NAF 

· The M2M Secure Connection key corresponds to the NAF-key

	
	
	

	
	
	
	
	


Action => To agree on the name “M2M Secure Connection Key” for the derived key shared for a pair of entities.
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