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	MINUTES

	Meeting title:
	WG-4 SEC 9.4

	Chair:
	Francois Ennesser (WG Chair), Dragan Vujcic (Vice Chair)

	Secretary:
	Karen Hughes

	Meeting Date:
	2014-03-26

	Meeting Details:
	SEC 9.4 Ordinary meeting


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Opening of meeting 

1.1
Welcome
The Chairman drew attention to the IPR/Copyright/antitrust notice in the agenda
2
Review of Agenda


Present document: SEC-2014-0235-SEC9_4_Agenda


SEC-2014-0235-SEC9_4_Agenda was AGREED / NOTED
3
Approval of previous Minutes
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3
Review of Objectives for the Meeting
Propose reply to last LS from 3GPP SA3 in TP-20140-0003-Liaison_statement (remanded by WG1) 

Elaboration of security TS-0003 (Progress on open Action Items) and alignments with TS-0001

Consistency of ARC TS-0001 with security measures (contributions expected for TP 10)

· Action to all: Check proper integration of TP9 agreed contributions in TS-0003 v0.3.0 and point any mismatch that you may find on the reflector.

· TS-0003 v0.3.0 to be used as the baseline for TP 10 contributions on TS-0003.
4
Action Item Status
	REFERENCE
	tWHAT
	WHO
	STATUS

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN


5
Contributions 

Document SEC-2014-0234 Ingoing LS from 3GPP SA3 (same as TP-2014-0003)
· Presented by Francois Ennesser
· Comments and Issues

Topic 1: Interpretation of “6. It should be possible to provide the oneM2M Service Enablement Framework with information regarding whether a M2M Device is authorized to access the Operator Network.”
· A current assumption is that M2M Service Layer authorization for M2M devices implies it received prior authorization to access an operator’s network (These assumptions should be stated clearly in WG4 deliverables).

· Information regarding whether a M2M Device is authorized to access the Operator Network may be needed for the CMDH purpose to operate properly: need to check what information is required for the CMDH and how this information is to be provided

· It may depend of the scenario case whether the device is behind the gateway (private enterprise network) or connected directly to the Operator networks: the requirements will be different. Need to clarify what oneM2M device means.
· Further assistance from WG1 will be helpful to precise the response, as SEC 9.4 attendants were uncertain on the intended interpretation.

Topic 2: Interpretation of “it could be possible to leverage oneM2M security capabilities for the benefit of Operator Network security”:
· Though the reverse is clearly an assumption in oneM2M, this one may deserve further clarification, but the author was not available to comment.

· If the M2M Service Layer and Underlying operator’s network exchange information on their respective security capabilities (to avoid redundant settings), one assumption is that some network operators may rely on the security for applications applied by the M2M Service Layer.
· Decisions and Actions 
Action:  Chair to report above conclusions to WG1 as elements to write a reply LS, and schedule joint session if needed at TP 10 to produce a reply LS 
SEC-2014-0234 was NOTED 
Document SEC-2014-0228R01- Introduction of Security Profile
· Presented by SeongYoon Kim (LG Electronics)
· Comments and Issues

· It should be clarified that the security profile exchange between CSE and MEF relates to the M2M Service Provider of the CSE.
· Use of “Node-ID” needs to be analyzed from a security perspective.

· Avoid optional parameters, only required information/parameter that shall be provisioned is to be specified. 

· Rather than referring to location parameter, refer to the contextual attributes. 

· Need to define the format and which elements are to be included: cf. the contextual attributes. 

· Remind that this is the SP provision profile and not the subscription profile: then maybe contextual information may not be required.
· This only specify Request / Responses (Stage 2) for the introduced Reference Point, but Protocols will need to be addressed as well: Can this be done for Release 1? 

· Existing protocols could be reused, but they would need to satisfy security requirements which should be precised.

· Protocols for authentication and security profile configuration may need to be distinguished.

· If release 1 timeframe is an issue for remote protocols, the first release could be restricted to pre-provisioning, and remote provisioning protocols could be covered in later releases.

· Decisions and Actions

Action:  Interested parties to resolve pending issues offline and come up with revised proposal for TP10. 
SEC-2014-0228R01 was NOTED 

Document SEC-2014-0236-Credentials Terminology 
· Presented by Mireille Pauliac (Gemalto)
· Comments and Issues

· Intention is to agree on a common terminology usable by all scenarios when referring to credentials that have a similar purpose.
· The different keys should be defined clearly in the TS, the first one being related to authentication of a subscription, and the second one being used to secure information exchange between 2 nodes.

· Regarding the term “master credential”, it could be clarified that the term “credential” covers both:

·  Certificates, and 

· Symmetric key associated to an identifier. 

· Decisions and Actions

Decision:  Agreement to use the terminology “Master Credential” and “M2M Secure Connection Key” as proposed in contribution SEC-2014-0236
Action: Gemalto to propose a contribution to TS-0003 introducing this terminology together with a definition of the corresponding keys. 
SEC-2014-0236 was NOTED 

Document SEC-2014-0224R01- Overview of Authentication for Security TS
· Presented by Wolfgang Granzow (Qualcomm Inc)
· Comments and Issues

· The structure proposed in the 3 contributions SEC-2014-0224R01, SEC-2014-0226R01 and SEC-2014-0227R01 is to have a Section in TS-0003 that would include an overview section (first contribution) followed by specific sections for each methods (further contributions).
· Section 8 of TS-0003 could be the target section
· The proposed section title “Authentication Framework” should be modified to better capture the intention of the procedure: In particular, GBA is not an authentication framework and cannot be considered as such. 

· The final aim seems to be to provision  M2M Secure Connection Keys: This should be better clarified as it is not captured in the current title

· The authentication aspects could be separated from the rest, if intended

·  The procedure description template shared after TP8 could be also used as it helps clarifying inputs and outputs of each procedure. But this can be addressed by separate contributions and could be the object of a distinct section that does not address method-specific details.
· Decisions and Actions
Decision: The document structure proposed in SEC-2014-0224R01, SEC-2014-0226R01 and SEC-2014-0227R01 (i.e. an overview section followed by specific sections for each method) is agreed as a basis to describe the detailed message flows in TS-0003.
Action: Authors to consider specific comments received from members when revising their contribution for TP10. 
SEC-2014-0224R01 was noted, revision expected for TP10
Document SEC-2014-0226Ro1- Pre-established symmetric key  Authentication for Security TS
· Presented by Wolfgang Granzow (Qualcomm Inc)
· Comments and Issues

See SEC-2014-0224R01
· Decisions and Actions
· Contribution Noted, See SEC-2014-0224R01

· Revision expected for TP 10

Document SEC-2014-0227R01- Certificate-based Authentication flow for Security TS
· Presented by Wolfgang Granzow (Qualcomm Inc)
· Comments and Issues

· See SEC-2014-0224R01
· Decisions and Actions

· Contribution Noted, See SEC-2014-0224R01

· Revision expected for TP 10.

6 Planning for next Meeting(s)


SEC 10 Face-to-Face: Berlin, 7-11 April 2014

Consider need for adhoc meeting (without decision power): Wednesday, 2 April 2014, 1pm-3pm UTC ?
7 Any other business

8 Closure of meeting
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