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Note on R03:

· Categorized Security Frameworks into “Direct” and “Centralized”: see notes in SEC-2014-0243R01
· Changed “Pre-Provisioned Symmetric Key…” into “Pre-Provisioned Symmetric Association Key…” to align with terminology in Security Bootstrapping (see SEC-2014-247R01 and SEC-2014-0252).
· Changed “Identity Mapping Configuration” to “Association Instruction Configuration” to align with terminology in Security Bootstrapping (see SEC-2014-247R01)
· Changed “Security Handshake” to “Association Security Handshake” to align with terminology in Security Bootstrapping (see SEC-2014-247R01)
· Domain of entities (e.g. Field Domain or Infrastructure Domain) being authenticated is no longer mentioned. See presentation in SEC-2014-0253.
R04: Editorial Changes suggested by Gemalto.

R05

· Update to align with Terminology and Abbreviations suggested by Gemalto in SEC-2014-0259 and SEC-2014-0260 – (changes were suggested in SEC-2014-0261).
· Updated terminology

· Master Credential Configuration ( Credential Configuration

· “Association Instruction Configuration” ( “Association Configuration” as suggested in Tuesday session of SEC#10.0.

· Removed “[Entity Id] <-> [Credential Parameters]” from Table 8.2.1-1 and figures, as it is confusing. Figures just include the set of parameters that are configured.

· In Figure

· Above  “Association Configuration”, added a text box saying “Entity B is already configured with IdB” 

· In “Association Configuration” of Fig, some minor details needed updating.

· For Pre-Provisioned M2M Secure Connection Key case,

· A was configured only with “IdA”: It should be configured with “IdA,IdB”

· For Certificate case

· A was configured only with “IdB, (CertNameB, RootOfTrustB)”: It should be configured with “IdA, IdB, (CertNameB, RootOfTrustB)”

· Added editor’s note after figure: Editor’s note: In the above figure, the illustrations of the MAF-based and GBA-based centralized security frameworks may need to be updated when the detailed flows have been agreed.  
==================<Start of Change 2 >=================
8.2
Security Association Establishment Frameworks

8.2.1
Overview on Security Association Establishment Frameworks
The oneM2M system supports the following Security Association Establishment Frameworks:

· Direct Security Association Establishment Frameworks

· Pre-Provisioned M2M Secure Connection Key Security Association Establishment. A symmetric key is pre-provisioned to the entities: this is called the Pre-Provisioned M2M Secure Connection Key, and denoted Kpc. The entities authenticate each other by verifying message authentication codes in the Security Handshake which were generated using the symmetric key.  For more details see Clause 8.2.2.
· Certificate-Based Security Association Establishment: The entities are each issued with 

· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 

· (Optionally) a Certificate Chain from the entity’s Certificate to a Root Certificate. 

The entities must validate each other’s Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using the entity A’s public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see Clause 8.2.5.
· Centralized Security Association Establishment Frameworks: In such schemes, entity A and a Central Key Distribution Server authenticate each other and derive a M2M Secure Connection key (Kc) that the Central Key Distribution Server delivers to entity B. The entities then authenticate each other using the M2M Secure Connection key (Kc). The oneM2M authentication Frameworks using centralized key distribution are:
· GBA based Security Association Establishment. This Security Association Establishment Framework uses 3GPP or 3GPP2 symmetric keys to authenticate entity A and the Central Key Distribution Server. The details are specified by 3GPP and 3GPP2 [reference]. For more details see Clause 8.2.3.
· M2M Authentication Function (MAF)-based Security Association Establishment. This Security Association Establishment Framework uses symmetric keys to authenticate the entity A and the Central Key Distribution Server. For more details see Clause 8.2.4.
For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare the following aspects of the Security Association Establishment Frameworks:

· Credential Configuration: 
· For Central Key Distribution Security Association Establishment Frameworks:

· Entity A is configured with (or otherwise establishes) the Master Credential (Km) that the entity A will use to authenticate the entity A to the Central Key Distribution Server. 
· The Central Key Distribution Server is configured with the Master Credential (Km) that will be used to authenticate the Central Key Distribution Server to entity A.
The details for the GBA-Based Security Association Establishment Framework are out of scope.

· For other Security Association Establishment Frameworks, each entity is pre-provisioned with the Credential that the entity will use to authenticate itself to the other entity. 

· Association Configuration: Configuration of entity identifiers (that is, CSE_ID or AE_ID) for the entities to be authenticated. 

Additionally, in the case of Certificate-Based Authentication Framework: each entity is configured with the Certificate Name and Root of Trust that the entity will use to verify the other entity. 

· Central Key Distribution Server Handshake: When a Centralized Security Association Establishment Framework is used, then the entity A and the Central Key Distribution Server (MAF or GBA-BSF) perform mutual authentication and generate a M2M Secure Connection Key (Kc) which is then used in the Security Handshake for mutual authentication between entity A and entity B. This is not applicable to Direct Security Association Establishment Frameworks.
· Association Security Handshake: Identification, authentication and security context establishment between the entities.
Figure 8.2.1-1 provides a summary of the above defined four Security Association Establishment Frameworks 
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Figure 8.2.1-1
Overview of the Security Association Establishment Frameworks supported by oneM2M. See Table 8.2.1-1 for details of the abbreviations used in this figure.

Editor’s note: In the above figure, the illustrations of the MAF-based and GBA-based centralized security frameworks may need to be updated when the detailed flows have been agreed.  
Table 8.2.1-1
Abbreviations used in Figures in Clauses 8.2 and 8.3.
	Abbreviation
	Full Term

	Authn
	Authentication

	BSF, B-TID, Ks, USS
	GBA terms (see definitions)

	Cert[A/B/Enrolee/MEF]
	Certificate for [entity A/entity B/Enrolee/ M2M Enrolment Function]

	CertName[A/B/Enrolee/MEF]
	An identifier for the Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function]that matches a unique value in a name field of the Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function ]

	Chain[A/B/Enrolee/MEF]
	Certificate chain for [entity A/entity B/ Enrolee/M2M Enrolment Function]: Certificate Chain from the Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function]to a Root Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function] 

	Id[A/B/Enrolee/MAF]
	Entity identifier (CSE_ID, AE_ID) for [entity A/entity B/ Enrolee/M2M Authentication Function ]

	Kc
	M2M Secure Connection Key 

	Km
	Master Credential shared by an entity and the M2M Authentication Function

	KmId
	Identifier for an Master Credential (Km)

	Kmt
	A temporary key generated by an Entity and M2M Authentication Function following mutual authentication of those entities. This key plays a role similar to the GBA Ks.

	Kpc
	Pre-Provisioned M2M Secure Connection Key

	KpcId
	Identifier for a Pre-Provisioned M2M Secure Connection Key (Kpc)

	Ks..NAF
	GBA Ks_(int/ext)_NAF

	Kte
	Temporary Enrolment Key (Kte) shared by an Enrolee and an M2M Enrolment Function

	KteId
	Identifier for a Temporary Enrolment Key (Kte)

	M-TID
	MAF Transaction Identifier

	PrivateKey[A/B/Enrolee/MEF]
	Private Signing Key for [entity A/entity B]

	RootOfTrust[A/B/Enrolee/MEF]
	Root of Trust for [entity A/entity B/ Enrolee/M2M Enrolment Function]: The hash of the public key in the Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function] (if self-signed) or the Root Certificate for [entity A/entity B/ Enrolee/M2M Enrolment Function]
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