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Note on R01: See Note in SEC-2014-0224R01.

Note on R02: 
· See Note in SEC-2014-0243 “Overview of Security Frameworks”. Revision marks show the changes from R02

· We felt that clause 8.2.2 was too small to partition into sub-clauses – this is why the sub-clause headings have been removed.

· We understand that the Pre-Provisioned Symmetric Key (denoted Kaa) in this framework might correspond to the Master Credential discussed in SEC-2014-0236. We are happy to revise the contribution to this agreed names.

Note on R03:

· Minor editorial corrections and terminology alignments.

Notes on R04

· Update to align with Terminology and Abbreviations suggested by Gemalto in SEC-2014-0259 and SEC-2014-0260. In particular

· We believe that “Master Credential”  is best used for the key shared by the MAF and an entity. The Pre-Provisioned Secure Connection Key is therefore NOT a Master Credential. We are open to debate on this topic. This is just our suggestion

· We believe Pre-Provisioned Secure Connection Key should be rename “Pre-Provisioned M2M Secure Connection Key” (mentioned in SEC-2014-0260), with corresponding abbreviation “Kpc”.That is:

· “Pre-Provisioned Secure Connection Key” replaced by  “Pre-Provisioned M2M Secure Connection Key”

· “Kaa”  is replaced by “Kpc”.

· Typographical corrections

· “association” Corrected

· “us”(”use” in figure

· EntityA ( Entity A

· Alignment of terminology with 0224R04
· Pre-Provisioned Symmetric Association Key ( Pre-Provisioned Secure Connection Key

· Master Credential Configuration ( Credential Configuration

· Association Instruction Configuration ( Association Configuration

.

==================<Start of Change 1 (New Text) >=================
8.2.2.1 The Pre-Provisioned Secure Connection Key Security Association Establishment Framework
This clause describes the Pre-Provisioned Secure Connection Key Security Association Establishment Framework.  This framework enables mutual authentication of two entities corresponding to either two CSEs or a CSE and an AE. The Credential for this framework is a long-term symmetric key that has been pre-provisioned into the entities to be authenticated; this key is called a Pre-Provisioned Secure Connection Key and is denoted Kpc. The entities authenticate each other by verifying message authentication codes in the Security Handshake which were generated using the Pre-Provisioned Secure Connection Key.
Note: Long term Pre-Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and for this reason Long term Pre-Provisioned Secure Connection Keys are recommended to be stored in Secure Environments. 

Figure 8.2.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Secure Connection Key Security Association Establishment Framework. In this description, “Entity A” and “Entity B” correspond to either two CSEs or a CSE and an AE or an AE and a CSE (respectively).
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·

B generates MIC for session information using  Kpc,  A verifies MIC using Kpc.

Centralized Key Distribution Server Handshake

Not needed in this case


Figure 8.2.2.1-1
The sequence of events when using the Pre-Provisioned Secure Connection Key Security Association Establishment Framework.  See Table 8.2.1-1 for details of the abbreviations used in this table. The following font colours differentiate the general topic that the text relates to:
· Blue italic text highlights details specific to this particular Security Association Establishment Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

· Red italic text highlights security-related properties.

Credential Configuration: The Pre-Provisioned Secure Connection Key (Kpc) and the corresponding Pre-Provisioned Secure Connection Key Identifier, denoted KpcId, are pre-provisioned to both entities. 
Note:  This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.
Association Configuration:  Each entity is configured with the information needed for mutual authentication and identification:
· Entity A is commanded to initiate Security Context Establishment, and includes the following arguments:

· The Pre-Provisioned Secure Connection Key Identifier KpcId.
· Entity A identity (IdA). Entity A is to assume this identity when interacting with Entity B. 

· Entity B identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This identity is also used to route the (D)TLS exchange.
The mechanisms for achieving this are discussed in clause g.h.i. 

Note: Entity A will associate Entity B’s identity with messages secured within Security Contexts established using the Pre-Provisioned Secure Connection Key Kpc associated with the Pre-Provisioned Secure Connection Key Identifier KpcId

· Entity B is configured with the following arguments describing Entity A authorized to perform Security Context Establishment with the Registrar:

· The Pre-Provisioned Secure Connection Key Identifier KpcId.
· Entity A identity (IdA). Entity B is to use this identity for Entity A authenticating using the above arguments..
· Entity B Identity (IdB), if not already configured to Entity B. Entity B is to assume this identity when interacting with Entity A. 

The mechanisms for achieving this are discussed in clause g.h.i.

Note: Entity B will associate the configured Entity A identity with messages secured within Security Contexts established using the Pre-Provisioned Secure Connection Key Kpc associated with the Pre-Provisioned Secure Connection Key Identifier KpcId.
Note: in many scenarios, the entity identities will be configured when the Pre-Provisioned Secure Connection Key Kpc is established, so a separate configuration is not required in those scenarios.
Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server Handshake applied in the Pre-Provisioned Secure Connection Key Security Association Establishment Framework.
Association Security Handshake: The entities perform a (D)TLS-PSK handshake [TLS-PSK RFC 4279] to establish a secure session.
· The “psk_identity” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Provisioned Secure Connection Key Identifier KpcId.
· The “psk” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Provisioned Secure Connection Key Kpc. 
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