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· After moving these details to Clause 8.1.5, we felt that clause 8.2.2.2 was too small to partition into sub-clauses – this is why the sub-clause headings have been removed.

Notes on R03:
· Alignment of terminology

Notes on R04
· Alignment of terminology with 0224R04
· Master Credential Configuration (Credential Configuration

· Association Instruction Configuration ( Association Configuration
==================<Start of Change 1 (New Text) >=================
8.2.2.2 The Certificate-Based Security Association Establishment Framework
This clause describes the  Certificate-Based Security Association Establishment Framework. 

· 
· 
· 
· 
· 
· 

Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment Framework. In this description, “Entity A” and “Entity B” correspond to either two CSEs or a CSE and an AE.

[image: image1.emf]Association Security Handshake: (D)TLS Handshake

Credential Configuration

Association Configuration 

Entity A Entity B

(See Clause 8.1.5.1) A is pre-provisioned w/ 

PrivateKeyA, CertA & optional ChainA, where:

·

CertA contains CertNameA

·

CertA is signed by (or has a certificate chain 

to) RootOfTrustA. 

A configured with IdA , IdB, CertNameB , 

RootOfTrustB

B configured with IdA, CertNameA , RootOfTrustA

A and B authenticate each other using certificates

B is already configured withIdB

(See Clause 8.1.5.1)  B is pre-provisioned w/ 

PrivateKeyB, CertB & optional ChainB, where

·

CertB contains  CertNameB

·

CertB is signed by (or has a certificate chain 

to) RootOfTrustB. 

IdB  is associated w/ Security Contexts  

authenticated by a Certificate containing  

CertNameB and signe by (or having a Certificate 

Chain to) RootOfTrustB

IdA is associated w/ Security Contexts  

authenticated by a Crtificate containing  

CertNameA and signed by (or having a Certificate 

Chain to) RootOfTrustA

(See Clause 8.1.1.1.2) B verifies that CertA conforms to 

the configured CertNameA and RootOfTrustA;that is:

·

B verifies that CertAcontains the configured 

CertNameA 

·

B verifies that CertAis signed by (or has a 

Certificate Chain to) RootOfTrustA.

·

(if present)A verifies signatures in ChainA

Within the TLS Handshake.

·

A signs session information using  PrivateKeyA,  B verifies that signature using public key in  CertA.

·

B signs session information using  PrivateKeyB,  A verifies that signature using public key in  CertB.

(See Clause 8.1.1.1.2) A verifies that CertB conforms 

to the configured CertNameB and RootOfTrustB;that 

is:

·

A verifies that CertBcontains the configured 

CertNameB 

·

A verifies that CertBis signed by (or has a 

Certificate Chain to) RootOfTrustB.

·

(if present)A verifies signatures in ChainB

A associates this security context w/ IdB B associates this security context w/ IdA

·

A sends CertA & (o) ChainA

·

B sends CertB & (o) ChainB

Centralized Key Distribution Server Handshake

Not needed in this case


Figure 8.2.2.2-1
The sequence of events when using the Certificate-Based Security Association Establishment Framework.  See Table 8.2.1-1 for details of the abbreviations used in this figure. The following font colours differentiate the general topic that the text relates to:
· 
· Blue italic text highlights details specific to this particular Security Association Establishment Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

· Red italic text highlights security-related properties.


Credential Configuration: The master credentials for each entity are pre-provisioned as described in Clause 8.1.1.2.1 “Credential Configuration for Certificate-Based Security Frameworks” 











Association Configuration: Entity A and Entity B  are configured with the information needed for the authentication and identification (during Security Handshake) of  Entity B and Entity A respectively:
· Entity A is commanded to initiate a Security Handshake, and the command includes the following arguments:

· The Entity B Certificate Name (Entity B Certificate must include this value in a name field);

· The Entity B Root of Trust (Entity B Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust); 

· The Entity A identity (IdA) Entity A is to use this entity identity with Entity B. 

· The Entity B identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This is used to route the (D)TLS exchange).
The mechanisms for achieving this are discussed in clause g.h.i. 

Note: The Entity A will associate Entity B’s identity with messages secured within Security Contexts established in accordance with the configured Entity B Certificate Name and Entity B Root of Trust.
· The Entity B is configured with the following arguments describing Entity A authorized to perform Security Handshake with Entity B:

· The Entity A Certificate Name. The Entity A Certificate must include this value in a name field.
· The Entity A Root of Trust. The Entity A Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust.
· The Entity A identity (IdA). Entity B is to use this entity identity for Entity A authenticating using the above arguments.
· The Entity B Identity (IdB), if not already configured to Entity B. Entity B is to assume this identity when interacting with Entity A.  
The mechanisms for achieving this are discussed in clause g.h.i.

Note: Entity B will associate Entity A’s identity with messages secured within Security Contexts established in accordance with the configured Entity A Certificate Name and Entity A Root of Trust.

Centralized Key Distribution Server Handshake: There is no Centralized Key Distribution Server Handshake applied in the Certificate-Based Security Association Establishment Framework.
Association 
Security Handshake: 
· Each entity verifies the other entity’s certificate as described in Clause 8.1.1.2.2 “Certificate Verification”.

· The entities authenticate each other using the validated certificates as specified in TLS 1.2 RFC 5246 [RFC 5246] and DTLS 1.2 RFC 6347 [RFC 6347] specifications.
· Editor’s note: the applicable (D)TLS ciphersuites are FFS.

· 
· 
· 
· 
· 
· 
· 






�This editor’s note is moved to Clause 8.1.5 “Common Details of the Certificate-Based Security Frameworks” 
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Entity A


(See Clause 8.1.5.1) A is pre-provisioned w/ PrivateKeyA, CertA & optional ChainA, where:
CertA contains CertNameA
CertA is signed by (or has a certificate chain to) RootOfTrustA. 


Entity B


(See Clause 8.1.5.1)  B is pre-provisioned w/ PrivateKeyB, CertB & optional ChainB, where
CertB contains  CertNameB
CertB is signed by (or has a certificate chain to) RootOfTrustB. 



