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	Agenda

	Meeting title:
	SEC # 10.0 (TP10 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Karen Hughes, ETSI, karen.hughes@etsi.org

	Meeting Date:
	2014-04-07 to 2014-04-11

	Meeting Details:
	Ordinary face-to-face meeting during TP10 in Berlin, Germany.
SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Session S1: Monday 15:45 – 17:00, Break-out
Super Session S2: Tuesday 8:00 – 12:00, Break-out
All WGs coordination session: Tuesday 17:15 - 18:30, Main room
Protocols joint session: Wednesday 8:00-8:55, Main Room
Session S3: Wednesday 9:00 - 10:15, Break-out
Session S4: Wednesday 17:15 - 18:30, Break-out
Double Session S5: Thursday 15:45 - 18:25, Break-out
Session S6: Friday 10:45 - 12:00, Break-out
Joint sessions with other WGs may be set up as needed (at least one day in advance).

	Intended purpose of

document:
	 FORMCHECKBOX 
 Decision

 Discussion

 FORMCHECKBOX 
 Information

 Other <specify>


Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.

oneM2M Procedure Notice: 
oneM2M activities must adhere to the oneM2M Partnership Agreement and Working Procedures, which are based on principles such as fairness, due process, openness and transparency.

IPR Notices: 
Each oneM2M Partner Type 2 and oneM2M Member contributing to the technical work of oneM2M must grant a perpetual, worldwide, royalty-free, nonexclusive license: to incorporate material from contributions into oneM2M Technical Specifications and Technical Reports; and for the oneM2M Partners Type 1 to publish the contributed material in Technical Specifications and Technical Reports.  Care should be taken when making contributions containing third party material to ensure that the contributor has the right to grant the appropriate license for this material.
Each oneM2M Member who engages in oneM2M activities through its membership in a Partner shall be required to comply with that Partner Type 1’s IPR policies, procedures and guidelines with respect to the availability of licenses for IPR(s) that are or may be essential to implement Technical Specifications and/or Technical Reports developed in oneM2M.

oneM2M cannot ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of a oneM2M Technical Specification or Technical Report. 

Antitrust Risk Notice: 
oneM2M participants should be sensitive to, and avoid discussions within oneM2M on, sensitive topics such as licensing terms, price, territories, specific contractual terms, etc.

1
Opening of meeting 
1.1
Welcome
1.2
Schedule for WG4 
	Monday

	Break-out
	15:45-17:00
	WG4 (session S1)
Review of agenda and objectives

Status of open Action Items

Contributions affecting deliverables from other WGs
Contributions affecting SEC TS-0003: Item 7.1

	Tuesday

	Break-out
	08:00-12:00
	WG4 (Super session S2)
Contributions affecting SEC TS-0003:
Item 7.1

Item 7.2

	Main
	17:15-18:30
	All WGs coordination session

	Wednesday

	Main
	08:00-08:55
	Joint session with WG 3 (Protocols)
Topics for Security & Protocols coordination:

· Minimal set of credentials

· For each protocol bindings

· address basic security services

· best practice to meet security requirements

· Access Control enabling various authentication 
Any security protocol contribution:
PRO-2014-0159R01-HTTP_Authentication

	Break-out
	09:00-10:15
	WG4 (session S3)
Contributions affecting SEC TS-0003:
Item 7.3

	Break-out
	17:15-18:30
	WG4 (session S4)
Contributions affecting TS-0003:
Item 7.4

Review and Approval of TR-0008

	Thursday

	Break-out
	15:45-18:25
	WG4 (Double session S5)
Contributions on TS-0003: 
Item 7.5
Any pending contributions

	FRIday

	Break-out
	10:45-12:00
	WG4 (Session S6)

Any open contributions
Review of work plan  to complete TS-0003

Update existing Action Items status

New Action Items review

Future meeting schedule


1.3
Attendees
2
Review and Approval of Agenda

SEC-2014-0007R01-SEC9_0_Agenda: Current Document
3
Review and Approval of previous Minutes 
By E-mail
4
Review of Objectives for the Meeting
· Completion of TS-0003:

· Clarify assumptions

· Complete description of enrolment procedures and operational procedures

· Details of data flow

· Protocol level considerations

· Alignment of existing sections

· Consistancy review and final alignments on ARC TS-0001

· Considering countermeasures from threat analysis

· Final review and approval of TR-0007

· Plan future actions to ensure timely completion of TS-0003
· Completion and freeze of content of Security Analysis TR-0008

5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN


6 Contributions affecting deliverables from other WGs
	PRO-2014-0159R01
	HTTP Authentication
	Fujitsu
	

	
	
	
	

	
	
	
	


7 Contributions affecting TS-0003
7.1
Identification, Authentication and Access Control basic concepts

	SEC-2014-0251R01
	Certificate Based Authentication description
	CATT
	Noted, Merge TBD offline

	SEC-2014-0249
	General Mutual Authentication Mechanism
	Oberthur Technologies
	Noted, Merge TBD offline
Revision expected

	SEC-2014-0248R02
	Symmetric Key based Authentication description
	CATT
	Noted, Merge TBD offline

	SEC-2014-0240
	SEC-CSF Authorization Procedure for Security TS
	CATT
	R01 TBD offline

	SEC-2014-0228R02
	Security Profile Introduction
	LG Electronics
	R03 TBD Offline

	SEC-2014-0245
	Access Control Mechanisms
	LG Electronics
	Noted, R01 TBD offline

	SEC-2014-0241
	SEC-CSF Architecture general description for Security TS
	CATT
	Noted, R01 TBD offline

	SEC-2014-0239
	Clarifications to TS-0003
	Gemalto
	R01 agreed (TBPosted)


7.2
Proposed frameworks 
	SEC-2014-0263
	Temporary Enrolment Key Terminology
	Qualcomm
	Noted
“Enrolment Key” chosen

GBA Slide to add as informative annex to TS

	SEC-2014-0259
	Credentials Definitions
	Gemalto
	R01 agreed, action to align existing text

	SEC-2014-0260
	Credentials Abbreviations
	Gemalto
	R01 agreed

	SEC-2014-0261
	Comments to SEC-2014-0243R01
	Gemalto
	Noted, see 0243R02

	SEC-2014-0243R01 > R02
	Overview of Security Frameworks
	Qualcomm Inc.
	R02 expected

	SEC-2014-0242R01 > R02
	Certificate-based Security framework common details
	Qualcomm Inc.
	R02 expected


7.3
Enrolment, Provisioning and Bootstrapping 
	SEC-2014-0247R01 > R02
	Overview of Security Bootstrap frameworks
	Qualcomm Inc.
	Noted, expect R03

	SEC-2014-0244R01 > R02
	Certificate-based Security Bootstrap Framework
	Qualcomm Inc.
	Keep OPEN

	SEC-2014-0252 > R01
	Pre-provisioned symmetric enrolee key security bootstrap frameworks 
	Qualcomm Inc.
	Keep Open


7.4
Operational Procedures: Security Association 
	SEC-2014-0224R04 > R05
	Overview of Security Association Establishment frameworks
	Qualcomm Inc.
	R05 expected

	SEC-2014-0227R03 > R04
	Certificate-based Security Association Establishment framework
	Qualcomm Inc.
	Keep open

	SEC-2014-0226R03 > R04
	Pre-Provisioned Symmetric Keys Security Association Establishment
	Qualcomm Inc.
	Keep open


7.5
Trust model, architecture and services
	SEC-2014-0254R01
	Precisions on M2M Trust Functions
	Gemalto
	R02 agreed

	SEC-2014-0255
	Proposal for Security Assumptions (ITS based)
	Gemalto
	Noted

	SEC-2014-0256
	Security Reference Points proposal (ITS based)
	Gemalto
	Noted, TBD in teleconf

	SEC-2014-0257
	Authorization Framework proposal (ITS based)
	Gemalto
	

	SEC-2014-0258
	Secure Communication Framework (ITS-based)
	Gemalto
	


8 Contributions for discussion (not directly affecting deliverables)

	SEC-2014-0246
	Access Control Mechanism Discussion
	LG Electronics
	Noted

	SEC-2014-0253R01
	Structure of Qualcomm Security Framework contributions
	Qualcomm Inc.
	Noted

	
	
	
	


9 Contributions affecting TR-0008

	SEC-2014-0262
	TR Candidate for Approval
	Rapporteur (G&D)
	OPEN

	
	
	
	


10 Planning for next Meeting(s)
Organization of e-mail discussion threads

Plan for Adhoc session (if needed)

Next Conference Calls
Next Face-to-Face
11 Any other business
12 Closure of meeting
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