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1
Introduction
This contribution contains two proposals for the Security TS:
Proposal 1:

The process of authentication is often considered to consist of two distinct phases: (1) identification and (2) (actual) authentication. However, identification generally belongs to authentication, so the identification box in the SEC CSF Architecture figure should be merged into one. The identification will be described in authentication part.
Proposal 2:

In the Section 5.1 of Security TS it should contain some high level general description for each box shown in the SEC CSF Architecture figure. This proposal provides two subsections that give some general description about Authentication and Authorization respectively.
2
Proposal 1
5.1
Overview
-----------------------Start of 1st   change-------------------------------
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-----------------------End of 1st  change-------------------------------

2
Proposal 2
-----------------------Start of 2nd   change-------------------------------

5.1.1
Authentication
The Authentication function is in charge of identification and authentication of CSEs and AEs. 
Identification is the process of checking if the identity provided for authentication is valid. How to perform an identification process will depends on the purpose of authentication. For example, in the case of resource access, the authentication function may require the identification to check if the AE or CSE has registered with the local CSE; in the case of AE or CSE registration, the authentication function may require the identification to check if the identity provided by an AE or CSE fits a certificate. Once passing this checking process, the AE or CSE is identified, and the identified identity will be supplied to authentication process.
Authentication is the process of validating if the identity supplied in the identification step is associated with a trustworthy credential. How to perform an authentication process will depend on using which authentication mechanism. For example, in the case of using certificate based authentication mechanism, the authentication function may require the authentication to verify a digital signature; in the case of using symmetric key based authentication mechanism, the authentication function may require the authentication to verify a Message Authentication Code (MAC). Once passing this validating process, the AE or CSE is authenticated.
5.1.2
Authorization
The Authorization function is responsible for authorizing services and data access to authenticated entities according to provisioned access control policies and assigned roles.
Access control policy is defined as sets of conditions that define whether entities should be permitted access to a protected resource. The authorization function may support different authorization mechanisms, such as Access Control List (ACL), Role Based Access Control (RBAC), etc. The Authorization function may need to evaluate multiple access control policies in an authorization process in order to get a finial access control decision.
Authorization evaluation process is based on the Service Subscription resource which specified what M2M Services and M2M Service roles the authenticated entity has subscribed and the access control policies associated with the protected resource. The authorization evaluation process may also need to consider contextual attributes such as time or geographic location.
-----------------------End of 2nd  change-------------------------------
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