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See motivation for SEC-2014-0243 “Overview of Security Frameworks”
Notes for R01
· Renumbering of clauses to align with changes in SEC-2014-0243R01

==================<Start of Change 1 (New Text) >=================
8.1.1.2 General Introduction to the Certificate-Based Security Frameworks
Editor’s Note: Further Introductory material could be appropriate here.
This clause describes the Credential Configuration and Security Handshake used in the Certificate-Based Security Association Establishment Framework and Certificate-Based Security Bootstrap Framework.
Editor’s Note: Definitions will be required for the common terms used in this  Framework. We should determine if definitions are most appropriate in the SEC TR or SEC TS. The terms to be defined are:

· Certificate Chain

· Private Signing Key

· Public Verification Key

· Public Key Certificate (often abbreviated to Certificate).
· Root Certificate

· Root of Trust






· 
· 
· 
· 
8.1.1.2.2
Credential Configuration for Certificate-Based Security Frameworks 

If ab entity is to authenticate itself using a Certificate-Based Security Framework, then the entity shall be pre-provisioned with the following information
· The entity’s Private Signing Key and the corresponding Public Verification Key. 

Note: an entity authenticates itself to other entities by proving that it knows the Private Signing Key corresponding to a particular Public Verification Key.

Editor’s Note: In some cases the Private Signing Key is unique to a single entity. In other cases, the Private Signing Key might be used to authenticate all entity's executing on a particular piece of hardware or used to authenticate all AEs executing a particular piece of software. This needs clarification text.
· The  entity’s Certificate containing the entity Public Verification Key and the entity’s Certificate Name (a unique identity) provided in a name field of the Certificate (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute). Two options are available: 
· The entity is configured with a valid Certificate Chain from the entity’s Certificate to a Root Certificate. The entity’s Root of Trust is the cryptographic hash of the Public Verification Key in this Root Certificate.
· Alternatively, the entity’s Certificate is a self-signed certificate, for which the entity’s Private Signing Key is used to generate the Certificate signature (so the certificate is verified using the entity’s Public Verification Key).  In this case the cryptographic hash of entity’s Public Verification Key is both the entity’s Root of Trust and the entity’s Certificate Name. This implies that the cryptographic hash of the entity’s Public Verification Key must be present in a name field of the entity’s Certificate.
Note: This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.



Editor’s Note: Details for OCSP [RFC2560] and Certificate Revocation Lists (CRLs) are FFS.


· 
· 
· 
· 
· 


· 
· 
· 
· 


8.1.1.2.2 Certificate Verification 
This section describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework. 
The other entity’s Certificate to is received during the Security Handshake.

The other entity’s Certificate is verified as follows:
· If the other entity’s Certificate is a self-signed certificate, then verify each of the following 

· The other entity’s Certificate Name and other entity’s Root of Trust (received during Identity Mapping Configuration) are identical.

· The other entity’s Certificate Name (received during Identity Mapping Configuration) is identical to a value in a name field (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute) of other entity’s Certificate (received during the Security Handshake). 
· The other entity’s Root of Trust (received during Identity Mapping Configuration) is identical to the Public Verification Key (or hash thereof) in the other entity’s Certificate (received during the Security Handshake).
· If the other entity’s Certificate is not a self-signed certificate, then  verify each of the following
· The other entity’s Certificate Name (received during Identity Mapping Configuration) is identical to a value in a name field (e.g. in the X.509 “Subject” or “Subject Alternative Name” attribute) of the other entity’s Certificate (received during the Security Handshake)..
· The other entity Certificate has a valid Certificate Chain (received during the Security Handshake) to a Certificate whose Public Verification Key (or hash thereof) is identical to the other entity' Root of Trust (received during Identity Mapping Configuration).

Note: After a successful Security Handshake in which the other entity provides a Certificate Chain, the other entity’s identity (received during Identity Mapping Configuration) can be associated with additional information extracted from the other entity’s Certificate Chain (e.g. the other entity Manufacturer, other entity owner, or conformance criteria). These details are not described in these specifications.
Editor’s Note: Details of credentials for OCSP [RFC2560] may be required here.



�This text is moved to the description of the Security Handshakes in the Clauses for the Certificate based Security Assocaition Establishment Framework and Certificate Based Security Bootstrap Framework. 
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Entity A


A is pre-provisioned w/ PrivateKeyA, CertA & optional ChainB, where:
CertA contains CertNameA
CertA is signed by (or has a certificate chain to) RootOfTrustA. 


Entity B


B is pre-provisioned w/ PrivateKeyB, CertB & optional ChainB, where
CertB contains  CertNameB
CertB is signed by (or has a certificate chain to) RootOfTrustB. 



