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Note on R02: Following discussions during SEC#9.4, we understand that  this text should be included in Clause 8. 

We believe that it is appropriate to separate out

· Security Association Establishment Frameworks, establishing a secure session between oneM2M entities which may use one of: a Pre-Provisioned Symmetric Key; MAF-based Centralised Key Distribution; GBA-based Centralised Key Distribution; or certificates.

· Security Bootstrapping of an MAF which may use one of: a Pre-Provisioned Symmetric Key; GBA-based Centralised Key Distribution; or certificates.

That is – security bootstrapping is used only to provision a long-term symmetric key to a Field Domain Entity and an MAF providing Centralised Key Distribution; security bootstrapping is not used for any other purpose.
 We propose dividing Clause 8 into four main sub-clauses:

· 8: Security Frameworks

· 8.1 General Introduction to Security Frameworks

· 8.1.1 General Introduction to the Pre-Provisioned Symmetric Key Framework

· 8.1.2
General Introduction to the M2M Authentication Function Framework

· 8.1.3
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework. (The text currently in Clause 8.1.1 “General” (for GBA) is moved here).
· 8.1.4
General Introduction to the Certificate Framework
· 8.2 Security Association Establishment Frameworks

· 8.2.1 Overview on Security Association Establishment Frameworks (in SEC-2013-0224R02)

· 8.2.2 The Pre-Provisioned Symmetric Key Security Association Establishment Framework (in SEC-2013-0226R02)

· 8.2.3 The MAF-Based Security Association Establishment Framework (text to be determined – we currently suggest mimicking the GBA-based Security Association Establishment Framework).

· 8.2.4 The GBA-Based Security Association Establishment Framework (The text currently in Clause 8.1.3 “Security Association Establishment” (for GBA) is moved here).

· 8.2.5  The Certificate-Based Security Association Establishment Framework (in SEC-2013-0227R02)

· 8.3 Security Bootstrap Frameworks

· 8.2.1 Overview on Security Bootstrap Frameworks (SEC-2013-xxx)
· 8.2.2 The Pre-Provisioned Symmetric Key Security Bootstrap Framework (SEC-2013-xxx)
· 8.2.4 The GBA-Based Security Bootstrap Framework (The text currently in Clause 8.1.2 “Security bootstrap” (for GBA) is moved here).

· 8.2.5  The Certificate-Based Security Bootstrap Framework (SEC-2013-xxx)

==================<Start of Change 1 >=================
8
Security Frameworks for SEC CSF
8.1
General Introductions to the Security Frameworks

8.1.1
General Introduction to the Pre-Provisioned Symmetric Key Framework
Editor’s Note: Text is needed here.
8.1.2
General Introduction to the M2M Authentication Function Framework
Editor’s Note: Text is needed here.


8.1.3
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework
A general introduction to GBA is included in TR-0008 [i.6].

After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks). 

This security association may be used by the M2M Application Service/Middle Node to derive NAF keys (Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node. 
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 Figure 8.1.3.1-1
GBA framework for SEC CSF

8.1.3.2
Security bootstrap 

To share a long term M2M Root Key between an Application Service/Middle Node and an Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the long term M2M Root Key.

8.1.3.3
Security Association Establishment

To obtain a short term key used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the short term key used for M2M Service Connection.

8.1.4
General Introduction to the Certificate Framework

Editor’s Note: Text is needed here.
==================<End of Change 1 >=================
�To be moved to Section 8.3.4. 


�To be moved to Section 8.2.4.
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