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==================<Start of Change 1 (New Text) >=================
8.3.2.2 The Certificate-Based Security Bootstrap Framework
This clause describes the Certificate-Based Security Bootstrap Framework. The Bootstrap Credentials for this framework are Certificates. 
Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Bootstrap Framework.
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Bootstrap Credential Configuration

Bootstrap Instruction Configuration 

Field Domain Entity

M2M Enrolment 

Function

(See Clause 8.1.5.1) Enrolee is pre-provisioned 

w/ PrivateKeyEnrolee, CertEnrolee & optional 

ChainEnrolee, where:

·

CertEnrolee contains CertNameEnrolee

·

CertEnrolee is signed by (or has a 

certificate chain to) 

RootOfTrustEnrolee. 

Enrolee configured with IdEnrolee , 

IdMAF, CertNameMAF , RootOfTrustMAF

MAF configured with IdEnrolee, 

CertNameEnrolee , RootOfTrustEnrolee

(D)TLS handshake indicates Key Export is 

required, as per RFC 5705

(See Clause 8.1.5.1) MAF is pre-

provisioned w/ PrivateKeyMAF, 

CertMAF & optional ChainMAF, where

·

CertMAF contains  

CertNameMAF

·

CertMAF is signed by (or has a 

certificate chain to) 

RootOfTrustMAF. 

(See Clause 8.1.5.2) MAF verifies that 

CertEnrolee conforms to the configured 

CertNameEnrolee and RootOfTrustEnrolee;

that is:

·

MAF verifies that CertEnroleecontains 

the configured CertNameEnrolee 

·

MAF verifies that CertEnroleeis signed 

by (or has a Certificate Chain to) 

RootOfTrustEnrolee.

·

(if present)Enrolee verifies signatures in 

ChainEnrolee

Within the TLS Handshake.

·

Enrolee signs session information using  PrivateKeyEnrolee,  MAF verifies that signature 

using public key in CertEnrolee.

·

MAF signs session information using  PrivateKeyMAF,  Enrolee verifies that signature 

using public key in CertMAF.

(See Clause 8.1.5.2) Enrolee verifies that 

CertMAF conforms to the configured 

CertNameMAF and RootOfTrustMAF;

that is:

·

Enrolee verifies that CertMAF

contains the configured 

CertNameMAF 

·

Enrolee verifies that CertMAFis 

signed by (or has a Certificate Chain 

to) RootOfTrustMAF.

·

(if present)Enrolee verifies 

signatures in ChainMAF

·

Enrolee sends CertEnrolee & (o) ChainEnrolee

·

MAF sends CertMAF & (o) ChainMAF

M2M Authentication 

Function

MAF configured with IdEnrolee, 

CertNameEnrolee , RootOfTrustEnrolee

MAF configured 

with IdEnrolee

Temporary Enrolment Key Generation

·

Export Kte from (D)TLS Session secrets 

as per RFC 5705

·

Generate KteID from Kte (Clause r.s.t)

·

Stores Kte &KteID

·

Export Kte from (D)TLS Session secrets 

as per RFC 5705

·

Generate KteID from Kte (Clause r.s.t)

·

Stores Kte &KteID

KteID (Clause 8.2.3)

KteID

Kmm, USS (inc. 

IdEnrolee) (Clause 8.3.6)

Mutual Authentication (Clause 8.2.3)

Usage in Centralized Key Distribution Server Handshake

Derive Kmm from Kte and IdMAF (Clause 8.3.5)

Derive KmmId from Kmm (Clause r.s.t)

Derive KmmId from Kmm (Clause r.s.t)

Derive Kmm from Kte and IdMAF (Clause 8.3.5)

MAF is already 

configured with

IdMAF

Communication of [parameters]

Mutual authentication

Key

[parameter]

Internal generation of [parameters]

[parameter]


Figure 8.3.2.2-1
The sequence of events when using the Certificate-Based Security Bootstrap Framework.  See Table 8.2.1-1 for details of the abbreviations used in this figure. The following font colours differentiate the general topic that the text relates to:
· Black text contains Security Bootstrap-Framework-independent details

· Blue italic text highlights details specific to this particular Security Bootstrap Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

· Red italic text highlights security-related properties.

Bootstrap Credential Configuration: For this Security Bootstrap Framework, Enrolee and M2M Enrolment Function authenticate to each other using a Public Key Certificates. The Bootstrap Credentials for the Enrolee and M2M Enrolment Function are pre-provisioned as described in Clause 8.1.1.2.1 “Credential Configuration for Certificate-Based Security Frameworks”. 
Note: The identities of the M2M Enrolment Function and M2M Authentication Function are assumed to have been configured prior to this phase. 

Editor’s Note: The specification may need more details regarding configuring the identities of the M2M Enrolment Function and M2M Authentication Function.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function  are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose of routing the (D)TLS exchange.

· The M2M Enrolment Function Certificate Name (M2M Enrolment Function Certificate must include this value in a name field);

· The M2M Enrolment Function Root of Trust (M2M Enrolment Function Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust); 

· The target M2M Authentication Function Identity (IdMAF), with whom the Enrolee is to be provisioned using Security Bootstrap.
· The Enrolee identity (IdEnrolee): The Enrolee is to use this entity identity with the identified M2M Authentication Function. 

The mechanisms for achieving this are discussed in clause x.y.z. 

· The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to perform Security Handshake with M2M Enrolment Function:

· The Enrolee Certificate Name. The Enrolee Certificate must include this value in a name field.
· The Enrolee Root of Trust. The Enrolee Certificate must be self-signed using this root of trust, or have a Certificate Chain to this root of trust.
· The target M2M Authentication Function Identity (IdMAF), with whom the Enrolee (authenticated using the above Enrolee Certificate Name and Enrolee Root of Trust) is to be provisioned using Security Bootstrap. 

· The Enrolee identity (IdEnrolee). The M2M Enrolment Function is to provide this entity identity for Enrolee with the MAF Master Key (Kmm) to the target M2M Authentication Function, when requested by the M2M Authentication Function.. 
The mechanisms for achieving this are discussed in clause m.n.o.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 RFC 5246 [RFC 5246] and DTLS 1.2 RFC 6347 [RFC 6347] specifications.to establish a secure session. 
· Each entity (Enrolee and M2M Enrolment Function) verifies the other entity’s certificate as described in Clause 8.1.1.2.2 “Certificate Verification”.

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1,2 RFC 5246 [RFC 5246] and DTLS 1.2 RFC 6347 [RFC 6347] specifications.

Editor’s note: the applicable (D)TLS ciphersuites are FFS.
Temporary Enrolment Key Generation:

· The Temporary Enrolment Key (Kte) is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function using TLS Key Export (RFC 5705) [RFC5705], as described in Clause 8.3.6.
· The Temporary Enrolment Key Identifier (KteId) is generated by the Enrolee and M2M Enrolment Function, as described in Clause r.s.t.
· The Enrolee and M2M Enrolment store the Temporary Enrolment Key (Kte) and Temporary Enrolment Key Identifier (KteId). 
Note: The Temporary Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework is identical to the Temporary Enrolment Key Generation for the Certificate-Based Security Bootstrap Framework.
Usage in Centralized Key Distribution Server Handshake: See “Overview of Security Frameworks” in Clause 8.3.1.
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(See Clause 8.1.5.1) Enrolee is pre-provisioned w/ PrivateKeyEnrolee, CertEnrolee & optional ChainEnrolee, where:
CertEnrolee contains CertNameEnrolee
CertEnrolee is signed by (or has a certificate chain to) RootOfTrustEnrolee. 


M2M Enrolment Function


(See Clause 8.1.5.1) MAF is pre-provisioned w/ PrivateKeyMAF, CertMAF & optional ChainMAF, where
CertMAF contains  CertNameMAF
CertMAF is signed by (or has a certificate chain to) RootOfTrustMAF. 



