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1
Rationale
This contribution proposes new clause for Access Control Mechanism
========================Start of 1st Change==========================
X.X.X
Access Control Mechanism
This clause introduces access control mechanism of oneM2M. This access control mechanism works at Hosting CSE as PEP and PDP. When a resource manipulation request is sent to the Hosting CSE, the Hosting CSE shall check whether the request is granted to perform on a target resource. The request shall contain an Originator identifier, an operation to perform, and the resource URI that the operation targets, and may include a token used for access control.
The Hosting CSE shall follow two steps to validate the resource manipulation request.
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1. M2M Service Subscription verification
Since <m2mServiceSubscription> resource describes which entities are authorized to perform which operations on which resource types, this validation shall be performed to check whether Originator requests no more than M2M service roles that the Originator subscribes.
For example, an Originator subscribes only a data exchange M2M service role on Hosting CSE and the M2M service role allows the Originator to perform Create, Retrieve, Update, and Delete operations on <container> resource type. Then the request of Create, Retrieve, Update, or Delete operation from Originator is authorized to perform on <container> resource by M2M Service Subscription. Therefore if the request is to access other resource types than <container> resource type, then the request is fail to be authorized in this step and if the request is to Create, Retrieve, Update or Delete <container> resource type, then the request is authorized in this step.
Detail description of this step is specified in X.X.X.X M2M Service Subscription verification.

2. Access Control Policy verification
If the request is validated at the step 1, the Hosting CSE proceeds to step 2.

In this step, the Hosting CSE finds a <accessControlPolicy> resource that applies to the targeted resource and check whether Originator has a privilege to perform the operation of the request in the <accessControlPolicy> resource.
Detail description of this step is specified in X.X.X.X Access Control Policy verification.

Editor’s note: when Originator is CSE, whether to follow two steps is FFS. Step 2 may be only considered when Originator is CSE.
X.X.X.X
M2M Service Subscription verification
The entire <m2mServiceSubscription> resources are stored in IN-CSE. To be able for a Hosting CSE to perform this verification step, the resource hosting CSE shall internally keep <m2mServiceSubscription> resources which are applied to the resource hosting CSE and synchronize those resources with the ones in IN-CSE. This could be done by retrieving the <m2mServiceSubscription> resources periodically or by subscribing the <m2mServiceSubscription> resources and notifying the changes from IN-CSE. The <m2mServiceSubscription> resource stored in hosting CSE shall not be exposed to any other entities.
M2M Service Subscription verification procedure shall happen at a resource hosting CSE and the procedure is described as following.
1. The Hosting CSE shall find <m2mServiceSubscription> resources which belong to the Originator by considering App-ID and where the Originator resides.
2. The Hosting CSE shall check whether any of M2M service roles in <m2mServiceSubscription> resources found at step 1 contains the requested operation pertaining to resource type of the target resource. 
3. If the Hosting CSE shall find the matched M2M service role, then the request is granted by M2M Service Subscription.

4. If the Hosting CSE does not find any matched <m2mServiceSubscription> resources, M2M Service Subscription validation is failed and the Hosting CSE shall send error codes, and shall not proceed to step 2
X.X.X.X
Access Control Policy verification
To be able to verify access control policy, the Hosting CSE shall find the <accessControlPolicy> resource which is applied to the target resource.
Editor’s note: how to find <accessControPolicy> resource is FFS. If the target resource doesn’t have accesControlPolicyID, the resource hosting CSE finds <accessControPolicy> resource by using accessControlPolicyID of the parent resource. If the target resource doesn’t have accessControlPolicyID also at the parent resource, how to select access control policy resource is FFS.
Editor’s note: multiplicity of accessControlPolicyID is FFS.

After finding the <accessControlPolicy> resource, the following procedures shall be performed.

· The Hosting CSE verifies whether Originator attributes in the request match with originatorPrivileges and operationFlags of the matched originatorPrivileges contain the operation in the request.
· The Hosting CSE verifies whether environment conditions in contexts are satisfied.
The request passes the above two procedures, access control policy verification is considered successful.
If the request does not pass all the two procedures, access control policy verification is considered failed.
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