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1
Introduction

This contribution aims to provide a general description of symmetric key based authentication and authentication procedure. This content should be in a new section that does not currently exist.
The principle of design is using symmetric key authentication operations to replace the asymmetric key authentication operations in TLS.
The TLS handshake procedure is shown in the following figure.
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2
Proposal
-----------------------Start of 1st   change-------------------------------

6.3.x
Authentication Framework

The oneM2M supports two kinds of authentication mechanisms, they are symmetric key based authentication mechanism and asymmetric key based authentication mechanism. The asymmetric key based authentication mechanism is also called as certificate based authentication.

6.3.x.1
Symmetric key based authentication
The symmetric key based authentication mechanism is realized through using a pre-provisioned secret key to generate and verify Message Authentication Codes (MACs) that is used for providing authentication evidences. The pre-provisioned secret key is also called as Root Key that is only known by the authentication participants. The root key is provisioned to the authentication participants in a secured method and stored in secure environments.
In a symmetric key based authentication process the MACs are not directly generated with a root key. A secret key called Master Key is firstly derived from the root key according to some pre-defined rules. The Master key is unique in each authentication process. All other keys for one connection are derived from this master key, for example the authentication key used to generate MAC and the data encryption key used to secure the communication.

Editor's note: It is FFS about the key derivation rules.
6.3.x.1.2
Symmetric key based authentication procedure
Symmetric key based authentication procedure is shown in the following figure and described as follows:
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1. Originator Hello. The Originator initiates a session by sending an Originator Hello message to the Receiver. The Client Hello message contains:

· 
· 
· 
· Version Number. The originator sends the version number corresponding to the highest version it supports. Different version represents different key derivation algorithm using the same root key.
· Randomly Generated Data. OriginatorRandom, the random value consists of the originator’s date and time plus a randomly generated number that will ultimately be used with the receiver random value to generate a master secret from which the encryption keys, including the MAC generation key, will be derived.

· Session Identification (if any). The sessionID is included to enable the originator to resume a previous session. The previous session information is identified by the sessionID.

· Cipher Suite. A keyID is included. The corresponding key will be used for key derivation. 

· Compression Algorithm. The requested compression algorithm.
2. Receiver Hello. The Receiver responds to the Originator with a Receiver Hello message. The Receiver Hello message contains:
· 
· 
· 
· Version Number. The receiver sends the highest version number supported by both sides. 

· Randomly Generated Data. ReceiverRandom, the random value consists of the receiver’s date and time plus a randomly generated number that will be ultimately used with the originator random value to generate a master secret from which the encryption keys, including the MAC generation key, will be derived

· Session Identification (if any). This can be one of three choices.

· New session ID – The client did not indicate a session to resume; the server can’t or won’t resume that session. 

· Resumed Session ID– The id is the same as indicated in the originator hello. It means that the receiver is willing to resume that session.

· Null – this is a new session, and the server is not willing to resume it at a later time.

· Cipher Suite. If the receiver confirms this handshake through including the same keyID as the originator suggested, otherwise the session is ended with a “handshake failure” alert.

· Compression Algorithm. Specifies the compression algorithm to use.
3. Receiver Hello Done. This message indicates that the receiver is finished and awaiting a response from the Originator
4. Master Key Derivation. Both Originator and Receiver derive a symmetric key called Master Key from the shared Root Key using the Originator Random Number, Receiver Random Number and other required key derivation parameters. All other keys for this connection are derived from this Master Key.
5. Originator Change Cipher Spec. This message notifies the Receiver that all messages that follow the Originator Finished message will be encrypted using the keys and algorithms just negotiated.
6. Originator Finished. The Originator sends an encrypted Originator Finished message that contains a hash of the entire conversation to provide authentication of the Originator.
The Receiver will attempt to decrypt the Originator Finished message and verify the hash. If the decryption or verification fails, the handshake is considered to have failed and the connection should be torn down.
7. Receiver Change Cipher Spec. This message notifies the Originator that all messages that follow the Receiver Finished message will be encrypted using the keys and algorithms just negotiated.
8. Receiver Finished. The Receiver sends an encrypted Receiver Finished message that contains a hash of the entire conversation to provide authentication of the Receiver. 
If the Originator is able to successfully decrypt this message and validate the contained hash, it is assured that the authentication is successful, and the key computed on the Originator match this computed on the Receiver.
-----------------------End of 1st  change-------------------------------
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