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1. Introduction

Many of deployed cryptography systems use the concept where an entity can identify itself to another entity without giving anything away that an eavesdropper could use. An entity is securely identified to a second entity where no exchange of key material or subsequent non-repudiation of the identification is required. The used concept allows a entity to prove that it knows about credentials, without having to exchange the value of the credentials. 

The same techniques should be used as a promising way of providing CSEs with an efficient and flexible mutual authentication procedure that could be used to meet existing and future oneM2M security requirements. A pre-requisite is that the CSE’s Master key shall be stored in a secure a way in the SEC CSF secure environment as a means to protect against attacks of stored and processed related information.

This contribution proposes a section in the SEC TS 0003 for General Mutual Authentication Mechanism applied to both symmetric and asymmetric key based schemes.

2. Proposal


-------------------------------------------Start -------------------------------------------------

X. General Mutual Authentication Mechanism
oneM2M mutual authentication schemes shall allows oneM2M entities to prove that they know oneM2M related credentials such as oneM2M sensitive identities and Master credentials, without having to exchange value of those credentials. To prevent reading and copying of oneM2M credentials, against cloning attack, a SEC CSF secure environment shall provide protection against tampering of those credentials and related processed information. 

The general mutual authentication protocol is applied to both symmetric and asymmetric key based schemes. Precise protocol messages and parameters obviously depend on the chosen scheme and the security parameters selected. Typically it consists of following steps, with:  
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1.
An initial step where an entity A shall be securely identified to an entity B with whom previous or no previous contact has been made. In this step the entity A identifies itself to a entity Bwithout giving anything away that an eavesdropper could use i.e. no exchange of key material such as oneM2M sensitive identities (TBD) and Master credentials
2.
The second step is followed by the entity Bissuing a challenge. The challenge shall be a challenge vector at least based on the Mater credentials and the pseudorandom generated number.Precise challenge vector depend on the chosen scheme and the security parameters selected for symmetric and asymmetric key based schemes 
3.
The entity A shall reply with response function of the Master credentials and received challenge.

4.
The entity B shall then verify the relation between provided entity A identity and received challenged response, which gives a high probability that the entity B knows a secret value associated with the entity A’s provided identity (TBD) in step 1.
-------------------------------------------End -------------------------------------------------
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