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1
Rationale
This contribution proposes security consideration of AE registration. Since App-Inst-ID is determined after AE registration, we cannot make use of credential for App-Inst-ID.
Therefore this contribution proposes that registration ID and associated credential for AE registration. So AE and CSE is mutually authenticated by using credential of registration ID and AE registration request and response message is protected by the credential of registration ID.

============================Start of 1st Change======================
9.3
Trust Enabler Flows
9.3.X
AE Registration
AE registration procedure is described in section 10.2.1.1 of [Architecture TS]. This chapter describes how to handle AE registration when AE ID is not provided at fr field of <application> creation request in light of security consideration. To be able for the hosting CSE to authenticate AE, AE needs to have an identifier and security credential associated with the identifier. AE needs to be provisioned registration ID and associated credential and provide the registration ID for fr field of <application> creation request.
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1. Security Context Establishment

It is the same procedure specified in section TBD except using pre-provisioned registration ID of AE.
2. AE Registration Request
It is the same procedure specified in section 10.2.1.1 in [ARC TS] and pre-provisioned registration ID of AE is assigned to fr field of the request.
3. App-Inst-ID Request
Hosting CSE requests App-Inst-ID for the AE to MEF. In this request, App-ID and registration ID shall be included and suggested App-Inst-ID shall be included if provided at step 2.
4. Assign App-Inst-ID
MEF finds whether MAF has a linkage between the registration ID and App-Inst-ID in MAF due to the previous registration using the same registration ID has been done. If the linkage exists, MEF shall use the credential of the same App-Inst-ID. If the linkage doesn’t exist, MEF assigns new credential of App-Inst-ID based on the information included in step 3 request.
Note: step 5-7 happens only if MEF assigns the new credential for App-Inst-ID.

5. Credential Update Request
MEF sends update credential request to MAF. In the request, credential for App-Inst-ID and registration ID shall be included.
6. Update Credential stored in MAF
MAF stores credential for App-Inst-ID and make linkage between credential for App-Inst-ID and credential for registration ID previously stored in MAF.
7. Credential Update Response
MAF sends a response of credential update response after updating credential is done at step 6.
8. App-Inst-ID Response
MEF sends the response of App-Inst-ID containing App-Inst-ID of AE.
9. AE Registration Response
It is the same procedure specified in section 10.2.1.1 in [ARC TS].
10. Provision new credential
MEF provisions new credential for AE made at step 4.
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