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1
Introduction

This contribution aims to provide a general description of certificate based authentication procedure. This content should be in a new section that does not currently exist.
2
Proposal
-----------------------Start of 1st   change-------------------------------

2.2
Informative references
[x.1]
RFC 5246 - The Transport Layer Security (TLS) Protocol Version 1.2.
-----------------------End of 1st  change-------------------------------
-----------------------Start of 2nd   change-------------------------------

6.3.x
Authentication Framework

6.3.x.1
Symmetric key based authentication
6.3.x.2
Certificate based authentication
In certificate based authentication mechanism an AE or a CSE generates a key pair that contains a private key and a public key. The private key is kept as secret to the AE or CSE. The private key is stored in a secure environment. The public key is kept in a public key certificate that is issued by a trust party called Certificate Authority (CA). The public key certificate is disclosed to the public, i.e. it is provided to any parties that need this public key. The authentication counterpart can validate a certificate or a certificate chain with a root CA certificate which is stored in a secure environment. It is possible that multiple CAs can be trusted by an oneM2M System. 
In order to authenticate an AE or a CSE, the AE or CSE needs to digitally sign a randomly generated piece of data with its private key and sends both the signed data and the certificate to the authentication counterpart. The authentication counterpart firstly verifies the received certificate, and then verifies this signature by processing the signature value with the signer’s corresponding public key that is extracted from the receive certificate and comparing that result with the message. If the verification is validated, then the AE or CSE is authenticated.
6.3.x.2.1
Certificate based authentication procedure
The oneM2M System adopts client-authenticated TLS handshake protocol [x.1] to realize certificate based authentication mechanism. If a handshake can result in a successful TLS connection, a successful mutual authentication is completed, i.e. both parties are authenticated.
-----------------------End of 2nd  change-------------------------------
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