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The revision marks in the “_rev” version show the changes from SEC-2014-0226R01.

R01:

· Updated to align with Terminology and Abbreviations suggested by Gemalto in SEC-2014-0259 and SEC-2014-0260. In particular

·  “Kmm” replaced by “Km”

· We also replaced “KmmId” with “KmId”, to align with “Km” notation.

· “Kee” replaced by “Kpm”

· “We also replaced “KpmId” with “KpmId”, to align with “Kpm” notation.

· Updated text about “Enrolee Identity” configured to M2M Enrolment Function, to align with 0244R02. Now says 

· “Enrolee identity (IdEnrolee). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Master Credential (Km) to the target M2M Authentication Function, when requested by the M2M Authentication Function.”
==================<Start of Change 1 (New Text) >=================
8.3.2.1 The Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework
This clause describes the Pre-Provisioned Symmetric Key Security Bootstrap Framework.  The Bootstrap Credential for this framework is a long-term symmetric key that has been pre-provisioned into the Enrolee and M2M Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm. 
Note: Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason Long term Pre-Provisioned Symmetric Enrolee Keys are recommended to be stored in Secure Environments. 

Figure 8.3.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework.

[image: image1.emf]Bootstrap Enrolment Handshake: (D)TLS Handshake

Temporary Enrolment Key Generation

Bootstrap Credential Configuration

Enrolee

M2M Enrolment 

Function

Kpm & KpmId, MEF URI are pre-provisioned

Enrolee configured with 

IdEnrolee & IdMAF 

Enrolee generates MIC for session information using  Kpm, MEF verifies MIC using Kpm

MEF generates MIC for session information using  Kpm, Enrolee verifies MIC using Kpm

MEF configured with 

IdEnrolee & IdMAF 

M2M Authentication 

Function

MAF is already configured 

withIdMAF

·

Export Kte from (D)TLS Session 

secrets as per RFC 5705

·

Generate KteID from Kte (Clause 

r.s.t)

·

Store Kte &KteID

KteID (Clause 8.2.3)

KteID

Km, USS (inc. IdEnrolee) 

(Clause 8.3.6)

Mutual Authentication (Clause 8.2.3)

Usage in Centralized Key Distribution Server Handshake

Derive Km from Kte and IdMAF (Clause 8.3.5)

·

Export Kte from (D)TLS Session 

secrets as per RFC 5705

·

Generate KteID from Kte (Clause 

r.s.t)

·

Store Kte &KteID

Derive KmId from Km (Clause r.s.t)

Derive KmId from Km (Clause r.s.t)

Derive Km from Kte and IdMAF (Clause 8.3.5)

MAF configured with 

IdEnrolee

Kpm & KpmId are pre-provisioned

Bootstrap Instruction Configuration 

A TLS_PSK or TLS_DHE_PSK ciphersuite.is used

TLS psk_identity is set to KpmId ,TLS psk is set to Kpm

(D)TLS handshake indicates Key Export is required , as 

per RFC 5705

Communication of [parameters]

Mutual authentication

Key

[parameter] Internal generation of [parameters]

[parameter]


Figure 8.3.2.1-1
The sequence of events when using the Pre-Provisioned Symmetric Key Security Bootstrap Framework.  See Table 8.2.1-1 for details of the abbreviations used in this table. The following font colours differentiate the general topic that the text relates to:
· Black text contains Security-Bootstrap-Framework-independent details

· Blue italic text highlights details specific to this particular Security Bootstrap Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-Provisioned Symmetric Enrolee Key Identifier, denoted KpmId, are pre-provisioned to both entities. The Enrolee is also provisioned with the M2M Enrolment Function’s URI (MEF URI), for the purpose of routing the (D)TLS exchange. 
Note:  This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.
Bootstrap Instruction Configuration:  The Enrolee and M2M Enrolment Function are configured with the information needed for authorizing the remote provisioning:
· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning :

· M2M Authentication Function identity (IdMAF): Identifying the M2M Authentication Function for which the Enrolee is to be provisioned. 
· Enrolee identity (IdEnrolee): the Enrolee is to use this identity with the identified M2M Authentication Function. 

· The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId) or the M2M Enrolment Function URI.
The mechanisms for achieving this are discussed in clause x.y.z.

· M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment Function to remotely provision the Enrolee for a M2M Authentication Function:

· M2M Authentication Function Identity (IdMAF) of the M2M Authentication Function for which the Enrolee is to be provisioned.
· Enrolee identity (IdEnrolee). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Master Credential (Km) to the target M2M Authentication Function, when requested by the M2M Authentication Function.
· The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).

The mechanisms for achieving this are discussed in clause m.n.o.
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS-PSK handshake [TLS-PSK RFC 4279] to establish a secure session. 
· The “psk_identity” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier (KpmId).
· The “psk” parameter [TLS-PSK RFC 4279] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm). 
Editor’s note: the applicable (D)TLS ciphersuites are FFS.
Temporary Enrolment Key Generation: 
a. The Temporary Enrolment Key (Kte) is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function using TLS Key Export (RFC 5705) [RFC5705], as described in Clause 8.3.6.

b. The Temporary Enrolment Key Identifier (KteId) is generated by the Enrolee and M2M Enrolment Function, as described in Clause r.s.t.

c. The Enrolee and M2M Enrolment store the Temporary Enrolment Key (Kte) and Temporary Enrolment Key Identifier (KteId). 
Note: The Temporary Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework is identical to the Temporary Enrolment Key Generation for the Certificate-Based Security Bootstrap Framework.
Usage in Centralized Key Distribution Server Handshake: See “Overview of Security Frameworks” in Clause 8.3.1.
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