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 AUTONUMLGL  \* Arabic \e  
M2M Node security
 AUTONUMLGL  \* Arabic \e  
Basic principles

It is necessary for an M2M Node to provide secure access to common resources such as services, information and protocols. These security requirements can be separated into two parts:

1) external security:

· security related to the behaviour of the M2M Node as a communication endpoint:

· security and trust towards the external communication peers;

· security and trust towards the M2M infrastructure. 

2) internal security:

· security related to the M2M Node as a processing platform and host for M2M AEs:

· protection of M2M AEs from the actions of other AEs;

· protection of shared information;

· protection of shared processing resources such as communications software and hardware.

The M2M system may rely on indirect trust relationships built statically using certification by trusted third parties (TTPs), mainly the M2M Enrolment Function or M2M Authentication Function. Security Provisioning (including remote enrolment, i.e. Bootstrapping) is the main access control to the M2M system and the possession of a valid enrolment certificate grants permission to the M2M Node to be part of the M2M System and, subsequently, to gain authorization for the use of further services. It should, therefore, be restricted to M2M Nodes and M2M Applications that fulfil a set of security properties considered as sufficient to maintain trust in the M2M system. The basic requirements and procedures for Security Provisioning are specified in further sections.

 AUTONUMLGL  \* Arabic \e  
Guidelines for establishing provisioning trust requirements

The following recommendations are specified as guidance in ensuring that an M2M Node is able to establish a trust relationship with a MEF or a MAF:

· all cryptographic key material should be stored in a secure memory that is protected against tampering, altering and unauthorized reading and should only be accessible over a clearly defined, secure interface using appropriate means for authentication and authorization;

· access to key material should only be possible for authorized entities within the M2M Node and bound to a trusted, uncompromised system state.

· keys should always be communicated in an encrypted form and never in plaintext;

· keys should only be communicated to a secure processing engine (referred to as a Secure Environment);

· modules and applications other than the Secure Environment should have access only to key handles;

· a Secure Environment and its interfaces should be protected against tampering, eavesdropping, manipulation and other forms of attack;

Key storage and sensitive or cryptographic functions should be integrated into a Secure Environment, preferably in tamper resistant hardware, protecting the key material and offering cryptographic operations as services to all other CSFs, CSEs or AEs within the constraints of an appropriate authorization mechanism. Figure X shows, in generic terms, how this could be structured.
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Figure X: Schematic view of basic service protection for M2M Node security

· applications should be securely separated to avoid unsolicited interaction;

· access to keys and other sensitive data by applications should require explicit authorization and be managed over a clearly defined, protected interface. 

 AUTONUMLGL  \* Arabic \e  
Trust and privacy management

The enrolment and authorization services (Table 3) provide the following services to support the establishment of trust and the protection of privacy:

· trust:

· the provision of credentials allowing an M2M Node to assert:

· their permission to use the M2M system as a whole; and

· their permission to use specific M2M services.

· privacy:

· the provision of pseudonyms that can be used in place of a more meaningful (and traceable) identifier and that can be changed frequently to avoid simple correlation between the pseudonym and the device (or person) with which it is associated.

The procedures and protocol required by the enrolment, authentication  and authorization services are specified in further sections.

 AUTONUMLGL  \* Arabic \e  
Access control

Before an M2M Node can make full use of M2M applications, services and capabilities that are available to it, it may be required to obtain specific credentials from an M2M Authorization Function. These credentials (such as cryptographically signed certificates) are used to assure any receiving M2M Node that the originating M2M Node has the necessary permission to send a particular information and that it can be trusted.

Authorization credentials are only issued to an M2M Node after a comprehensive procedure has been followed in order to protect its identity and avoid misuse of M2M services and capabilities. This procedure involves:

· Initialization: 

· May be performed in conjunction with the manufacturer of the M2M device;

· establishes a set of initialization credentials:

· a canonical (unique and immutable) identity for the M2M Node;

· cryptographic credentials for the M2M Node;

· a generic profile of the properties of the M2M Node (for example, the proven stability of its software and hardware, its resistance to attack and the CSFs capabilities that it is able to support);

· a cryptographic credential linked to the canonical identity of the M2M Node and its generic profile.

· Enrolment:

· performed as a dialogue between the M2M Node and the M2M Authentication Function;

· uses the initialization credentials to establish a set of subscription credentials indicating the applications, services and capabilities that the M2M Node is permitted to use and which enable the M2M Node to pseudonymously request authorization from the Authorization Authority to invoke those services.

· Authorization:

· Performed as a dialogue between the M2M Node and the Authorization Authority;

· Uses the subscription credentials to establish a set of authorization credentials which, when combined to a transmitted M2M message, enables the M2M Node to assert pseudonymously to other M2M Node its right to send that particular request or information.

The protocols can be found in subsequent clauses [TBD].
 AUTONUMLGL  \* Arabic \e  
Confidentiality

Some M2M applications may rely on broadcast messages which are intended to be viewed and processed by all recipients. Consequently, there are no confidentiality requirements associated with these messages other than the protection of the sender's identity. However, there are some M2M applications and services which will use point-to-point unicast communications and which will contain sensitive information of a personal or commercial nature. These services will require access to security services that can ensure that this information can only be viewed by the intended recipient(s).

The confidentiality of transmitted information is protected primarily by the encryption of messages within an established security association such that they can only be decrypted by the recipient to whom it is addressed. 

The true identity of the sender of broadcast M2M messages is kept confidential by ensuring that all such messages are sent pseudonymously.

The protocols can be found in subsequent clauses [TBD].
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