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Proposed change:

Following section 6.3.6 of TS-0003 v0.3.0, the following text is proposed:

6.3.7 Security reference points 

Information is exchanged with oneM2M Trust Functions across the reference points specified in Table X:
Table X: Summary of oneM2M security reference points

	Reference Point
	Functional Element
	Information carried

	
	From
	To
	

	Mscz
	M2M Entity
	MZF
	Requests for authorization to invoke oneM2M security services

	
	MZF
	M2M Entity
	Authorization parameters

	Msca
	M2M Entity
	MAF
	Request for permission to access oneM2M services

	
	MAF
	M2M Entity
	Subscription credentials

	Msaz
	MZF
	MAF
	Request for verification of M2M Entity subscription credentials

	
	MAF
	MZF
	Verification of M2M Entity subscription credentials


The information passing across each oneM2M security reference point supports the security services specified in Table Y.

Table Y: oneM2M security services supported at security reference points

	Reference point
	Security services supported

	Mcc
	Establish Security Association

	
	Update Security Association

	
	Send secure message

	
	Receive secure message

	
	Remove Security Association

	
	Confidentiality services

	
	Integrity services

	
	Replay protection services

	Mscz
	Obtain authorization tickets

	
	Update authorization tickets

	
	Publish authorization status

	
	Update local authorization status repository

	
	Report misbehaving M2M Entity

	Msca
	Obtain subscription credentials

	
	Update subscription credentials

	
	Remove subscription credentials

	
	Report misbehaving M2M Entity

	Msaz
	Obtain authorization tickets

	
	Update authorization tickets

	
	Publish authorization status

	
	Update local authorization status repository

	Internal - confidentiality
(note 1)
	Authorize single message

	
	Validate authorization on single message

	
	Encrypt single message

	
	Decrypt single message

	Internal - Integrity
(note 1)
	Calculate check value

	
	Insert check value

	
	Validate check value

	
	Validate data plausibility

	Internal - replay protection
(note 1)
	Time-stamp message

	
	Sequence number message

	Internal - accountability
(note 1)
	Record incoming message in audit log (note 1)

	
	Record outgoing message in audit log (note 1)

	NOTE 1:
These services are required to support oneM2M security services but do not involve the exchange of information across one of the reference points.


Editor’s note: To be aligned with the result of corresponding contribution on Security Services.
6.3.8
M2M Authentication Function (MAF)
The following description applies to the relationship between a MAF and an M2M Node (Field or Infrastructure).

NOTE 1:
An M2M Enrolment Function (MEF) validates that an M2M Node can be trusted to function correctly. 

NOTE 2:
A MEF issues subscription credentials to the M2M Node and MAF, which could contain a pseudonym (temporary identity) for the M2M Node. These credentials are valid within the context of an M2M subscription. 
NOTE 3: 
MAF and MEF are assumed to share a secure interface which is not specified by oneM2M (e.g. they can be co-located in the one physical entity). 
A MAF shall be able to determine the canonical identity of an M2M Node from its subscription credentials if the security of the M2M Node has been determined to be compromised. A MAF may be prevented from determining the canonical identity of an M2M Node from its subscription credentials if the M2M Node has not been determined to be compromised.

The M2M Node shall present its identity to the MAF. 

NOTE 3:
The MAF may require additional attributes from the M2M Node in order to determine the validity of its M2M subscription is valid but this is not described in the present document.

Communications between an M2M Node and a MAF shall be encrypted.

Subscription credentials shall contain the following items of information:

· the temporary identity of the M2M Node; 

· an identifier of the MAF (MAF-ID);

· cryptographic material or a reference to cryptographic material allowing the credential holder to demonstrate ownership of the credentials.

In addition, subscription credentials may contain any or all of the following items of information:

· Attributes of the M2M Node or references to those attributes. If included, these attributes shall be protected in such a way that they are only available to recipients with a legitimate need to know them.

· Additional information not specific to an M2M Node such as an issue or expiry date.

The M2M trust system shall support the use of a hierarchy of MEF, MAF and MZF, with lower‑layer MAF authorities handling M2M Nodes and higher-layer MAF authorities authorizing lower-level MAF authorities. 

An M2M Node may subscribe with multiple MAF covering multiple N2M subscriptions. 

A MAF may require an enrolled M2M Node to re-authenticate periodically. During this re-authentication process the M2M Node shall present evidence that it has not been compromised. If it cannot present such evidence it shall be considered compromised.

6.3.9
M2M Authorization Function (MZF)
The following description applies to the relationship between an MZF and an M2M Node (Field or Infrastructure).

An M2M Node that has subscribed with a MAF may apply to an MZF for specific permissions within the MAF subscription domain and the MZF's authorization context. These privileges are denoted by means of authorization tickets. When it requests authorization tickets, an M2M Node shall present its subscription credentials to the MZF. When it requests permissions to access a specific M2M capability, an M2M Node shall present a valid authorization ticket to the M2M Node providing that capability.

Each authorization ticket specifies a particular authorization context which comprises a set of permissions.

EXAMPLE:
An authorization ticket might grant permission to an M2M Node to claim certain privileges, or access specific services provided by the M2M system, or resources from other M2M applications. 

The authorization context shall be specified either by explicitly encoding the permissions granted or by including a reference to a known policy that specifies the context.

NOTE:
An MZF will normally be responsible for a specific set of contexts which may be specified by one or more of the following:

-
M2M application or service;

-
time period;

-
geographic region (nation, state, locality); or

-
any other encodable means.

The authorization system shall support the use of a hierarchy of MZF, with lower-layer MZF authorities authorizing M2M Nodes and higher-layer MZF authorities authorizing lower-level MZF authorities. 

An MZF shall accept credentials from one or more MAF. When an M2M Node applies to that MZF for a set of authorization tickets, it shall present and demonstrate ownership of subscription credentials from one or more of its MAF. If the authorization authority does not accept credentials from any of the MAF in the application, it shall reject the application.

Communications between an M2M Node and an MZF shall be encrypted.

Before issuing authorization tickets, an authorization authority may apply a policy to the presented subscription credentials. For example, it may require that subscription credentials were issued within a certain period of time.

An MZF shall only issue an authorization ticket to an M2M Node that is valid within the combined subscription domains of all the subscription credentials presented to it by the M2M Node.

An MZF shall be able to determine the subscription credentials of an M2M Node from its set of authorization tickets if the security of the M2M Node has been determined to be compromised. An MZF may be prevented from determining the subscription credentials of an ITS-S from its set of authorization tickets if the ITS-S has not been determined to be compromised.

Authorization tickets shall contain the following items of information, by value or reference:

· the authorization context;

· an identifier of the MZF;

· cryptographic material allowing the ticket holder to demonstrate ownership of the ticket.

Authorization tickets may contain additional information as necessary to support the use of the authorization context. The signature generated by the ticket authorisation may be viewed as the authorisation code.

6.3.10

Compromised M2M Node
If a MAF determines that an M2M Node has been compromised or is informed by an MZF that the M2M Node is compromised, the MAF shall inform other MAF of this fact using the canonical identity to identify the M2M Node. 

If a MAF determines that an M2M Node has been compromised (either through its failure to present evidence of non-compromise or because the MAF has been informed that the M2M Node is compromised), it shall not issue the M2M Node with new subscription credentials while the M2M Node remains in a known compromised state.

If an MZF determines that an M2M Node has been compromised, it shall inform the MAF associated with the subscription credentials presented by the M2M Node.

If a MAF determines that an M2M Node has been compromised or is informed that the M2M Node is compromised, it shall immediately make that information available to MZFs. 

If an M2M Node is known by an MZF to be compromised, that MZF shall not grant the M2M Node any further tickets until the M2M Node has been determined to be no longer compromised.

If an M2M Node is known by an MZF to be compromised, that MZF may distribute information to any or all other M2M nodes in the system instructing them to ignore requests authorized by the compromised M2M Node's authorization tickets.

An MZF may request any trusted M2M Node to report any observed use of authorization tickets from a compromised M2M Node back to the MZF. This request shall be authenticated by the MZF. The MZF may send a cancellation notice to revoke this request. This notice shall be authenticated by the MZF. Any M2M Node that receives a request to report such use of authorization tickets and has not received a cancellation notice shall report any observed use of authorization tickets by the compromised M2M Node at the earliest practical opportunity.[image: image1][image: image2]
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