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	MINUTES

	Meeting title:
	SEC # 10.0 (TP10 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Karen Hughes, ETSI, karen.hughes@etsi.org

	Meeting Date:
	2014-04-07 to 2014-04-11

	Meeting Details:
	Ordinary face-to-face meeting during TP10 in Berlin, Germany.

SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Joint sessions with other WGs may be set up as needed (at least one day in advance).

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>
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1
Opening of meeting


1.1
Welcome
The Chair opened the meeting and welcomed the participants. The Chair pointed the group towards the IPR policy.

1.2 
Schedule

The chair went through the schedule for the week. 
As the Security TR is now under change request control it should be reviewed and submitted for approval during TP 10. A drafting session may be dedicated to the TR during this week.
2
Review and Approval of Agenda


SEC-2014-0007R01-SEC10_0, Agenda 
SEC-2014-0007R01 was AGREED

3
Review and Approval of previous Minutes 

By email
4
Review of Objectives for the Meeting

· Completion of TS-0003:

· Clarify assumptions

· Complete description of enrolment procedures and operational procedures
· Details of data flow

· Protocol level considerations

· Alignment of existing sections

· Consistency review and final alignments on ARC TS-0001

· Considering countermeasures from threat analysis

· Final review and approval of TR-0007

· Plan future actions to ensure timely completion of TS-0003

· Completion and freeze of content of Security Analysis TR-0008

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	CLOSED

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	CLOSED

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP10_001
	To produce a contribution to align the terminology in the TS with 251
	Lead Gemalto
	OPEN

	A-WG4-TP10_002
	Rapporteur to make the necessary alignments when integrating the agreed contributions into the TS 
	Lead Giesecke & Devrient
	OPEN

	 A-WG4-TP10_003
	Qualcomm will come up with proposals for the definitions
	Lead Qualcomm
	OPEN

	 A-WG4-TP10_004
	To check the use of identity mapping configuration and align with previous decisions
	Lead Qualcomm
	OPEN

	A-WG4-TP10_005
	To check that the temporary enrolmenet key terminology in TD 0263 is is reflected in the other contributions on this issue
	Lead Qualcomm
	OPEN

	A-WG4-TP10_006
	Rapporteur to extract table table from  document 0263 and add to TS 0003 as an informative Annex 
	Lead Giesecke & Devrient
	OPEN


6 Contributions affecting deliverables from other WGs

· PRO-2014-0159R02- HTTP Authentication
· Presented by Shingu Fujimoto, Fujitsu

· Comments and Issues

· Only one token is covered in this contribution – questions were raised as to why this was limited to only one. It was explained that this was based on the RFC6750
· Some concerns raised over the use of OAuth 2.0 framework – it was clarified that this framework does not need any human intervention 
· Questions raised over why it was felt necessary to include this in the protocol spec at this time. It was explained that the Protocol group needs to know what the right way forward is
· There was a suggestion that there were two options:

· Postpone this contribution until the TP11 meeting

· remove the 3rd line
· the PRO WG can not wait until TP11 so it was agreed to remove the 3rd line

· To agree this it was felt that there was the need to agree all security mechanisms for all bindings 

· The use of  HTTP rather than HTTPS was questioned
PRO-2014-0159R02 was NOTED
7 Contributions affecting TS-0003

7.1 Identification, Authentication and Access Control basic concepts

· SEC-2014-0251R01- Certificate Based Authentication description 

· Presented by Wei Zhou, CATT

· Comments and Issues

· Asymmetric authentication would be better
· try to merge with the other Authentication contributions
SEC-2014- 0251R01 was NOTED
· SEC-2014-0249- General Mutual Authentication Mechanism

· Presented by Dragan Vujcic, Oberthur Technologies

· Comments and Issues

· The title is mutual authentication but it only goes one way.
· Have 2 paragraphs one for one way and another for mutual?
· Entity A and Entity B rather than registrar and registree

· need to combine with the previous contribution

· what is meant by sensitive identities?

· Identify a CSE and then allow
SEC-2014-0249 was NOTED 
SEC-2014-0249R01 was NOTED 
· SEC-2014-0249R02

· Presented by Dragan Vujcic, Oberthur Technologies

· Comments and Issues

· Step 2 is missing the information where entity A is authenticating entity B although it is mentioned in the procedure, it was proposed to update step 3 - to explain that the reply is sent after successful authentication of entity B by entity A
· Clarified that this is mutual, two way authentication, not one way
· It was felt that this was initially meant to be a generic explanation – it could be provided for information and may  not need to be specified here – it could go into an informative Annex – this was agreed
· It was suggested that it would be better to use the token only

· Some editorial updates needed 
· It was suggested that the addition of a note/sentence to state that : ‘We are using standard challenge response for this’ could clarify this situation. Then the parameters could be added at a later date

SEC-2014-0249R02 was NOTED 
Revision expected 

· SEC-2014-0248R02-Symmetric Key Based Authentication Description for Security TS
· Presented by Wei Zhou, CATT

· Comments and Issues
· when there is negotiation it usually goes to the lowest common denominator which is frequently null

· Secure negotiation is FFS
· the introduction is TLS but the text is symmetric key

· need to reference to 

· first use TLS to establish credentials then exchange specific messages related to oneM2M - call it trigger TLS?
SEC-2014-0248R02 was NOTED
· SEC-2014-0240- SEC-CSF Authorization Procedure for Security TS

· Presented by Wei Zhou, CATT

· Comments and Issues

· Remove the second last sentence in the PAP
· have PEP and PDP in one node?

· PEP is outside security architecture figure

· Will hold some off line discussions with ARC.
SEC-2014-0240 was NOTED 
SEC-2014-0240R01 was NOTED 

SEC-2014-0240R02 was AGREED
· SEC-2014-0228R02- Security Profile Introduction
· Presented by Seongyoon Kim, LGE
· Comments and Issues

· If it is not read by anything, then what is it used for? Change text to "any external entities".
SEC-2014-0228R02 was NOTED 
Revision expected
· SEC-2014-0241- SEC-CSF Architecture general description for Security TS
· Presented by Wei Zhou, CATT
· Comments and Issues

· Update of the figure:

· Some concerns were raised over the removal of the identification box. 

· Suggested to call the box identification & authentication.

· Further text needed to clarify each of the boxes

·  Offline discussion needed

· No change marks in proposal 2 as it is new text

SEC-2014-0241 was NOTED 
SEC-2014-0241R01 was NOTED 
· SEC-2014-0241R02

· Presented by Wei Zhou, CATT

· Comments and Issues

· 2nd line – there was a question on what exactly is reference x – this will refer to the ARC TS so it was agreed to add a clarification of this

· Concerns raised over the meaning of the 2nd paragraph - It was agreed to remove it

· Remove the last sentence also

· Some concerns also on the 3rd paragraph

· The terminology needs to be aligned with that used in other contributions 
SEC-2014-0241R02 was NOTED 
SEC-2014-0241R03 was AGREED
7.2 Proposed frameworks 

· SEC-2014-0259-Credentials_Definitions 

· Presented by Mireille Pauliac, Gemalto

· Comments and Issues

· we removed the CSF
· on-line editing of the first paragraph

· delete "remotely"

· remotely provisioned using an independent a mechanism without relying on this credential?
· this needs to cover the key approach and also the certificate approach.
· There are many other occurrences of the terms to be changed.
· on-line editing of Master credentials
ACTION: A-WG4-TP10_A01 - Mireille to produce a contribution to align the terminology in the TS with 251
ACTION: A-WG4-TP10_A02 – Clause to make the necessary alignments when integrating the agreed contributions into the TS 
SEC-2014-0259 was NOTED 

SEC-2014-0259R01 was AGREED 

· SEC-2014-0260- Credentials_Abbreviations

· Presented by Mireille Pauliac, Gemalto

· Comments and Issues

· It was agreed that this could be updated to show the abbreviation agreed in the Qualcomm contribution (add Ke to this list)
· It was suggested that Kc and Kpc may be confusing and whether or not they are the same thing was questioned. Contribution 259 explains the difference.
· Agreed to change Kpc to Kpsa

· The Qualcomm contributions will need to be updated to reflect this
SEC-2014-0260 was NOTED
SEC -2014-0260R01 was AGREED
· SEC-2014-0261-Comments to SEC-2014-0243R01
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· There were questions raised on the clauses 8.3.4, 8.3.5 and 8.3.6 and it was agreed to remove them
SEC-2014-0261was NOTED 
Revision expected
· SEC-2014-0243R01-Overview of Security Frameworks

· Presented by Wolfgang Granzow, Qualcomm
SEC-2014-0243R01 was NOTED
· SEC-2014-0243R02
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues
· Comments on classification of the framework however changing this is not as simple as making that change here –this issue of centralized key management will have an impact elsewhere

· It was suggested to agree the contribution as is and then look into making the change at a later date once we are aware of what the impact would be
· 1 small editorial fixed
SEC-2014-0243R02 was  NOTED
SEC-2014-0243R03 was AGREED
· SEC-2014-0242R01- Certificate-based Security framework common details

· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· Will need to propose some definitions
· The certificate provided certifies the identity of the person who is using the private key and has provided his public key. If the certificate is not trusted it needs to be verified – some clarifications needed
· Questions raised over what exactly ‘identity mapping configuration’ relates to. It was felt that this related to a term which has been changed.
· Add an editorial note regarding the self-signing certificate
· Either the certificate is an authority which can be trusted or not – if not then this needs to be resolved. It was suggested that we may find that this will be removed completely at a later date

A-WG4-TP10_003: Qualcomm will come up with proposals for the definitions
A-WG4-TP10_004: Qualcomm will check the use of identity mapping configuration and align with previous decisions

SEC-2014-0242R01 was NOTED 
SEC-2014-0242R02 was NOTED 
SEC-2014-0242R03 was AGREED
7.3 Enrolment, Provisioning and Bootstrapping 

· SEC-2014-0247R02- Overview of Security Bootstrap frameworks

· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· Need to update the definitions section accordingly.
· "mutually " authenticating

· 3rd paragraph - change "may" to "shall be either"

· 8.3.1.2 - remove "Temporary" - check with Phil H.
· More time requested to review.
SEC-2014-0247R02 was NOTED 
· SEC-2014-0247R03
· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· There was a concern raised that the definition of the bootstrap credential is not correct –however it was explained that it is a shared key and both parties have to contribute.

· There was a question raised on the impact that this has on the protocol specifications 

· Confirmed that this solution uses TLS as an authentication mechanism but this does not exclude a higher layer - more offline discussion needed on this issue.
SEC-2014-0247R03 was AGREED
· SEC-2014-0244R02- Certificate-based Security Bootstrap Framework

· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· replace bootstrap by remote provisioning?

· This contribution was postponed to be discussed with the others in this group of contributions
SEC-2014-0244R02 was NOTED
· SEC-2014-0244R03

· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· Add an editor’s note to say that the use of the RFC 5705 is FFS

· It was agreed to remove ‘from Ke’ in the figure and leave ‘Generate KeID’

SEC-2014-0244R03 was NOTED
SEC-2014-0244R04 was AGREED
· SEC-2014-0252R01- Pre-provisioned symmetric enrolee key security bootstrap frameworks
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· No comments
· This contribution was postponed to be discussed with the others in the group
SEC-2014-0252R01 was  NOTED
· SEC-2014-0252R02
· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· Add an editor’s note to say that the use of the RFC 5705 FFS
· There is no assumption that all the servers use the same key – some offline discussion needed
· Some editorials 

· It was agreed to remove ‘from Ke’ in the figure and leave ‘Generate KeID’
· It was suggested that the first step is ‘enrolment’ however the diagram does not show this. There appears to be a misalignment however there is a definition which has already been discussed and will be included with the diagram in the specification.

· The Chair pointed out that we need to have some text agreed to give the group a starting point to populate the specification. Once this text has been incorporated then CRs can always be agreed against the spec.
SEC-2014-0252R02 was  NOTED
SEC-2014-0252R03 was AGREED
7.4 Operational Procedures: Security Association 

· SEC-2014-0224R04- Overview of Security Association Establishment frameworks 
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· A table listing all the keys will be needed
· Need to decide which terms should be used and align throughout all contributions

· Last layer in diagram felt to be very useful

· Some further clarifications needed on both the table and the diagram as some of the relationships are not clear. 

· For each column there should be a separate contributions however this contribution is not a flow it is just an overview

· It was felt that the terms need to be simplified. It was suggested to change Association Instruction Configuration to Association Configuration 

· Do IDs need to be associated?

· Include an editorial note to explain that this will be updated when the detailed procedure is available
· Questions raised on the use of the term: Certificate-Based Security Association Establishment – a more general term would be preferred as this would include identity based association. However it was felt that this should remain as is. Addition of a 3rd option in the text could be a solution.
SEC-2014-0224R04  was  NOTED 
SEC-2014-0224R05  was  NOTED 
· SEC-2014-0224R06 
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· The row with Kmt should be removed
· It is also still in the figure and needs to be removed
· It was suggested to change message authentication codes to something more generic (eg Verification code or MIC). This may need to be changed elsewhere also

· This is only an overview of the different approaches and an introduction to the terminology
SEC-2014-0224R06  was  NOTED
SEC-2014-0224R07  was  AGREED
· SEC-2014-0227R04- Certificate-based Security Association Establishment framework
· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues
SEC-2014-0227R04 was NOTED

SEC-2014-0227R05 was AGREED

· SEC-2014-0226R03- Pre-Provisioned Symmetric Keys Security Association Establishment
· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues

· Not restricting - available to millions of applications as long as they have the distributed key
· the figure should not rely on colour, but could add notes or footnotes.
SEC-2014-0226R03 was NOTED
SEC-2014-0226R04 was NOTED

· SEC-2014-0226R05
· Presented by Wolfgang Granzow, Qualcomm

· Comments and Issues
· The two RFCs mentioned – need to check whether or not they are already in the specification – if not they need to be added to the References clause. The Rapporteur will take care of this
· Concerns over the use of short term key were raised  - it was felt that it was important that this is separated
· contributions on this will be welcome
SEC-2014-0226R05 was AGREED

7.5 Trust model, architecture and services

· SEC-2014-0254R01-Precisions on M2M Trust Functions
· Presented by Francois Ennesser, Gemalto

· Comments and Issues

· Needs to be aligned with contribution 259
· Document edited online
· Concerns raised on how this map to the LGE contribution. 
· Addition of an editor’s note to explain that this is FFS and more details are needed  
SEC-2014-0254R01 was  NOTED
SEC-2014-0254r02 was AGREED

· SEC-2014-0255- Proposal for Security Assumptions (ITS based)
· Presented by Francois Ennesser, Gemalto

· Comments and Issues

· As these requirements already in the TR there was a question raised on whether they should also be in the TS
· Concerns that there is no traceability from use cases for these requirements
SEC-2014-0255 was NOTED
· SEC-2014-0256- Security Reference Points proposal (ITS based)
· Presented by Francois Ennesser, Gemalto

· Comments and Issues

· If lose signal – what happens to the in car systems?
· These issues may be discussed during conference calls if there is interest from the group
SEC-2014-0256 was  NOTED

· SEC-2014-0239- Clarifications_to_TS-0003
· Presented by Francois Ennesser, Gemalto

· Comments and Issues

· After checking the references to the 3GPP document the comment in 6.1.4 was removed and an editor’s note was added.
· Title of 6.4.3 was updated
· 6.3.2 – editorials
· It was suggested that Boot strapping should be changed to remote security provisioning. It was felt that boot strapping has a specific meeting and it could have an impact on other contributions. An agreement on this issue will be made later in the meeting.

SEC-2014-0239 was NOTED
SEC-2014-0239R01 was AGREED

· SEC-2014-0245- Access_Control_Mechanism
· Presented by SeongYoon Kim,  LGE

· Comments and Issues

· Editorial updates needed – this should be done offline

· Editors notes need to be resolved

· Further clarification requested on the section titled:  M2M Service Subscription verification

SEC-2014-0245 was NOTED 
SEC-2014-0245R01 was NOTED 
SEC-2014-0245R02 was NOTED 
· SEC-2014-0245R03
· Presented by SeongYoon Kim,  LGE

· Comments and Issues

· In the authorization step – it is required to check the subscription – there was a suggestion that this was an additional rule and it should be necessary to just check whether the role matches. There was clarification that no new rules have been added to this contribution

· It was suggested that what is in the Architecture TS should be put in to this to ensure that there is no misalignment

· It was suggested that this may be an implementation issue

· Dragan – to prepare a revision of 0245R03 to incorporate his understanding so that this can be discussed at the next call or meeting
SEC-2014-0245R03 was POSTPONED 
· SEC-2014-0264R01-Access_Control_Mechanism_Part_2
· Presented by SeongYoon Kim,  LGE

· Comments and Issues

· Dragan to prepare a revision of this contribution to incorporate his understanding – this will enable the group to visualise where the problem lies
SEC-2014-0264R01 was POSTPONED
8 Contributions for discussion (not directly affecting deliverables)

· SEC-2014-246- Access_Control_Mechanism_Discusssion
· Presented by SeongYoon Kim,  LGE

· Comments and Issues

· Clarification requested on whether this is a two step procedure - authentication followed by authorization

· It was felt that access control already exists in two steps

· Offline discussion needed

· Support expressed for the second proposal in this presentation (related to PEP and PDP)

SEC-2014-246 was NOTED 

· SEC-2014-0253R01- Structure of Qualcomm Security Framework contributions
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues

· Confirmed that no bootstrapping in the blue area of the flow
· MAF based security association – does this need to be defined? It was confirmed that the proposal is to define this. Further contributions are needed to finalize this.
· The reasoning behind the PPSAK was questioned. This presentation implies 4 types of key. This presentation was just a way of explaining the idea.

· A special key for MAF has also been introduced. 
· The acronyms will not used in the contributions to the specs – the words will written in full
· There were no objections to this approach.
SEC-2014-0253R01 was NOTED
· SEC-2014-0263- Temporary Enrolment Key Terminology
· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues
· Question raised over whether or not the MAF is single or multiple 

·  Concerns raised over the use of ‘Master Credential’– this results from a previous discussion and it was explained that the master credential is shared between the node, the field domain and the MAF – this was accepted.
· It was agreed to use the term :  Enrolment Key (Ke)
· There was a suggestion that this terminology mapping table should be added as an informative annex in the TS – there was some discussion on whether it should go into the TR or the TS. 

· After checking with the WI 0007 that this TR will not be published

· As it was felt to be important that this information is not hidden and is publicly available – the WI would need to be updated if it was to be published 

· The TS will definitely be published so it was agreed to make it an informative Annex in the TS

 A-WG4-TP10_005: Wolfgang to check that this is reflected in the other contributions on this issue

A-WG4-TP10_006: Claus (Rapporteur) to extract table from  document 0263 and add to TS 0003 as an informative Annex 
SEC-2014-0263 was NOTED

· SEC-2014-0250-Security_Consideration_of_AE_Registration

· Seongyoon Kim, LG Electronics

· Comments and Issues

· The same problem was discussed at the previous meeting but from a CSE perspective. Participants were invited to try to bring contributions and solutions to solve this issue

SEC-2014-0250 was NOTED 

9 Contributions affecting TR-0008
· SEC-2014-0262-TR_candidate_for_approval
· Presented by Claus Dietze, Giesecke & Devrient
· Comments and Issues

· There are neither Symbols nor Abbreviations in this TR so the header has been left with the text saying ‘Not applicable’. Karen will check to see if there is any formal text which should be used.

· The chair asked if this TR has used the latest template and this will be checked

· The group are invited to review the TR and bring any issues to the Rapporteur as soon as possible. It was suggested that any issues found should be sent via email so that the TR may be updated as quickly as possible and will be ready to be sent for formal approval in WG5 this week.
SEC-2014-0262 was NOTED
SEC-2014-0262R01 was NOTED
· With an updated table of contents the R02 will be submitted to TP Plenary for approval

· The document number for the input to TP is: TP-2014-0413
SEC-2014-0262R02 was AGREED 

· Update of WI 007 

· Presented by Claus Dietze, Giesecke & Devrient
It was agreed to update the WI to make it a published document. The agreed changes to the WI will be sent to TP for approval. The document number for the input to TP is : TP-2014-0414

10 Planning for next Meeting(s)

· Interim Ad Hoc Meeting

There has been a suggestion that it would be useful to schedule a F2F ad hoc meeting prior to the TP11 in China. There are two possibilities:

1. in parallel with the WG2 ad hoc in Sophia Antipolis. The meeting would run from Monday 28 to Wednesday 30 April.  Remote participation would be a possibility. 
2. Possibility of having the meeting in Paris also discussed which would be hosted by Gemalto. The dates for this meeting would be during the week starting May 12th.

It was decided after email discussion that the meeting will take place on Monday May 12th at 14:00 and will end on Thursday May 15th early afternoon.
· Next Conference Calls
Weekly – Wednesday 1-3 UTC 
· April 23 and 30

· May 7, 21 and 28

8
Any other business

There was no other business to discuss
9
Closure of meeting
The chair thanked the participants for their work throughout the week and closed the meeting.
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