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1
Introduction

This contribution aims to provide a description of authorization procedure for SEC TS Release 1.
2
Proposal
-----------------------Start of 1st change-------------------------------

x.x.x
Authorization Procedure
The authorization procedure is shown in the following figure.
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1. The Originator (either an AE or a CSE) and the Hosting-CSE perform a mutual authentication between them. For more details, see Clause 8.2.
After a successful mutual authentication, the Hosting-CSE shall retrieve all roles subscribed by the Originator from the m2mServiceSubscription resources using the ID of originator (i.e. the AE-ID or CSE-ID). For more details about the m2mServiceSubscription resource, see Clause 9.6.19 in the oneM2M Functional Architecture [TS-0001]. How to retrieve the subscribed roles from another CSE is out of scope of this document.
2. The Originator sends an Access Request to the Hosting-CSE, and this request is intercepted by the PEP that coexists with the Hosting-CSE.
3. PEP makes an Access Control Decision Request according to the Access Request, and sends it to the PDP. The Access Control Decision Request may contain the following information:
fr: ID of the Originator (either AE  or CSE)
to: URI of the target resource.
op: Operation to the target resource.
at: Optional. Attributes of the Originator, e.g. IP address, subscribed roles.
tk: Optional. Access tokens provided by the Originator.
4. PDP sends an Access Control Policy Request that is generated based on the Access Control Decision Request to the PAP. The PDP may sequentially send more than one Access Control Policy Request to the PAP for getting different kinds of access control policies. For example, the PDP firstly asks PAP to gets the access control policy associated with the target resource, and then asks the PAP to get the privileges assigned to the roles used by the access control policy obtained in the previous policy request from <m2mServiceSubscription> resource. The Access Control Policy Request shall contain the following information:

to: Optional. URI of the target resource

rl: Optional. A role list constructed by the PDP according to the Access Control Decision Request or/and role based access control policies obtained in previous policy requests. The role list is constructed from the role based access control policies. Each role is identified by a role name and a URL addressing a <m2mServiceSubscription> resource where such role is defined.
tk: Optional. Access tokens provided by the Originator.
5. Based on the content of Access Control Policy Request, the PAP may perform the following operations:

If the to parameter is not empty, the PAP checks if there is an access control policy associated with the target resource. For more details about how to find an applicable access control policy, see Clause 9.6.1 in the oneM2M Functional Architecture [TS-0001].
If the tk parameter is not empty, the PAP shall first validate the access token, and then extract the access control policy from the token.

If the rl parameter is not empty, the PAP shall use the URL associated with each role name listed in the role list to find the privilege assigned to this role in a <m2mServiceSubscription> resource where this role is defined.
If there are more than one access control policies fitting the policy request, the PAP shall provides a policy combination algorithm for these policies so that one finial access control decision can be derived from these policies’ evaluation results. The policy combination algorithm shall be selected according to a predefined configuration scheme that specifies how to combine multiple access control policies or combine multiple evaluation results into one finial result.
An Access Control Policy Response may contain the following information:

· Access control policy associated with the target resource
· Access control policy extracted from the access token

· Policy combination algorithm
· Roles and the privileges assigned to these roles
6. PDP analyzes the access control policies for checking besides the attributes provided in the Access Control Decision Request, if there are some extra attributes required for evaluating these policies. In case it is required, the PDP sends a corresponding Attribute Request to the PIP; otherwise the process goes to the step 8.

7. PIP retrieves required attributes and sends them back to the PDP.

8. PDP evaluates access control policy or policies, and combines the evaluation results into a finial Access Control Decision according to a policy combination algorithm if there are multiple access control policies. For more details about how to evaluate an access control policy, see Clause 9.6.1 in the oneM2M Functional Architecture [TS-0001].
9. PDP returns the Access Control Decision back to the PEP

10. According to the Access Control Decision, PEP either forwards the Access Request to the target resource or denies this access.

11. PEP returns access result back to the Originator 

-----------------------End of 1st change-------------------------------
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