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	MINUTES

	Meeting title:
	WG-4 SEC 10.1

	Chair:
	Francois Ennesser (WG Chair), Dragan Vujcic (Vice Chair)

	Secretary:
	Karen Hughes, ETSI

	Meeting Date:
	2014-04-30

	Meeting Details:
	SEC 10.1 Ordinary meeting


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>
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1
Opening of meeting


1.1
Welcome
2
Review of Agenda


· SEC-2014-0269-SEC10_2_Agenda
SEC-2014-0269 was AGREED
3
Review and Approval of previous Minutes 

By email approval. No comments have been received on the minutes from the SEC#10 in Berlin.
4
Review of Objectives for the Meeting

· Discuss pending and untreated contributions presented at SEC 10.0 in Berlin

· Review of TS-0003 draft integrating SEC 10.0 agreed contributions

· Support to ARC 10.0 Adhoc:

a. Review introductory text on TS-0001 Section 10 “Information Flow”:

Current proposal: “As a pre-condition to the execution of the following procedures, authentication  between Originator and Receiver entities, as specified in [TS-0003] shall have been  performed. On the receipt of a CRUDN request, the Receiver shall perform authorization procedures as specified in [TS-0003]. In case of failure, error shall be reported [TS-0003].”  
It was suggested that reference should be made to clause 11.3 in the Architecture TS. Figure 11.3-1 clearly explains the steps and procedure and this should not be repeated in the Security TS, it should refer to clause 11.3. It was suggested that the title of the clause should be added for clarity.
b. Resolution of security related Editor’s notes in TS-0001
The editors notes spreadsheet was presented by the chair. 
The structure of the Security TR will need to be revisited following the discussion taking place during the ARC ad hoc meeting currently on-going.
Need to clarify with Architecture issues related to CSEs.

Feedback from the Architecture working group it appears that we can assume that AEs will always be authenticated

Assumption is that prior to starting  to restful procedures an AE needs to be authenticated and to establish a secure link with the CSE – this is unclear 

Last two Editor’s notes are not relevant to security so these do not need to be considered.
It was agreed to discuss these over the reflector list as there are still some issues to be resolved. 

5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN


6
Contributions

· SEC-2014-0270-Alignment_with_Acces_Control_Terminology
· Presented by Dragan VUJCIC, Oberthur Technologies
· Comments and Issues

· accessControlPolicy – this is the agreed name and we need to be sure that this is aligned throughout. The Security TS uses accessRight which refers to the same thing - this will therefore need to be updated 

· it was agreed that the context attributes will be defined in the security TS. This should be mentioned in clause 9.6.2.2
· could add ‘constraints’ and explain that the criteria defined must be met 

· Table 9.6.2.1-1 – questions raised on how exactly these attributes should be used and where it will be defined. It was agreed to add text – as defined in TS 0003. Currently this text does not exist in TS 003
· Was suggested that it would be good to illustrate the internal structure of the privileges 

· It was suggested having a resource called privilege which would then have three parameters – figure 9.6.2-1 would need to be updated to show this

· Should how the originator privileges will be processed be mentioned
· It was clarified that rules are derived from privilege
· It was suggested that this could be reviewed for Stage 3 and it was decided to leave as is in the architecture specification and work further on it in the Security working group.
· There is an editor’s note to be resolved in clause 9.6.2.2 

· Some online editing carried out on clause 9.6.2. The updated contribution will be sent out to the SEC reflector list for further comments. This will then be submitted to the ARC group need to be prepared
SEC-2014-0270 was NOTED
R01 expected for discussion next week
6.1

Postponed Contributions
· SEC-2014-0249R03-General_Mutual_Authentication_Mechanism
· SEC-2014- 0268-Authorization_Procedure_for_Security_TS_Release_1
· SEC-2014- 0245R03-Access_Control_Mechanism
· SEC-2014- 0264R01-Access_Control_Mechanism_Part_2
· SEC-2014- 0257-Authorization_framework_proposal_(ITS-based)
· SEC-2014- 0258-Secure_Communication_Framework_(ITS-base)
· SEC-2014- 0256-Security_Reference_Points_Proposal_(ITS-based) 
7
Planning for next Meeting(s)

Conference Calls

· Wednesday 07 May – 13-15 UTC
Face to Face

· The chair encouraged those intending to be present at the ad hoc meeting in 2 weeks time to register on the portal.

If you will only attend via conference call please do not register on the portal as this could cause some confusion with regards to logistic details.

8
Any other business
It was pointed out that there is some mis-alignment on security issues between ARC and SEC which has come to light during the ongoing ARC ad hoc meeting. Dragan will circulate a list of these issues and this can be used to prepare for the SEC ad hoc meeting.
9
Closure of meeting
The chair closed the meeting and thanked the participants for their input.
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