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1. Introduction

Many of deployed cryptography systems use the concept where an entity can identify itself to another entity without giving anything away that an eavesdropper could use. An entity is securely identified to a second entity where no exchange of key material or subsequent non-repudiation of the identification is required. The used concept allows a entity to prove that it knows about credentials, without having to exchange the value of the credentials. 

The same techniques should be used as a promising way of providing CSEs with an efficient and flexible mutual authentication procedure that could be used to meet existing and future oneM2M security requirements. A pre-requisite is that the CSE’s Master key shall be stored in a secure a way in the SEC CSF secure environment as a means to protect against attacks of stored and processed related information.

This contribution proposes a section in the SEC TS 0003 for General Mutual Authentication Mechanism applied to both symmetric and asymmetric key based schemes.

2. Proposal


-------------------------------------------Start -------------------------------------------------

Annex X. General Mutual Authentication Mechanism (Informative)
oneM2M mutual authentication schemes allow oneM2M entities to prove that they know related credentials such as Master Credentials, without having to exchange value of those credentials, and sensitive data such as identities and identifiers. To prevent reading and copying of credentials, a secure environment within the Security CSF provides protection against tampering of those credentials and related processed information. 
Editor’s Note: It needs to be defined which oneM2M identities represent sensitive data that should not be exchanged over the communication link between entities A and B.
A general mutual authentication protocol is applied to both symmetric and asymmetric key based schemes. Precise protocol messages and parameters depend on the chosen scheme and the security parameters selected. Typically it consists of following steps:  
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2. Challenge (challenge vector based on 

Master Credentials, random number, 

authentication token of entity B, etc…)

3.Expected challenged response

4. Authentication OK/NOK


Editor’s Note: Adding a reference to an existing and suitable Challenge Response scheme/specification/standard is FFS.
1.
An initial step where an entity A is securely identified to an entity B with whom previous or no previous contact has been made. In this step entity A identifies itself to an entity B protected against eavesdropping, i.e. no exchange of key material (Master Credential).
2.
In the second step entity B sends a challenge to entityA. The challenge consists of a challenge vector that is based on the Master Credentials and a generated random number. The challenge vector depends on the chosen scheme and the security parameters selected for symmetric and asymmetric key based schemes.
 
3.
The entity A replies with an authentication response derived from the Master Credentials and the challenge received in step 1. This response is sent if entity B has been successfully authenticated by entity A.

4.
Entity B then verifies the relation between entity A’s identity and the response received in step 3, which gives a high probability that the entity B knows a secret value associated with the entity A’s identity provided in step 1.
-------------------------------------------End -------------------------------------------------

“�must” is misleading since some other SDOs use “must” as normative text. 


�Not sure that a sensitive identitiy can be considered as a key material.


Sometimes pseudonym cannot be used in the first step. Consequently, the identity may be needed at first connection. 


�This text may still cause some confusion when comparing this with e.g. the 3GPP AKA scheme, where a random challenge and an Authentication Vector (AUTN) is sent in contrast to what you call a "challenge vector".


�I’m not sure we call it as generic.


Currently,


B ( A (Challenge, Authentication Token)


A ( B (AUTN for Challenge)





This mechanism doesn’t cover symmetric way of authentication like below.


B ( A (Challenge1)


A ( B (AUTN for Challenge1, Challenge2)


B ( A (AUTN for Challenge2)
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