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Introduction
This document proposes clarifications to section 6 on Secure connections.
Note that proposed text in revisions earlier than R02 on Secure channel has moved to a more appropriate place in SEC-2014-0276R03.

-----------------------Start of change 1-------------------------------------------
6
Security CSF Components and Interactions
6.1
Interaction on Reference Points
6.1.1
Mca-Reference Point

The Security API offers its functions to ADN-AEs, ASN-AEs and MN-AEs through the Mca-Reference point. Implementation of the Security API is dependent on the operating system of the physical device it resides in. 

Editor’s note: Categories of physical devices are currently discussed in WI-0006. Depending on the outcome of this WID, definitions of Security CSF may have to be adapted.

-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.3.3
Security Association Establishment

This component shall provide functions to establish 
 secure connections between CSEs in the Field Domain and and IN-CSE, to protect the infrastructure of an M2M Service Provider. 
NOTE 1: Such secure connections provide hop-by-hop protection to information exchange by M2M applications. 
· 
NOTE 2 : Use of hop-by-hop connection by AEs assumes trust in the M2M SP. For AEs affiliated with different M2M SP, this also implies that M2M SPs are part of a circle of trust.
In addition, the Security Association Establishment component shall be able to use an existing security association to 
set up a Secure Connection via secure session establishment.


The Security Association Establishment component may rely on an external M2M Authentication Function to establish security associations.  


-----------------------End of change 2-------------------------------------------
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