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Introduction
Proposes to add clarifications to the remote administration of the security CSF as such and the sensitive data it stores on behalf of the M2M service layer. As the SE can be implemented in different ways references to applicable specifications are added for UICC and TEE.
-----------------------Start of change 1-------------------------------------------
X
Security Administration

The Security Administration service shall provide functions to manage the Security functions, resources and attributes. This shall include management of resources provided via the secure environment. In addition it should provide functions to manage sensitive data with their associated identifiers and subscriptions on behalf of other entities. Security administration is therefore dependent upon the type of secure environment being used (independent hardware module, integrated trusted execution environment or software protection). Depending on the type of secure environment, distinct existing standards shall be utilized for remote administration pruposes of those SEs.
Editor’s note: Align with ARC related to provided functions. Align with MAS about responsibility.
X.1
Security Pre-Provisioning
Several sensitive data and associated objects are often configured by pre-provisioning the secure environment prior to deploying the M2M device it is associated with. 

UICCs specified in ETSI TS 102 671 [c] are comonly used for such purpose because their use is required to access some underlying networks, they provide a high security level, and they offer an interoperable transport interface specified in ETSI TS 102 221 [d]. An interoperable oneM2M provisioning framework relying on this interface is specified in Annex X.    

X.2
Remote security administration of SE
The Security Administration service may provide mechanisms for remote security administration of sensitive data and security functions of M2M field domain nodes, reusing mechanisms provided by existing standards where appropriate. However, since remote security administration requires the target information to be changeable remotely, hardware based protection is required to protect the security information that can be remotely administred from remote software hacking of the device: This is the purpose of the  secure environment. Remote security administration differs from standard device management by the fact that it requires the secure channel established with the administration server to be in the secure environment of the M2M Node. 
The choice of a Secure Environments is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP networks. Applicable remote administration protocols are therefore dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.6] are considered in this section.  
In case the secure environment relies on software protection only, the Secure Environment endpoint is not physically distinguishable. For M2M nodes that have no physically distinguishable secure environment, the following information shall be excludes from remote administration (i.e. it should be read-only or only modifiable locally by accredited administrators) :

· PKI Private key and associated identifiers

· Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers

·  Any process and parameters thereof that manipulates to the above information, i.e. security functions. 

Editor’s note: The exact list has to be discussed.

· Remote administration of other information may be performed through standard device management protocols supported by oneM2M, depending on available infrastructures:BBF TR-069 [f]

· OMA DM 1,3 [g]

· OMA LWM2M [h]

· OMA DM 2.0 [i]
X.2.1
UICC
In case of UICC (SE compliant with ETSI TS 102 671 [c]), OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall be used to securely administrate the sensitive data of the M2M Service Layer.
X.2.2
Other secure element and embedded secure element with ISO 7816 interface
In case the Secure Environment is implemented as a security element or as an embedded security element supporting an ISO/IEC 7816 interface [ISO7816], remote administration shall be implemented according to GlobalPlatform Remote Administration [a].

X.2.3
Trusted Execution Environment
In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to GlobalPlatform [b], remote administration shall be implemented according to GlobalPlatform Remote Administration [a].
X.2.4
SE to CSE binding

In case the SE is implemented as an independent security element supporting ETSI TS 102 221 [d], the secure channel specified in ETSI TS 102 484 [e] may be used to logically bind the SE to a specific CSE or AE. This also protects the information exhanged between the SE and the associated entity on physically exposed interfaces, and is therefore recommended for devices that are physically exposed to attackers. 

Editor’s note: Suitability of a Secure Channel Protocol according to Global Platform (e.g. GlobalPlatform Card Technology Secure Channel Protocol 03, Version 1.1) is FFS.





-----------------------End of change 1-------------------------------------------

-----------------------Start of Changes to References Section -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[a]
GlobalPlatform Device Technology TEE Administration framework, DRAFT
[b] 
GlobalPlatform Device Technology TEE System Architecture, Version 1.0
[c]
ETSI TS 102 671 "Smart Cards; Machine-to-Machine UICC; Physical and logical characteristics" URL:http://www.etsi.org/
[d]
ETSI TS 102 221 "Smart Cards; UICC-Terminal Interface; Physical and logical characteristics" URL:http://www.etsi.org/
[e]
ETSI TS 102 484 "Smart Cards; Secure channel between a UICC and an end-point terminal" URL:http://www.etsi.org/
[ISO7816]
ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and commands for interchange".
[f]
BBF TR-069: “CPE WAN Management Protocol Issue”: 1 Amendment 5, November 2013, Broadband Forum  

[g]
OMA-DM: “OMA Device Management Protocol”, Version 1.3, Open Mobile Alliance
[h]
OMA LWM2M: "OMA LightweightM2M”, Version 1.0, Open Mobile Alliance 
[i]
OMA DM 2.0: “OMA Device Management Protocol, Version 2.0, Open Mobile Alliance
-----------------------End of Changes to References  -------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.3
Abbreviations

TEE
Trusted Execution Environment
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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