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1
Introduction

This contribution aims to provide a general description of identity protection mechanisms. 
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Proposal
-----------------------Start of 1st   change-------------------------------

2.2
Informative references
[x.1]
RFC 5636 – Traceable Anonymous Certificate.
[x.2]
ETSI TS 187 016 “Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Identity Protection (Protection Profile)”.
-----------------------End of 1st  change-------------------------------
6.3.5
Identity Protection
Identity Protection provides services to the Application Layer such as pseudonyms and protecting the anonymity of transactions.
-----------------------Start of 2st   change-------------------------------

6.3.5.1 General introduction to identity protection
In oneM2M transactions, there are two types of identity information which should be protected: Entity Identities, such as AE-ID, CSE-ID, and public key certificates. Each public certificate is the binding of the owner’s identity and public key, together with other information. In order to protect identity information, the oneM2M shall support two kinds of identity protection mechanisms, i.e., pseudonym based identity protection and anonymity based identity protection.
6.3.5.2
 Pseudonym based identity protection
1. Pseudonym mechanism
When using pseudonym mechanism, an entity is assigned to a pseudonym by an oneM2M authority, which is an identifier not directly linked to the entity’s true identity. A pseudonym should be independent of the true identity of an entity such that only the oneM2M authority is able to resolve a pseudonym to a true identity. A pseudonym may or may not be included in the entity’s public key certificate. When the pseudonym is used to replace the entity’s true identity in its public key certificate, the authority managing pseudonym is also a certification authority (CA). 
By changing pseudonyms on a regular basis, the real identities can be protected from behavioural analysis attacks [x.2] as the transactions done by the same entity in different periods of using different pseudonyms are unlinkable.
The use of pseudonyms can be considered effective only if the method used is able to guarantee that [x.2]:

· An entity’s true identity is hidden from all other users or entities except the oneM2M authority which manages the pseudonyms;

· An entity’s true identity cannot be derived from the entity’s behaviour; and

· Only the oneM2M authority can trace a pseudonym of an entity back to the entity’s true identity. 
2. Enhanced pseudonym mechanism
The pseudonyms used in the pseudonym mechanism are traceable by the authority. However, in order to further protect the entity’s identity, enhanced pseudonym mechanism can be designed so that the tracing ability of the authority can be restricted. For example, following the idea of “separation-of-authority” [x.1], pseudonyms can be implemented such that only two or more authorities working together are able to resolve a pseudonym, while any single authority cannot.
Traceable anonymous certificate defined in RFC 5636 [x.1] is an option for the enhanced pseudonym mechanism. In the traceable anonymous certificate mechanism, the authority is separated into two different authorities. If the two authorities collaborate they can reveal the real entity’s identity of an anonymous certificate, while neither of them can do the same thing alone. 
6.3.5.3
 Anonymous signature based identity protection
Anonymous signatures are one kind of digital signature schemes which can preserve the anonymity of a message signer who employs such a scheme to sign messages. Group signatures and ring signatures are two types of popular anonymous signatures, which can be used to realize identity protection. 
Group Signatures. A group signature scheme is a method that enables any member in a group to anonymously sign messages on behalf of the whole group. Such a member, e.g. an entity in an oneM2M group has an individual private key for itself while the same group public key is shared by the whole group. On receiving a purported group signature for a given message, any verifier is able to check if they are a valid signature-message pair with respect to the given group public key. Thus, the public key given in the group certificate does not reveal the real entity of the signer, though a valid signature indeed shows that a group member did sign the message. 
In a group signature scheme, an entity called group manager is in charge of managing group memberships and tracing the original signer when disputes appear. In this way, group signatures implement a compromise of anonymity and accountability. Moreover, the group manager’s role can be split into several players when necessary.   
Ring Signatures. Similar to group signatures, a ring signature scheme also allow any member in a group to anonymously sign messages on behalf of the whole group. Different from group signature schemes, however, there is no a group manager in ring signatures so that the real identity of a signer cannot be traced out. In addition, the group for ring signatures can be formed by signer spontaneously, i.e., without any cooperation of other members who will be included in the group. Thus, when a ring signature scheme is used to protect identities, not only anonymity but also untraceability are achieved, though accountability is lost. 
-----------------------End of 2st  change-------------------------------
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