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1
Introduction

This contribution aims to provide a general description of other authentication mechanisms, which are complementary to symmetric authentication mechanisms and certificate based authentication mechanisms specified in SEC-2014-0249R05. As two particular types of authentication mechanisms in this category, certificateless based authentication and hybrid authentication are described.
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Proposal
-----------------------Start of 1st   change-------------------------------

2.2
Informative references
[x.1]
RFC 6507 – Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI).
-----------------------End of 1st  change-------------------------------
6.3.x
Authentication Framework
6.3.x.1
 Symmetric key based authentication
6.3.x.2
 Certificate based authentication
-----------------------Start of 2nd   change-------------------------------

6.3.x.3 Other Authentication Mechanisms
For symmetric key based authentication, the key management cost is significant, e.g., the distribution of pre-shared keys can be costly, especially if the volume of keys is large, or even not practical in some scenarios. For certificate based authentication, the certificate management can be a burden and certificate verification can be a bottleneck for some resourced-limited devices. Therefore, to complement symmetric key based authentication and certificate based authentication, other authentication mechanisms can be also applicable for oneM2M systems. Two mechanisms belonging to this category are described below, i.e., certificateless based authentication mechanism and hybrid authentication mechanism. 
Certificateless based authentication. Similar to certificate based authentication mechanism, certificateless based authentication mechanism also makes use of asymmetric cryptography to realize authentication. However, a certificate is not required to certify the validity of a public key in certificateless based authentication mechanism. When such a mechanism is used, an AE or a CSE has a key pair composed of a private key and a public key. The public key is an unambiguous identifier string, such as AE-ID or CSE-ID, which is disclosed to the public, while the private key, generated from the public key by a private key generator, is kept secret and stored in a secure environment by the AE or CSE. For example, Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI) [x.1] can be used to implement certificateless based authentication. 
While processing authentication, an AE or a CSE digitally signs a message with its private key to generate a signature and sends the message-signature pair to the authentication counterpart. The authentication counterpart uses the signer’s public key, which is usually the signer’s identifier, and corresponding public parameters to verify the received signature. If the verification passes successfully, then the AE or CSE is authenticated. Following the above procedure, mutual authentication can be realized when two parties both send signatures to each other and successfully verify them.
Hybrid authentication. Hybrid authentication means that in an authentication procedure, both symmetric cryptography and asymmetric cryptography (either certificate based or certificateless based) are employed to realize mutual authentication. In a particular scenario, a CSE has a shared secret key with an AE and a key pair composed of a private key and a public key. In contrast, the AE has the shared secret key only, due to resource limitation or high cost of certificate management, the AE does not have a public key and private key pair.. When processing authentication, the CSE may sign a message to generate a signature and broadcast the message-signature pair. Then, the AE uses the CSE’s public key to verify the received signature to authenticate the CSE. On the other hand, in order to process authentication the AE can first use the shared secret key to derive a Master Key and further to generate a Message Integrity Code (MIC), which is served as authentication evidence. From the same shared secret key, the CSE will be able to derive the same Master Key and then to verify the received MIC so that the AE can be authenticated.
-----------------------End of 2nd  change-------------------------------
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