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Introduction

Some oneM2M transactions may involve a group of devices, which can be in the same area and/or have the same features attributed and/or belong to the same user [x.1]. When a server is trying to communicate with all devices in a group, it should authenticate each device in this group. If the server authenticates each device in the group one by one, the authentication overhead of the server is very high, as there are a large number of connected devices in the world, i.e., up to 100 billion in 2020. In order to reduce the overheads, the oneM2M should provide group authentication mechanisms which enable a server to authenticate all devices in a group efficiently.  This contribution aims to provide a general description of general group authentication mechanism. 
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Proposal
2.2
Informative references
[x.1]
3GPP TR 33.868 “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements”.
-------------------------------------------Start -------------------------------------------------

X. Group Authentication Mechanism
X.1 General Group Authentication Mechanism
Group authentication is a kind of authentication that a group of entities or devices can be authenticated together at the same time. Instead of authenticating all devices in a group one by one, group authentication mechanism treats all devices in the group as a whole, and authenticates them together. Each group has an agent, called group agent or group gateway.
A group authentication protocol could be implemented by symmetric key based approach or certificate based approach. Generally, as shown in Figure X a group authentication protocol consists of the following steps:

1. Each device in a group can initiates group authentication by sending authentication request to the group agent. The group agent will exchange authentication information with all devices in this group.
2. The group agent request to exchange authentication information with the server. The server will exchange authentication information with the agent.
3. With the help of the group agent, these devices in the group and the server have exchanged authentication information.  Using the information, each device in the group and the server authenticate each other. 


                                           Figure X. The steps of general group authentication
-------------------------------------------End -------------------------------------------------
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