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1
Introduction

In the near future, massive M2M devices will be connected devices in the world. The number of these devices is estimated to probably reach 100 billion in 2020. Therefore, some oneM2M transactions may naturally involve groups of devices rather than individual devices. A number of devices are classified as a group due to their proximate locations, having the same features, belonging to the same owner, or any other reasons [x.1]. To get services provided by a server, all devices in such a group should be authenticated first. However, if the server authenticates each device in the group one by one, the resulting authentication overheads of computation and communication may be too high to afford. So, in order to reduce the overheads and guarantee quality of services, the oneM2M should support group authentication mechanism which enables a server to authenticate all devices in a group efficiently. This contribution aims to provide a general description of group authentication mechanism. 
2

Proposal
2.2
Informative references
[x.1]
3GPP TR 33.868 “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements”.
-------------------------------------------Start -------------------------------------------------

X. Group Authentication Mechanism
X.1 General Group Authentication Mechanism
Group authentication enables a group of entities or devices to be authenticated together efficiently. Instead of authenticating all devices in a group one by one, group authentication mechanism treats all devices in the group as a whole, and authenticates them together in efficient ways. Each group has an agent, called group agent or group gateway.
A concrete group authentication protocol can be implemented by symmetric key based approach or asymmetric (certificate based or certificateless based) approach. Generally, as shown in Figure X a group authentication protocol consists of the following three steps:

1. In the first step, devices in a group and the server exchange authentication information between them, in which the exchange can be initiated by a device in the group, the group agent or the server. 
2. In the second step, the group agent being on behalf of the group exchanges authentication information with the server. 

3. With the help of the group agent, these devices in the group and the server have exchanged authentication information.  Using the information, in the third step authentication acknowledgement will be sent between the devices in the group and the server to show that they have been authenticated mutually to each other. 

                                           Figure X. The steps of general group authentication
-------------------------------------------End -------------------------------------------------
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