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1. Introduction

The following details are used in the Direct Security Bootstrap Frameworks (clause 8.3.2). The text for clause 10.3.1 “TLS Key Export Details” is based on corresponding text in ETSI TC M2M specifications.  The encoding of MAF-ID in clause 10.3.2 is identical to the encoding of NAF_id in 3GPP TS 33.220 [13]
2. Proposal
Add the following reference to Clause 2.1 “Normative References”
----------- Start of change 1: -------------------------

[23] 
RFC 2014 “HMAC: Keyed-Hashing for Message Authentication”
----------- End of change 1 -------------------------

Add the following symbol to Clause 3.2 “Symbols”
----------- Start of change 2 -------------------------

||
Concatenation 
----------- End of change 2 -------------------------


Add the following new clause 9.3
----------- Start of change 3 -------------------------

10.3 Direct Security Bootstrap Framework Algorithm Details
10.3.1 TLS Key Export Details

Following successful TLS authentication, the Enrolment Key (Ke) is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Bootstrap” and length 32.

Editor’s note: the label “EXPORTER-oneM2M-Bootstrap” will need to be registered with IANA for inclusion on the TLS parameters registry: http://www.iana.org/assignments/tls-parameters/tls-parameters.xml.

10.3.2 Derivation of Master Credential from Enrolment Key

This clause describes the details when generating a Master Credential (Km) from an Enrolment Key (Ke) in Security Bootstrap Frameworks.

The following information shall be used when generating Km from Ke:

· The value of the Enrolment Key (Ke);

· The key_label of the target Master Credential (Km) as defined in clause 9.1;

· The M2M Authentication Function Identifier (MAF-ID) shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].
The value of Km shall be generated as

Km := HMAC-SHA-256(Ke, key-label || ‘:’ ||  MAF-ID),

where HMAC-SHA-256 is defined in [23].

----------- End of change 3 -------------------------


© OneM2MPartners
Page 1 of 3

