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Annex X High Level Requirements for Security Framework Phases 
This annex provides analyses the phases of Security Association Establishment Frameworks (clause 8.2) and Security Bootstrap Frameworks (clause 8.3) in order to derive some high level requirements. 

X.1 High Level Requirements for Security Association Establishment Framework Phases
X.1.1 High Level Requirements for Credential Configuration
Table X.1.1-1 recalls the information configured to various entities and functions during Credential Configuration phase of supported Security Association Establishment Frameworks.
Table X.1.1-1
Information configured to various entities and functions during Credential Configuration phase of supported Security Association Establishment Frameworks (see Figure 8.2.1-1 “Overview of the Security Association Establishment Frameworks…”). Examples of Underlying Network Service Provider (UNSP) Authentication Servers include HLR, HSS and AAA.
	Security Association Establishment Framework
	Information configured during Credential Configuration to:

	
	Entity A (Field)
	Entity B (Field or Infrastructure)
	MAF (Infrastructure)
	UNSP Authn Server 
	BSF

	Pre-Provisioned M2M Secure Connection Key
	Kpsa, KpsaId

[optional IdA, IdB]
	Kpsa, KpsaId

[optional IdA, IdB]
	Not applicable
	Not applicable
	Not applicable

	Certificate Based
	PrivateKeyA, CertA, (Opt) ChainA
	PrivateKeyB, CertB, (Opt) ChainB
	Not applicable
	Not applicable
	Not applicable

	MAF-Based
	A-to-MAF Authentication
	MAF-ID, Km, KmID, IdA
	Not applicable
	Km, KmID, IdA (MAF-ID configuration out of scope)
	Not applicable
	Not applicable

	
	B-to-MAF Authentication
	Not applicable
	Editor’s note: FFS
	Editor’s note: FFS
	Not applicable
	Not applicable

	GBA-Based
	A (UE)-to-UNSP Authentication
	Out of scope
	Not applicable
	Not applicable
	Out of scope
	

	
	B (NAF)-to-BSF Authentication
	Not applicable
	Details specified in [13]. Includes PrivateKeyB, CertB containing B’s FQDN, ChainB, RootOfTrustBSF 
	Not applicable
	Not applicable
	Out of scope. Note: includes PrivateKeyBSF, CertBSF containing BSF’s FQDN, ChainBSF, RootOfTrustB [13]


The details that are within the scope of oneM2M are:

·  Credential Configuration of Security Association End-points, see Clause X.1.1.1,

·  Credential Configuration of M2M Authentication Functions, see Clause X.1.1.2,

·  Credential Configuration to NAF, see Clause X.1.1.3.

Applicability: The Credential Configuration phase of the MAF-Based Security Association Establishment Framework involves either:  

· pre-provisioning which is (by the oneM2M definition) not specified by oneM2M. In this case, The requirements in the present clause are provided as guidelines.
· remote provisioning via a Security Bootstrap Framework, which is specified by oneM2M. In this case, the requirements in the present clause should be considered with the requirements for the Security Bootstrap Frameworks.
The Credential Configuration phase of other Security Association Establishment Framework involves pre-provisioning which is (by the oneM2M definition) not specified by oneM2M. For these cases, the requirements in the present clause are provided as guidelines.

X.1.1.1 High Level Requirements for Credential Configuration of Field Domain Security Association End-points
In the Credential Configuration phase, it is necessary to configure a Field Domain Security Association end-point with the information shown in Table X.1.1.1-1 (copied from Table X.1.1-1).

Table X.1.1.1-1
Information configured to Field Domain Security Association end-point during Credential Configuration phase of supported Security Association Establishment Frameworks. Examples of Underlying Network Service Provider (UNSP) Authentication Servers include HLR, HSS and AAA.

	Security Association Establishment Framework
	Information configured during Credential Configuration to a Field Domain Security Association End-point

	Pre-Provisioned M2M Secure Connection Key
	Kpsa, KpsaId [optional IdA, IdB]

	Certificate Based
	PrivateKeyA, CertA, (Opt) ChainA

	MAF-Based
	A-to-MAF Authentication
	MAF-ID, Km, KmID, IdA

	GBA-Based
	A (UE)-to-UNSP Authentication
	Out of scope


 Credential Configuration of the Field Domain Security Association end-point (UE) for the GBA-Based Security Association Establishment Framework is described in 3GPP, 3GPP2 and ETSI specifications, and is not discussed further. 

Regarding Confidentiality: If an adversary compromises the confidentiality of the Pre-Provision M2M Secure Connection Key (Kpsa), or Security Association End-point A’s Private Key (PrivateKeyA) or Master Credential (Km) then the adversary has a large degree of control over the Enrolee. The priority of maintaining the confidentiality of Kpsa/ PrivateKeyA/Km is at least as high as the cumulative priority of maintaining the confidentiality and integrity of all data that is stored, processed, sent or received by the Enrolee. Unless a thorough threat analysis is performed by a security expert, it should be assumed that the impact of a loss of confidentiality of Kpsa/ PrivateKeyA/Km is high to very high. This impact may be reduced by installing a fresh credentials on the Security Association End-point. This specification does not provide a mechanism for installing a fresh Kpsa or PrivateKey. However, oneM2M specifications provide the Security Bootstrap Framework for establishing a new Master Credential (Km) with an MAF – noting that support for Security Bootstrap is optional. In summary: the priority of maintaining confidentiality of Kpsa/PrivateKeyA/Km is high to very high, or slightly lower if the Security Association End-point supports installing fresh credentials and identifiers. 

If an adversary compromises the confidentiality of the Pre-Provision M2M Secure Connection Key (Kpsa), or Security Association End-point A’s Private Key (PrivateKeyA) or Master Credential (Km) then the adversary has a large degree of control over the Enrolee. The priority of maintaining the confidentiality of Kpm/ PrivateKeyA/Km is at least as high as the cumulative priority of maintaining the confidentiality and integrity of all data that is stored, processed, sent or received by the Enrolee. Unless a thorough threat analysis is performed by a security expert, it should be assumed that the impact of a loss of confidentiality of Kpm/ PrivateKeyA/Km is high to very high, and the priority of maintaining confidentiality of Kpm/PrivateKeyA/Km is high to very high.

If confidentiality of KpsaId/ KmId is compromised by an adversary, then that adversary obtains some information about which KpsaId/ KmId is associated with Security Association End-point A. This provides a very small advantage over information that might be obtained through traffic analysis. In many scenarios, this loss of confidentiality poses a low to medium risk, and maintaining confidentiality of KpsaId/ KmId is a low to medium priority. In cases where KpsaId/KmId can be generated directly from Kpsa/Km, it is not necessary to directly configure KpsaId/KmId to the Enrolee – instead KpsaId/KmId can be generated from Kpsa/Km by the Enrolee after configuration of Kpsa/Km.

If and adversary compromises the confidentiality of the Security Association End-point A’s Certificate (and/or, where applicable, the corresponding Certificate Chain) then that adversary obtains some information about which Certificate and Certificate Chain is associated with which Security Association End-point A. This provides a small advantage over information that might be obtained through traffic analysis. In many scenarios, this loss of confidentiality poses a low to medium risk, and maintaining confidentiality of Enrolee’s Certificate and Certificate Chain is a low to medium priority. 
Regarding Integrity: If an adversary compromises the integrity of Kpm/ PrivateKeyA/Km then the adversary has a large degree of control over Security Association End-point A. The priority of maintaining the confidentiality and integrity of Kpm/ PrivateKeyA/Km is at least as high as the priority of maintaining the integrity of any data that is stored, processed, sent or received by the Enrolee. Unless a thorough threat analysis is performed by a security expert, it should be assumed that the impact of a loss of integrity any Kpm/ PrivateKeyA/Km is high to very high (see discussion above). Consequently the priority of maintaining integrity of Kpsa/PrivateKeyA/Km is high to very high, or slightly lower if the Security Association End-point supports installing fresh Kpsa/ PrivateKeyA/Km.
If an adversary compromises the integrity of KpsaId/KmId or the Enrolee’s Certificate (and/or, where applicable, the corresponding Certificate Chain), then it may no longer me possible to perform Security Association Establishment with Security Association End-point A. In this case, Security Association End-point A is effectively disabled. The impact depends on the scenario. In the MAF-based case, this situation can be remedied by subsequently bootstrapping Security Association End-point A with the MAF. Unless a thorough threat analysis is performed by a security expert, it should be assumed that the impact of a loss of integrity of any of these parameters is medium to high, or slightly lower if the Security Association End-point supports installing fresh credentials and identifiers.  
Regarding Authorization: 
Editor’s note: To Do.
Summary: Maintaining confidentiality and integrity of Kpsa/ PrivateKeyA/Km is a high to very high priority, or slightly lower if the Security Association End-point supports installing fresh credentials For the remaining parameters, confidentiality is a low to medium priority while integrity protection is medium to high priority, or slightly lower if the Security Association End-point supports installing fresh credentials. The only oneM2M specified mechanism for updating credentials using Security Bootstrap Framework to refresh Km).  
Editor’s note: Authorization Summary is FFS
On Secured Environments: The storage and processing for these parameters (at the Field Domain Security Association End-point) should occur in an environment with mitigations appropriate to the combination of the threats described above and the intended deployment of the Field Domain Security Association End-point. 

What is the priority of maintaining the confidentiality and integrity of Kpsa/ PrivateKeyA/Km while in storage and when being processed? As discussed in the above analyses, this priority is at least as high as the cumulative priority for maintaining the confidential and integrity of all data that is stored, processed, sent or received by the Field Domain Security Association End-point. Mitigations against adversaries with physical access to the Field Domain Security Association End-point should be provided relative to this priority. An environment providing appropriate mitigations is considered a Secured Environment.
X.1.1.2 High Level Requirements for Credential Configuration of Infrastructure Domain Security Association End-points
In the Credential Configuration phase, it is necessary to configure an Infrastructure Field Domain Security Association end-point with the information shown in Table X.1.1.2-1 (copied from Table X.1.1-1).

Table X.1.1.2-1
Information configured to Infrastructure Domain Security Association end-point during Credential Configuration phase of supported Security Association Establishment Frameworks. In the GBA-Based framework, the Infrastructure Domain Security Association end-point plays the role of a GBA NAF.
	Security Association Establishment Framework
	Information configured during Credential Configuration to a Infrastructure  Domain Security Association End-point

	Pre-Provisioned M2M Secure Connection Key
	Kpsa, KpsaId [optional IdA, IdB]

	Certificate Based
	PrivateKeyB, CertB, (Opt) ChainB

	MAF-Based
	B-to-MAF Authentication
	Editor’s note: FFS

	GBA-Based
	B (NAF)-to-BSF Authentication
	Details specified in [13]. Includes PrivateKeyB, CertB containing B’s FQDN, ChainB, RootOfTrustBSF


Editor’s Note: To Do.
X.1.1.3 High Level Requirements for Credential Configuration of M2M Authentication Functions

In the Credential Configuration phase, it is necessary to configure the M2M Authentication Function with the information shown in Table X.1.1.2-1 (copied from Table X.1.1-1).

Table X.1.1.3-1
Information configured to M2M Authentication Function during Credential Configuration phase of supported Security Association Establishment Frameworks

	Security Association Establishment Framework
	Information configured during Credential Configuration to a MAF

	MAF-Based
	A-to-MAF Authentication
	Km, KmID, IdA (MAF-ID configuration out of scope)

	
	B-to-MAF Authentication
	Editor’s note: FFS


Editor’s Note: To Do.
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