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9. 2 Security Bootstrap Framework Procedures and Parameters
9.2.1 Bootstrap Credential Configuration Procedures and Parameters
The following Bootstrap Credential Configuration procedures are described in this clause:

· Bootstrap Credential Configuration of Field-Domain Security Association End-Points (except for the GBA-Based case as discussed above), see Clause 9.2.1.1,

· Bootstrap Credential Configuration of M2M Enrolment Functions (except for the GBA-Based case as discussed above), see Clause 9.2.1.2,

· Bootstrap Credential Configuration of M2M Association Functions, see Clause 9.2.1.3.

The following Bootstrap Credential Configuration procedures are specified by other organizations:

· Bootstrap Credential Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA) for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP, 3GPP2 and ETSI specifications.

· Bootstrap Credential Configuration of Field-Domain Security Association End-Points for the GBA-Based Security Association Establishment Framework. These details are specified by 3GPP, 3GPP2 and ETSI specifications.

Editor’s Note: List any relevant 3GPP, 3GPP2 or IETF specifications.
9.2.1.1 Bootstrap Credential Configuration of Enrolees

Table 9.2.1.1-1 lists the parameters configured to Enrolees in the Bootstrap Credential Configuration phase.
Table 9.2.1.1-1
 Parameters configured to Enrolees during the Bootstrap Credential Configuration phase. 

	Security Association Establishment Framework
	Parameter
	Mandatory /Optional

	Pre-Provisioned M2M Secure Connection Key
	kpmKey
	Mandatory

	
	kpmId
	Mandatory

	
	mefURI
	Mandatory

	Certificate Based
	thisEntityPrivateKey
	Mandatory

	
	thisEntityCertificate
	Mandatory

	
	thisEntityCertificateChain
	Optional


The Bootstrap Credential Configuration of Enrolees for the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework performed by pre-provisioning which is (by the oneM2M definition) not specified by oneM2M. 

The Bootstrap Credential Configuration of Enrolees shall satisfy the Bootstrap Credential Configuration phase requirements provided in Annex X.2.1.1 “High Level Requirements for Bootstrap Credential Configuration Enrolees”.
9.2.1.2 Bootstrap Credential Configuration of M2M Enrolment Functions

Table 9.2.1.2-1 lists the parameters assumed to be configured to M2M Enrolment Functions prior to the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.1.2-1 Parameters assumed to be configured to M2M Enrolment Functions prior to the Bootstrap Credential Configuration phase in both of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional

	mefUri
	Mandatory

	mefPrivateKey
	Mandatory

	mefCertificate
	Mandatory

	mefCertificateChain
	Mandatory


Table 9.2.1.2-2 lists the parameters configured to M2M Enrolment Functions in the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.1.2-2 Security Bootstrap Framework –specific parameters configured to the M2M Enrolment Function during the Bootstrap Credential Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Security Bootstrap Framework
	Parameters specific to the Security Bootstrap Frameworks
	Mandatory /Optional

	Pre-Provisioned Symmetric Enrolment Key
	kpmKey
	Mandatory

	
	kpmId
	Mandatory

	Certificate Based
	None


The Bootstrap Credential Configuration of M2M Enrolment Functions is expected to use business logic of the stakeholder operating the M2M Enrolment Function, and the details are not described in this specification. 

The Bootstrap Credential Configuration of M2M Enrolment Functions shall satisfy the Bootstrap Credential Configuration phase requirements provided in Annex X.2.1.2 “High Level Requirements for Bootstrap Credential Configuration of M2M Enrolment Functions”.

9.2.1.3 Bootstrap Credential Configuration of M2M Authentication Functions

Table 9.2.1.3-1 lists the parameters assumed to be configured to M2M Authentication Functions prior to or during the Bootstrap Credential Configuration phase. 
Table 9.2.1.3-1 Parameters assumed to be configured to the M2M Authentication Functions prior to or during the Bootstrap Credential Configuration phase. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional

	mafIdentifier
	Mandatory

	mafPrivateKey
	Mandatory

	mafCertificate
	Mandatory

	mafCertificateChain
	Mandatory


The Bootstrap Credential Configuration of M2M Authentication Functions is expected to use business logic of the M2M Service Provider, and the details are not described in this specification. 

The Bootstrap Credential Configuration of M2M Authentication Functions shall satisfy the Bootstrap Credential Configuration phase requirements provided in Annex X.2.1.3 “High Level Requirements for Bootstrap Credential Configuration of M2M Authentication Functions”.
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