	INPUT CONTRIBUTION

	Group Name:*
	SEC#11

	Title:*
	Clause 9.2.2 Bootstrap Instruction Configuration

	Source:*
	Qualcomm Inc. (TIA)

	Contact:
	Phil Hawkes, Qualcomm , phawkes@qti.qualcomm.com
Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com  

Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com

	Date:*
	2014-06-02

	Abstract:*
	Adds clause 9.2.2 describing procedures and parameters for Bootstrap Instruction Configuration of Security Bootstrap Frameworks.

	Agenda Item:*
	

	Work item(s):
	SEC WI-0007

	Document(s) 

Impacted*
	Security TS (TS-0003) 

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Incorporate text into the appropriate section of the Security TS-0003.


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
------start of change 1------

9.2.2 Bootstrap Instruction Configuration Procedures and Parameters
The following Bootstrap Instruction Configuration procedures are described in this clause:

· Bootstrap Instruction Configuration of Enrolees, see Clause 9.2.2.1,

· Bootstrap Instruction Configuration of M2M Authentication Functions, see Clause 9.2.2.2,

· Bootstrap Instruction Configuration of M2M Enrolment Functions, see Clause 9.2.2.3
· Bootstrap Instruction Configuration of Underlying Network Service Provider authentication servers (e.g. HLR, HSS or AAA), see Clause 9.2.2.4.

9.2.2.1 Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the common parameters configured to Enrolees during the Bootstrap Instruction Configuration phase of a Security Bootstrap Framework. 
Table 9.2.2.1-1 Parameters configured to Enrolees during the Bootstrap Instruction Configuration phase of a Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional

	thisEntityIdentifier
	Mandatory

	mafIdentifier
	Mandatory


Table 9.2.2.1-2 lists the Security Bootstrap Framework–specific parameters configured to Enrolees in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.2.1-2 Security Bootstrap Framework –specific parameters configured to an Enrolee during the Instruction Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Security Bootstrap Framework
	Security Bootstrap Framework-specific Parameters
	Mandatory /Optional

	Pre-Provisioned Symmetric Enrolment Key
	None

	Certificate Based
	mefURI
	Mandatory

	
	mefCertificateName
	Mandatory

	
	mefRootOfTrust
	Mandatory

	GBA-Based
	None


The requirements for these details can be found in Annex X.2.2.1 “High Level Requirements for Bootstrap Instruction Configuration of Enrolees”. 

This specification provides two mechanisms for Bootstrap Instruction Configuration of Field Domain Security Association End-points:

· Integrating Bootstrap Instruction Configuration with Bootstrap Credential Configuration. Implementation and use of this mechanism is optional.

NOTE: This approach has limited flexibility, but can be useful in many cases.

Editor’s Note: We need to determine where and how we describe this procedure. 
· Bootstrap Instruction Configuration using an oneM2M-supported remote management protocols (e.g. OMA-DM or BBF-TR-069) – see below. Implementation and use of this mechanism is Recommended (optional). 

Other mechanisms can be used, with the proviso that these mechanisms shall satisfy the requirements in Annex X.2.2.1 “High Level Requirements for Association Configuration of Enrolees”. 

NOTE: For example, in some cases it is appropriate to use manual entry via user interface integrated to the Field Domain equipment executing the Enrolee (provided there is appropriate user authentication).

Bootstrap Instruction Configuration using an oneM2M-supported Remote Management: This mechanism has the following pre-requisites

· The Field Domain equipment executing the Enrolee supports being remotely managed by an oneM2M-supported remote management protocol (e.g. OMA-DM or BBF-TR-069). For this clause, “management client” refers to the implementation executing this functionality in the Field Domain equipment.

· The Enrolee supports being managed via a management client. 

· The management client has established credentials with a management server that has authority to remotely manage the Enrolee, and these credentials enable establishing mutually authenticated secure communication between the management client and management server. 

The Bootstrap Instruction Configuration of the Security Association End-point is achieved through secure management of a securityBootstrapInstruction Management Object associated with the Enrolee. 

The structure and processing of the securityBootstrapInstruction Management Object is specified in TBD.

Editor’s Note: We need to interact with MAS to determine how to “associate’ the MO with the Enrolee– e.g. does the MO path including the identity of the Enrolee?
Regarding establishing credentials and establishing secure communication between a management client and management server. A management client and management server may establish secure communication use a variation on one of the Security Association Establishment Frameworks discussed in clause 9.1.2.1 “Details of Association Configuration of Field-Domain Security Association End-Points”. Implementation and use of this mechanism is optional.

Other mechanisms can be used for establishing credentials and establishing secure communication between a management client and management server, with the proviso that these mechanisms shall satisfy the security requirements in Annex X.2.2.1 “High Level Requirements for Bootstrap Instruction Configuration of Field Domain Security Association End-points”.

9.2.2.2 Bootstrap Instruction Configuration of M2M Authentication Functions

Editor’s Note: TO DO - list parameters that may be configured to this entity in this phase.
Table 9.2.2.2-1 lists the common parameters configured to M2M Authentication Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.2.2-1 Common parameters configured to M2M Authentication Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional

	thisEntityIdentifier
	Mandatory

	mefRootOfTrust
	Mandatory


This specification assumes that Bootstrap Instruction Configuration of the M2M Authentication Functions will utilize business logic of the M2M Service Provider, and the details are not described in this specification. 

The configuration shall satisfy the requirements in Annex X.2.2.2 “High Level Requirements for Bootstrap Instruction Configuration of M2M Authentication Functions”. 

9.2.2.3 Bootstrap Instruction Configuration of M2M Enrolment Functions

Editor’s Note: TO DO - list parameters that may be configured to this entity in this phase.
Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.2.3-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Parameter common to all Security Bootstrap Frameworks
	Mandatory /Optional

	thisEntityIdentifier
	Mandatory

	mafIdentifier
	Mandatory


Table 9.2.2.3-2 lists the Security Bootstrap Framework–specific parameters configured to an M2M Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 
Table 9.2.2.3-2 Security Bootstrap Framework–specific parameters configured to an M2M Enrolment Function during the Instruction Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key Security Bootstrap Framework and Certificate-Based Security Bootstrap Framework. 

	Security Bootstrap Framework
	Security Bootstrap Framework-specific Parameters
	Mandatory /Optional

	Pre-Provisioned Symmetric Enrolment Key
	None

	Certificate Based
	thisEntityCertificateName
	Mandatory

	
	thisEntityRootOfTrust
	Mandatory


This specification assumes that Bootstrap Instruction Configuration of the M2M Enrolment Functions will utilize business logic of the M2M Service Provider, and the details are not described in this specification. 

The configuration shall satisfy the requirements in Annex X.2.2.3 “High Level Requirements for Bootstrap Instruction Configuration of M2M Enrolment Functions”. 

9.2.2.4 Bootstrap Instruction Configuration of UNSP Authentication Server 

Table 9.2.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server (e.g. HLR, HSS or AAA) during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 
Table 9.2.2.4-1 Parameters configured to M2M Enrolment Functions during the Bootstrap Instruction Configuration phase of the GBA-Based Security Bootstrap Framework. 

	Parameter 
	Mandatory /Optional

	thisEntityIdentifier
	Mandatory

	mafIdentifier
	Mandatory


The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server is achieved by updating the GBA User Security Settings (GUSS) (3GPP 33.220 [13]) of the User Equipment (UE) upon which the Enrolee is executed. This specification assumes that this Bootstrap Instruction Configuration will utilize business logic of the Underlying Network Service Provider, and the details are not described in this specification. 

Editor’s Note: List any relevant 3GPP, 3GPP2 or IETF specifications.
The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server (shall satisfy the requirements Annex X.2.2.4 “High Level Requirements for Updating GBA User Security Setting”.
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