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9.3 Security Framework Parameter Descriptions

	Parameter
	Description

	associationConfigurationExpiry
	An Association Configuration is an authorization to establish a Security Association with the identified entity. This parameter provides the time that such authorization expires and the configured parameters become invalid. A fresh Association Configuration with a fresh associationConfigurationExpiry may be required to allow the Security Association End-Points to establish Security Association after this time.

	kpmId
	Pre-Provisioned Symmetric Enrolment Key Identifier (KpmId)

	kpmKey
	Pre-Provisioned Symmetric Enrolment Key (Kpm) shared by ane Enrolee and M2M Enrolment Function

	kpsaId
	Pre-Provisioned M2M Secure Connection Key Identifier (KpsaId)

	kpsaKey
	Pre-Provisioned M2M Secure Connection Key (Kpsa) shared with the other Security Association End-Point

	mafCertificate
	M2M Authentication Function’s Certificate

	mafCertificateChain
	M2M Authentication Function’s Certificate Chain

	mafIdentifier
	M2M Authentication Function’s Identifier (MAF-ID)

	mafPrivateKey
	M2M Authentication Function’s Private Key

	mafRootOfTrust
	A Root of Trust for M2M Authentication Function’s Certificate

	masterCredential
	Master Credential (Km) shared with the Security Association End-point

	masterCredentialIdentifier
	Master Credential Identifier (KmId) for the  Master Credential (Km)

	masterCredentialExpiry
	The time after which  the Security Association End-point is to consider Master Credential (Km) invalid

	mefCertificate
	M2M Enrolment Function’s Certificate

	mefCertificateChain
	M2M Enrolment Function’s Certificate Chain

	mefPrivateKey
	M2M Enrolment Function’s Private Key

	mefRootOfTrust
	A Root of Trust for M2M Enrolment Function’s Certificate

	mefUri
	M2M Enrolment Function Identifier

	nafPrivateKey
	NAF’s Private Key. May be the same Private Key as used for Certificate-Based Security Association Establishment Framework, or may be a distinct certificate. See 3GPP 33.220 [13].

	nafCertificate
	NAF’s Certificate. Shall contain NAF’s FQDN. May be the same Certificate as used for Certificate-Based Security Association Establishment Framework, or may be a distinct certificate. See 3GPP 33.220 [13].

	nafCertificateChain
	NAF’s Certificate Chain. May consist of multiple certificates. Must chain to a certificate that is trusted by the BSF. May consist of multiple certificates. See 3GPP 33.220 [13]. 

	otherEntityIdentifier
	CSE-ID/AE-ID of the other Security Association End-Point that a Security Association End-Point is to establish a Security Association with

	otherEntityCertificateName
	An identifier that matches a unique value in a name field of the other entity’s Certificate

	otherEntityRootOfTrust
	A Root of Trust for the other entity’s Certificate

	rootCertificateBSF
	One or more Root Certificate to which the BSF’s certificate chains. See 3GPP 33.220 [13].

	securityAssociationLifespan
	The duration of time that a Security Association between the Security Association End-points may last before an Association Security Handshake is required to create fresh session secrets. In the case of Centralized Security Association Establishment Frameworks, it may be necessary to precede the Association Security Handshake with a fresh Central Key Distribution Server Handshake.

	thisEntityCertificate
	Certificate  of a Security Association End-Point or Enrolee

	thisEntityCertificateChain
	Certificate Chain of a Security Association End-Point or Enrolee

	thisEntityIdentifier
	CSE-ID/AE-ID that the Security Association End-Point or Enrolee is to use with other Security Association End-Points
. 

	thisEntityPrivateKey
	Private Key of a Security Association End-Point or Enrolee
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