	Doc# SEC-2014-0313R03-
Group_Authenticaion_Necessity_for_Security TS
 
Input Contribution
	[image: image4.png]






	INPUT CONTRIBUTION

	Group Name:*
	SEC#11

	Title:*
	Group Authentication Necessity for Security TS

	Source:*
	China Mobile, Huawei

	Contact:
	Judy Zhu, China Mobile , zhuhongru@chinamobile.com
Ziyao Cheng, China Mobile, chengziyao@chinamobile.com 

Minpeng Qi, China Mobile, qiminpeng@chinamobile.com 
Jie Shi, HUAWEI, shi.jie1@huawei.com
Guilin Wang, HUAWEI, wang.guilin@huawei.com 

	Date:*
	2014-06-11

	Abstract:*
	This contribution introduces the necessity to bring into group authentication based on the analysis of the traditional authentication solutions.

	Agenda Item:*
	

	Work item(s):
	SEC WI-0007

	Document(s) 

Impacted*
	Security TS (TS-0003) 

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Incorporate text into an appropriate section of the Security TS-0003.


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1. Group Authentication Necessity
The oneM2M authentication mechanisms require both entities (e.g., AEs/CSEs) to authenticate each other (verify the entity identifier assigned to the correspondent entity specified in TS0001), and then establish session secrets for protecting communication between the entities. 

In fact, the authentication mechanism shall be implemented in various use cases defined in TR0001 such as smart meter reading, Environmental Monitoring of Remote Locations to Determine Hydropower, Smart building, etc. For example, smart meter reading has a large amount of smart meters deployed in a block to communicate with the Utility Data Center / AMI Headend, and they would have same behaviour based on default configuration or charging policy, which leads to communicate with Utility Data Center simultaneously. As a result, it will cause the conjunction for Utility Data Center. We made the following analysis based on the smart meter example also. 
1. Use case description 
There are two main flows (i.e., flow A and B) as shown in Figure 5-7 in TR0001. The detailed descriptions contain below:
In flow A, the Utility Data Center / AMI Headend can make a request to the Smart Meter directly. Typically there may be 3 to 6 such requests per day (typically < 10 times per day). The request could indicate that the current meter reading is desired. Alternatively, multiple meter readings over a period of time such as for a few hours (e.g. from 2 p.m. to 8 p.m.) for a given day or across days could be requested. The Smart Meter completes the request and communicates it back to the Utility Data Center / AMI HeadEnd. 
In flow B, the Utility Data Center / AMI Headend can make a request to the Smart Meter that can be received via the DAP. Typically there may be 3 to 6 such requests per day (typically < 10 times per day). The Smart Meter completes the request and sends its response to the DAP. The DAP entity can subsequently buffer the data for some time, receive data from many meters. In some variants, the DAP may serve merely as a router, so that it directly forwards the smart meter response to the Utility Data Center / AMI HeadEnd without performing any aggregation tasks. 
2. Traditional authentication mechanism: 
1) For flow A, the authentication mechanism is illustrated in Figure 1.Utility Data Center / AMI Headend can make a request to the Smart Meter directly, each smart meter needs to make mutual authentication with the Utility Data Center / AMI Headend. 
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Figure 1. Authentication mechanism for flow A
2) For flow B, Utility Data Center / AMI Headend can make a request to the Smart Meter that can be received via the DAP. 
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Figure 2. Authentication mechanism for flow B

The current authentication mechanism is illustrated in Figure 2:

a) Each meter is authenticated with the Data Aggregation Point (DAP). DAP will authenticate the meter one by one. After that, DAP should make mutual authentication with Utility Data Centre. Then Utility Data Center can confirm DAP identity.

b) Meter will set up security connection with DAP, and DAP will also set up security connection with Utility Data Center. When a meter wants to send data to Utility Data Center, it should send the data confidential protected to DAP first. DAP will decrypt the data and transfer it to Utility Data Center by using the security protection mechanism between DAP and itself.
3. Security analysis:

The conventional authentication mechanism has the following security problems:

1) Flow A: All meters need to make mutual authentication with the Utility Data Center directly. It brings much communication cost for the Utility Data Center. Especially, when they upload meter number report at the same time, or the Utility Data Center need to re-configure all smart meters at the same time.
2) Flow B: 

In order to reduce the communication cost for the Utility Data Center, flow B exploits DAP to be an agent to transmit the aggregated data from the meters to the Utility Data Center. However, it also has the following security problems:
a) It may exist the man-in-the-middle attack by the DAP. The details is: All meters are authenticated by the DAP and no direct authentication from Utility Data Center to meter, so Utility Data Center can get the smart meter’s identity only through the DAP. However, the DAP would be placed in unsecure place or owned by different provider rather than this Utility Data Center. If the DAP is compromised or lie to Utility Data Center, DAP would act as a middle attacker to make fake authentication to meters and report fake identity to Utility Data Center. 
b) Privacy concern: All information from meters is transferred through DAP, and the DAP knows all information generated by meters. Based on security consideration, if the DAP is owned by different owner other than the meters' and Utility Data Centers' owner, the DAP should not get the message. Hence, each meter should set up a secure end-to-end tunnel with Utility Data Center. We should consider to have a transparent pass from the DAP so that DAP does not decrypt the information. 
4. Conclusion
So from the analysis above, when smart meters perform bulk configuration information updates, Utility Data Center should request another authentication and key generation procedure with both smart meters and the agent. This will bring complexity and overhead to the system. In order to reduce the cost and simplify a lot of overhead with the same characteristics of these groups of meter or sensor node group-based operations, it is needed to provide group authentication. 

For example, when the configuration information is needed to be update, it is needed to ensure that only the correct nodes can receive the information, not the wrong nodes. In addition, it is required to check the identity of the meters when they send the meters number to the Utility Data Center.
In brief, it is needed to provide group authentication to establish end-to-end communication for security and privacy protection, reduce the communication overhead and stress on constrained devices.

2
Proposal
2.2
Informative references
[x.1]
3GPP TR 33.868 “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements”.
==================< Start of Change (New Text) >=================

Annex <B> (Informative): General Mutual Authentication Mechanism
oneM2M mutual authentication schemes allow oneM2M entities to prove that they know related credentials such as Master Credentials, without having to exchange value of those credentials, and sensitive data such as identities and identifiers. To prevent reading and copying of credentials, a secure environment within the Security CSF provides protection against tampering of those credentials and related processed information. 

Editor’s Note: It needs to be defined which oneM2M identities represent sensitive data that should not be exchanged over the communication link between entities A and B.
A general mutual authentication protocol is applied to both symmetric and asymmetric key based schemes. Precise protocol messages and parameters depend on the chosen scheme and the security parameters selected. Typically it consists of following steps as shown in Figure B-1:  
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Figure B-1: Mutual Authentication

Editor’s Note: Adding a reference to an existing and suitable Challenge Response scheme/specification/standard is FFS.
1.
An initial step where an entity A is securely identified to an entity B with whom previous or no previous contact has been made. In this step entity A identifies itself to an entity B protected against eavesdropping, i.e. no exchange of key material (Master Credential).

2.
In the second step entity B sends a challenge to entity A. The Authentication challenge consists of random challenge, authentication token of entity B derived from Master credentials, etc. The authentication challenge depends on the chosen scheme and the security parameters selected for symmetric and asymmetric key based schemes. 

3.
The entity A replies with an authentication response derived from its known Master Credentials and the received Authentication challenge. This response is sent if entity B has been successfully authenticated by entity A.
4.   Entity B then verifies the relation between entity A’s identity and the response received in step 3, which gives a high probability that the entity B knows a secret value associated with the entity A’s identity provided in step 1.
B.1. Group Authentication
The oneM2M transactions may naturally involve groups of M2M entities rather than individual ones. A number of entities are classified as a group due to their proximate locations, having the same features, belonging to the same owner, or any other reasons [x.1]. To get services, all entities in such a group should be authenticated first. The traditional authentication mechanism has two main solutions, the first authentication mechanism is that the service provider authenticates each entity in the group one by one; the second authentication mechanism is that each entity makes mutual authentication with a group agent, then the group agent makes mutual authentication with the service provider. If the first authentication mechanism is used, the resulting authentication overheads of computation and communication may be too high to afford. If the second authentication mechanism is used, it has the following security weaknesses:

a) It may exist the man-in-the-middle attack by the group agent: The group agent would be placed in unsecure place or owned by different provider rather than the service provider. If the group agent is compromised or lie to service provider, group agent would act as a middle attacker to make fake authentication to entities and report fake identity to service provider since there is no direct authentication from service provider to each M2M entity. 
b) Privacy concern: All information from M2M entities is transferred through the group agent, and the group agent knows all information generated by each entity. Based on security consideration, if the group agent is owned by different owner other than the entities' and service providers' owner, the group agent should not get the message. 
Hence, the M2M entities (e.g., ASN or ADN) with the same feature can utilize group authentication to service provider (e.g., infrastructure node) in order to provide end-to-end secure tunnel as well as reducing the communication overhead. 
Editor’s Note: The detailed procedure of Group Authentication is ffs in Release 2.
==================< End of Change >===========================
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