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==================<Start of Change (New Text)>=================
6.3.1.3
Authentication

This component provides authentication services to the Application Layer.
There may exist the following group authentication mechanism:
Group authentication is a kind of authentication technologies that a group of members (e.g., Application Service Node (ASN) or Application Dedicate Node (ADN)) can be authenticated together at the same time. Instead of authenticating group members one by one, group authentication mechanism treats these members in the group as a whole, and authenticates them together. Each group has a unique identifier, and an agent (e.g., Middle Node (MN)), which can be called as group agent, group gateway, etc.
1. Solution:

As shown in Figure 6-3-1-3-1, group authentication mechanism can be divided into three phases such as inner group authentication, outer group authentication and end-to-end secure tunnel establishment. 
1) The first phase called inner group authentication (from ASN or ADN to MN) is that each group member (e.g., ASN or ADN) and the group agent (e.g., MN) should be mutually authenticated.
2) The second phase called outer group authentication (from MN to IN) is that mutual authentication should be made between a given entity (e.g., Infrastructure Node (IN)) in the infrastructure domain and a group agent (e.g., MN) who is responsible to delegate all members in the group. 
3) The third phase called end-to-end secure tunnel establishment is that the group member (e.g., ASN or AND) and IN can set up secure communication individually and make implicit authentication between ASN/ADN and IN.
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Figure: 6-3-1-3-1: Group Authentication general logic 
2. General Procedure:

The general procedure is depicted as shown in Figure 6-3-1-3-2:
Note: Ai is the example of a group member (e.g., ASN or ADN) to illustrate the general procedure.
2.1. Inner group authentication
In the first phase, group member Ai, sends authentication request to group agent, e.g., MN. The flows are demonstrated as follows: 

1) Group member Ai sends access message to trigger authentication at first. 

2) Group agent sends authentication request to each group member.
3) Group member Ai  and group agent make the mutual authentication internally as follows:
a) Group member Ai verifies group agent at first. If it is successful, Ai generates the inner group secure tunnel information with group agent and sends authentication response to group agent internally. If it is not successful, the authentication is failed and group authentication procedure is aborted.
b) Group agent authenticates each group member Ai through the response message. If the inner authentication is successful, inner group secure tunnel between group member and group agent is built; otherwise, it is aborted.
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Figure: 6-3-1-3-2: Group Authentication general procedure
2.2. Outer group authentication

If the inner group authentication is successful, then the group agent represents all of the members to perform mutual authentication with the entity (e.g., Infrastructure Node) in the infrastructure domain.   
4) Group agent sends access message on behalf of the group members to Infrastructure Node to trigger the authentication outside the group.

5) After receiving the authentication request, Infrastructure node can recognize that is a group authentication performing based on group agent identity and generate authentication request, containing authentication information for group agent and each group member Ai. And then, Infrastructure node forwards the group agent response to the agent.
6) Group agent authenticates Infrastructure Node. If it is successful, group agent generates the outer group secure tunnel information and sends authentication response back to Infrastructure Node.

7) Infrastructure Node authenticates group agent. If it is successful, it can be considered that group agent and all group members are authenticated successfully, Infrastructure Node generates the group agent secure tunnel information and individual secure tunnel information with Ai; which derives the individual session keys for different members for their communication with the IN; otherwise, it is aborted.
2.3. End-to-end secure tunnel establishment
8) After Step 7, Infrastucture node sends the group agent secure information to agent.
9) Upon receiving the information, group agent sends group agent secure parameters derived from the information and the authentication request in Step 5 to each group member Ai.

10) Group member Ai will generate corresponding individual secure tunnel information, which is same with the information generated by the infrastructure node in the Step 7.
Editor note: the details are required to be provided later. 
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