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7
oneM2M Security Services

7.1
Service Provider Credentials service
The Service Provider Credentials services consist of:

· Obtain SP Credentials;

· Update SP Credentials; and

· Remove SP Credentials.

These services rely on identification and authentication of the requester.  
7.1.1
Obtain SP Credentials

The Obtain SP Credentials is used by an AE to access the M2M system of an M2M SP.
7.1.2
Update SP Credentials
Upon request from an M2M AE the Update SP Credentials security service is able to update its credentials to access an M2M Service Provider infrastructure. 

7.1.3
Remove SP Credentials

The Remove SP Credentials security service provides the M2M system with the capability of removing the credentials of a previously enrolled M2M Node, thus nullifying any information currently in use by the M2M Node for communication with other M2M nodes. 

For the removal to be effective, the MAF and MZF shall on a regular basis exchange session credential and authorization status information. 

7.2
Access control tokens

The Access control tokens services consist of:

· Obtain Access Control Tokens.

· Update Access Control Tokens.

· Publish Authorization Status.

· Update Local Authorization Status Repository.

This service involves an MZF to handle distribution of access control tokens. 
7.2.1
Obtain Access Controls Tokens service

The Obtain Access Control Tokens service is used by an M2M node (CSE/AE) to request and download access control tokens from one or more MZF.

7.2.2
Update Access Control Tokens

Access control tokens are restricted in number and time and shall be updated regularly. The update interval is M2M service/application dependent and not specified in this document. The Update Access control tokens security service handles all kinds of tokens update.

7.2.3
Publish Authorization Status

The Publish Authorization Status security service sends authorization status information from the M2M infrastructure either on request from an M2M Field Node or when determined by any authoritative entity in the M2M Infrastructure to be necessary. Authorization status is used to mark particular M2M Field Node as misbehaving or otherwise not trustworthy or accountable in terms of either temporary disabling authorizations or removing authorizations altogether for a particular M2M Field Node.

7.2.4
Update Local Authorization Status Repository

In cases where the CSE/AE does not have access to the M2M infrastructure, it may use a local authorization status repository to check authorization information presented to it by other M2M field Nodes. This local repository is updated on a regular basis when the M2M Node gains access to the M2M infrastructure. 

7.3
Security Associations

The use of a Security Association (SA) involves the following services:

· Establish Security Association:

· allows two M2M Nodes to establish an SA so that one M2M Node may send securely to the other. 
Editor’s note: TBC whether SA are bidirectional or support multicast.
· Update Security Association:

· allows two M2M Nodes that already share an SA to update any of the parameters of that SA;

· Send Secured Message over SA:

· allows two M2M Nodes who have established an SA to send and receive a message securely using that SA;

· Remove Security Association:

· allows two M2M Nodes to terminate an established SA.

7.3.1
Establish Security Association

A Security Association is established between two parties, the Initiator and the Responder, each of which is a CSE/AE of any type. This involves key establishment and parameters negotiation for the security association.
7.3.2
Update security association

The Update Security Association security service removes an existing SA and establishes a new SA with the parameters required by the Initiator. It involves assignment of a new SA identifier and establishment of a new key.
7.3.3
Send Secure Message

The Send Secure Message security service encrypts and authenticates an M2M message before it is transmitted to its destination.

7.3.4
Receive Secure Message

The Receive Secure Message security service authenticates and decrypts a secure M2M message received by the M2M Node.

7.3.5
Remove security association

The Remove Security Association security service marks a specified SA as invalid and, optionally, informs the other SA endpoint.
7.4
Single message services

These services enable one-time secure exchange of information between nodes while avoiding the burden of managing a security association.
7.4.1
Authorize Single Message

The Authorize Single Message security service authorizes a single outgoing M2M message. This may rely on calling local security sub-services.
7.4.2
Validate Authorization on Single Message

The Validate Authorization on Single Message security service validates the authorization of a single incoming M2M message by evaluating the access control tokens attached to the message, the authorization code associated with the message and the timestamp of the message.
This may rely on calling local security sub-services.
7.4.3
Encrypt Single Message

The Encrypt Single Message security service acquires the appropriate cryptographic keys in order to encrypt a single outgoing M2M message.

This may rely on calling local security sub-services.
7.4.4
Decrypt Single Message

The Decrypt Single Message security service acquires the appropriate cryptographic keys in order to decrypt a single incoming M2M message encrypted for that particular M2M Node.

This may rely on calling local security sub-services.
7.5
Integrity services

7.5.1
Calculate Check Value

The Calculate Check Value security service computes a checksum value for an outgoing message. 
This service may rely on the underlying network layer of the M2M protocol stack. 

7.5.2
Validate Check Value

The Validate Check Value security service compares the checksum value received in an M2M message with its own calculation of what the value should be. Any message that contains a checksum value that is different from the calculated value can be rejected. 

7.5.3
Insert Check Value

The Insert Check Value security service adds a checksum value into an outgoing message.
 This service may rely on the underlying network layer of the M2M protocol stack.

7.6
Replay Protection services

7.6.1
Replay Protection Based on Timestamp

The Replay Protection Based on Timestamp security service provides a timestamp for inclusion in an outgoing message. For an incoming message, the Replay Protection Based on Timestamp service maintains a list of recently received messages and rejects messages that match previously received messages or messages whose timestamp is too old.

7.6.2
Replay Protection Based on Sequence Number

The Replay Protection Based on Sequence Number service provides a sequence number for inclusion in an outgoing message. For an incoming message, the Replay Protection Based on Sequence Number service rejects messages whose sequence number is not consistent with the expected sequence number.

7.7
Accountability services

7.7.1
Record Incoming Message in Audit Log

The Record Incoming Message in Audit Log security service is used by the M2M Node to record events for audit purposes and for the purpose of ensuring that the M2M Node can be held accountable according to the messages received. 

NOTE:
May be used to support a non-repudiation service.

7.7.2
Record outgoing message in Audit Log

The Record Outgoing Message in Audit Log security service is used by the M2M Node to record events for audit purposes and for the purpose of ensuring that the M2M Node can be held accountable according to the messages that it sends. 

NOTE:
May be used to support a non-repudiation service.

7.8
Plausibility validation

7.8.1
Validate Data Plausibility

The Validate Data Plausibility security service compares information attributes (e.g.  geographic position, time-of-day and movement of mobile M2M Nodes) in an incoming M2M message and compares it with recently received data from available sources to validate whether the newly received information can be trusted on the basis of its plausibility.

7.9
Remote transmission control
The M2M Remote transmission control security services enable the M2M infrastructure to remotely control an M2M Node. The services are only used in cases of misbehaviour or in circumstances where the M2M Node is causing sever harm to the M2M Infrastructure and/or other subscribers. In the best interest of M2M stakeholders, it is important to ensure mutual and confirmed authentication between the M2M infrastructure and the M2M field nodes. There are only two remote transmission control services specified:

· Activate M2M transmission.

· Deactivate M2M transmission.

The IN CSE detects the need to terminate or restart M2M transmissions from an M2M Node and initiates transmission deactivation or activation procedures. Then  the IN-CSE uses secure communication to command the remote ASN/MN CSE to deactivate or activate its M2M transmissions.

The ASN/MN CSE validates the relevant security associations and authoritative security parameters related to a received request to deactivate or activate M2M transmissions. Finally the ASN/MN CSE terminates or restarts the specified M2M transmissions. 

7.9.2
Activate M2M transmission

The Active M2M Transmission security service enables the M2M infrastructure to enable the transmission of M2M messages on a specific M2M field node. 

7.9.3
Deactivate M2M transmission

The Deactivate M2M Transmission security service enables the M2M infrastructure to remotely stop certain M2M transmission or all M2M transmission locally on an M2M Node. 

7.10
Report Misbehaving M2M field node
7.10.1
Report misbehaviour

The Report Misbehaviour security service is used by a field node CSE to report suspicious activity to the M2M infrastructure.

An ASN/MN CSE detects the need to report a potential misbehaving M2M field node with which it is communicating, prepares the misbehaviour report and publishes it to the M2M infrastructure. The IN-CSE receives a misbehaviour report and initiates the appropriate procedures. The details of this procedure are not described in the present document. [image: image1][image: image2]
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