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1
Introduction

This contribution completes in oneM2M SEC TS-0003 the description of GBA-based Security Association Establishment Frameworks. It addresses Editor’s Notes in section 8.2.3.2.
2
Proposal

**************************** Start of change *********************
8.2.3.2
GBA-Based Security Association Establishment Frameworks

This clause describes the GBA-based Security Association Establishment Framework. 

To obtain a short term key (Kc) used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key is the M2M Secure Connection Key (Kc) used for M2M Service Connection.
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Figure 8.2.3.2-1: 
The sequence of events when using the GBA-Based Security Association Establishment Framework.
The following font colours differentiate the general topic that the text relates to:
· Blue italic text highlights details specific to this particular Security Association Establishment Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Credential Configuration: The credentials configuration for Entity A, Entity B and the BSF is described in 3GPP specification TS 33.220 [13]. The credentials used to perform mutual authentication between Entity A and BSF are UNSP specific. 
Association Configuration: Entity A, Entity B, and the BSF shall be configured with the information needed for the authentication and identification during Centralized Key Distribution Server Handshake and Association Security Handshake:
· 
Entity A’s GBA User Security Settings (GUSS) enables to indicate if Entity A is allowed to establish a NAF-specific key with Entity B (NAF) or/and if the BSF can distribute a NAF specific key to Entity B. 
Centralized Key Distribution Server Handshake: 
The Centralized Key Distribution Server Handshake in Security Association Establishment framework enables the establishment of a GBA bootstrapped key (Ks) shared between the Entity A and the BSF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to the GBA Bootstrapping phase described in 3GPP TS 33.220 [13].

If a bootstrapped key Ks is already shared between the Entity A and the BSF and still valid, then the Centralized Key Distribution Server Handshake phase is not needed. The Association Security Handshake can take place with the existing GBA Bootstrapped key Ks. 

Association Security Handshake: 

· Entity A and Entity B shall establish a M2M Secure Connection Key (Kc) thanks to procedures described in 3GPP TS 33.220 [13] using the GBA bootstrapped key Ks and B-TID obtained during Centralized Key Distribution Server Handshake.  
· Entity A and Entity B shall establish NAF-specific key(s) as described in 3GPP TS 33.220 [13]. A key lifetime is associated to the NAF-specific keys.
· In case of GBA_ME, NAF-specific key is Ks_NAF
· In case of GBA_U, NAF-specific keys are Ks_int_NAF and Ks_ext_NAF. 
· The M2M Secure Connection Key (Kc) shall be the NAF-specific key: 
· In case of GBA_ME, Kc = Ks_NAF

· In case of GBA_U, Kc = Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Kc = Ks_ext_NAF. 
· Entity A  and Entity B shall authenticate each other using TLS-PSK handshake (RFC 4279 [15]) with the key Kc as Pre-Shared Key and one of the following TLS ciphersuites:
· TLS_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Mandatory to support;

· TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [21]: Mandatory to support.

· TLS_DHE_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Recommended to support (optional);

· TLS_DHE_PSK_WITH_AES_128_CCM_8 (RFC 6655) [21]: Recommended to support (optional).
If UICC is used as M2M Secured Environment hosting the M2M Service Connection procedure, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange.
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