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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.1
General Introduction to the Authorization Architecture

9.1.1
General Authorization Architecture

Editor’s Note: Moving the authorization architecture described in Section 6.3.2

9.1.2
General Authorization Procedure

Editor’s Note: Moving the authorization procedure described in Section 6.3.2

9.2
oneM2M Access Control Policy
9.2.1
Policy Structure
9.2.2
Policy Decision Request
9.2.3
Policy Decision Results

9.2.4
Rule and Policy Combing Algorithms

9.2.5
Policy Evaluation
9.3
Interfaces between Authorization Components
9.3.1
Interfaces between PEP and PDP

9.3.2
Interfaces between PDP and PAP

9.3.3
Interfaces between PDP and PIP

9.4
Operations and Procedures in PDP
9.4.1
Overview of PDP

9.4.2
Obtaining Policies

9.4.3
Obtaining Attributes

9.4.4
Making Decision

9.5
Operations and Procedures in PAP
9.5.1
Overview of PAP
9.5.2
Obtaining Access Control Policies

9.5.3
Access Control Policies Integration
9.5.4
Pre Configuration File

9.6
Operations and Procedures in PIP
9.6.1
Overview of PIP

9.6.2
Obtaining Access Control Policies from Service Subscription Resources
9.7
Access Token Management
9.7.1
Overview of Access Token Management

9.7.2
Access Token Structure

9.7.3
Access Token Generation and Verification
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