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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.3
Interfaces between Authorization Components
9.3.1
Interfaces between PEP and PDP

9.3.1.1
Decision Request

The PEP makes an Decision Request according to the Access Request and sends it to the PDP. A Decision Request shall contain the following information:

fr: ID of the Originator

to: URI of the target resource.

op: Operation to the target resource.

at: Optional. Attributes of the Originator, e.g. IP address.

tk: Optional. Access tokens provided by the Originator.
9.3.1.2
Decision Response

PDP evaluates access control policies and combines the evaluation results into a finial access control decision according to a policy combination algorithm. A Decision Response shall contain the following information:

de: Access control decision.
er: Optional. Information about the errors occurred during evaluation of the decision request.
9.3.2
Interfaces between PDP and PAP

9.3.2.1
Policy Request

The PDP makes a Policy Request according to the Decision Request and sends it to the PAP. A Policy Request shall contain the following information:

fr: ID of the Originator

to: URI of the target resource.

tk: Optional. Access tokens provided by the Originator.
9.3.2.2
Policy Response

The PAP try to find all applicable access control policies according to the policy request and return found policies in a Policy Response. A Policy Response shall contain the following information:
ps: A Policy Set that contains a list of policies and an identifier of policy combining algorithm.
rl: Optional. Roles extracted from the access tokens.
er: Optional. Error information occurred during policy obtaining process.
9.3.3
Interfaces between PDP and PIP

9.3.3.1
Attribute Request

PDP analyzes the access control policies for checking besides the attributes provided in the Decision Request, if there are some extra attributes required for evaluating these policies. In case it is required, the PDP sends a corresponding Attribute Request to the PIP. The Attribute Request shall contain the following information:
pl: List of parameters used for retrieving attributes. The content and format of each item will depend on the type of attribute to be retrieved.
9.3.3.2
Attribute Response

PIP retrieves required attributes and sends them back to the PDP. The Attribute Response shall contain the following information:
al: List of attributes obtained by the PIP. The content and format of each item will depend on the type of attribute.
er: Optional. Error information occurred during attribute obtaining process.
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