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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.4
Operations and Procedures in PDP
9.4.1
Overview of PDP

PDP is the center of authorization architecture. It interacts with PAP to get applicable access control policies, interacts with PIP to get required attributes related to the Originator, Resource and Context during evaluating authorization policies. It is possible for a PDP to contact with multiple PAPs or PIPs to get required policies or attributes, for example to contact the PIP in the IN-CSE to get roles assigned to an Originator in the <m2mServiceSubscription> resources.

After getting all required access control policies and attributes, the PDP evaluates these policies and combines the evaluation results using the policy combining algorithm in order to render a finial access control decision.
9.4.2
Obtaining Policies

PDP shall contact with a PAP in order to get access control policies applicable to the decision request. It is possible for a PDP to contact with multiple PAPs. A PAP could locate in the Local CSE or a remote CSE.

A policy obtaining process is initialized through sending a Policy Request to a PAP. For more details about the Policy Request see Clause 9.3.2.1.

The policies found by the PAP are returned in a Policy Response. For more details about the Policy Response see Clause 9.3.2.2.

For more details about the process of obtaining access control policies in a PAP see Clause 9.5.

9.4.3
Obtaining Attributes

After getting all applicable policies, the PDP analyzes these policies in order to find if needing some other information for evaluating these policies, for example the subscribed roles specified in <m2mServiceSubscription> resources or the group membership defined in <group> resources. It is possible for a PDP to contact with multiple PIPs. A PIP could locate in the Local CSE or a remote CSE.
An attributing obtaining process is initialized through sending an Attribute Request to a PIP. For more details about the Attribute Request see Clause 9.3.3.1.

The attributes found by the PIP are returned in an Attribute Response. For more detail about the Attribute Response see Clause 9.3.3.2.

For more details about the process of obtaining attributes in a PIP see Clause 9.6.

9.4.4
Making Decision

After getting all applicable access control policies and required attributes needed to evaluate these policies, the PDP evaluates these policies and combines the evaluation results in order to render a finial access control decision. The PDP encapsulates the finial access control decision into a Decision Response and returns it back to the PEP.

For more detail about the policy evaluation see Clause 9.2.5.2. For more detail about the policy combination see Clause 9.2.5.3.
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