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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.5
Operations and Procedures in PAP
9.5.1
Overview of PAP
The PAP is responsible for getting all access control polices applicable to a particular decision request according to a policy request from a PDP. There are three sources for providing access control policies in oneM2M System.
· access control policies associated with the resource that the Originator wants to access

· access control policies pertaining to Service
Subscription resources
· access control policies extracted from access tokens provide by the Originator
The PAP is also responsible for integrating multiple access control policies into one Policy Set according to policy combining rules described in a pre configuration file.
9.5.2
Obtaining Access Control Policies

There are three steps for getting access control policies in the PAP. 
· Obtaining access control policies associated with resources
· Obtaining access control policies from Service Subscription resources

· Obtaining access control policies from Access Tokens
The details about these steps are described in the following sub-Clauses.
9.5.2.1
Obtaining Access Control Policies Associated with Resource
An oneM2M resource that needs access control may contain accessControlPolicyIDs attribute which contains a list of identifiers of <accessControlPolicy> resources. The accessControlPolicyIDs attribute is an optional attribute. An identifier of <accessControlPolicy> resource is either an ID or a URI depending if it is a local resource or not. For more details about accessControlPolicyIDs attribute, see Clause 9.6.1 in the oneM2M Functional Architecture [TS-0001]. 
The PAP locates the target resource using the URI provided in the Policy Request. Depending on the condition of accessControlPolicyIDs attribute the policy obtaining process has the following behaviour.
(1) If there is accessControlPolicyIDs attribute in the target resource, PAP finds all access control policies according to the list of identifiers of <accessControlPolicy> resources.
(2) If there is no accessControlPolicyIDs attribute in the target resource, depending on the specification in the pre configuration file, the PAP may use the policies associated with parent resource or a default policy.
(3) If an error occurs during the policy obtaining process, depending on the specification in the pre configuration file, the PAP may use a default policy.
9.5.2.2
Obtaining Access Control Policies from Access Tokens
An Access Token may contain roles assigned to the Originator or access control policies specifying what privileges are assigned to the Originator. For more details about Access Token, see Clause 9.7.2.
A general procedure for extracting roles or access control policies from an access token is:
(1) The PAP sends an access token to the secure environment.
(2) The secure environment verifies the access token using a secret key specified by the token. For more details about the verification, see Clause 9.2.2.
(3) If the access token passes the verification, the secure environment returns the plaintext back to the PAP, otherwise returns a verification failed message. 
(4) The PAP extras roles or access control policies from the plaintext.
9.5.3
Access Control Policies Integration
Editor’s Note: Access control policies shall be integrated according to the corresponding description in the Pre Configuration File. This process is FFS.
9.5.4
Pre Configuration File

Editor’s Note: The structure and contents of Pre Configuration File is FFS.
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