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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.6
Operations and Procedures in PIP
9.6.1
Overview of PIP

The PIP is responsible for getting attributes pertaining to Originator, resource or context according to an attribute request from a PDP. How the PIP to get an attribute will depend on implementation.
9.6.2
Obtaining Access Control Policies from Service Subscription Resources
A <m2mServiceSubscription> resource may contain subsSer&RoleList attribute and/or subsGroup attribute. The M2M Subscriber subscribes one or multiple roles within the M2M Services, depending upon which role(s) the M2M Subscribers are interested in. A subscriber may also define some groups for facilitating the access control. For more details about Service Subscription see Clause 6.5 in the oneM2M Functional Architecture [TS-0001]. For more details about <m2mServiceSubscription> resource see Clause 9.6.19 in the oneM2M Functional Architecture [TS-0001].
The PIP checks if the Originator has subscribed some services in <m2mServiceSubscription> resources using the ID of the Originator provided in the Attribute Request. If it is yes, the PIP checks what roles the subscriber has subscribed in the subsSer&RoleList attribute and what groups the subscriber has created for this subscription in the subsGroup attribute.
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