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1
Introduction

This contribution aims to provide description about oneM2M Authorization Architecture in the proposed Clause 9. 
2
Proposal

9
Authorization Architecture

9.7
Access Token Management
9.7.1
Overview of Access Token Management

An Access Token is issued by the IN-CSE or Hosting CSE to an Originator for getting corresponding access privileges specified in the token in an authorization process. The relations among token issuer, Originator and Hosting CSE is shown in the Figure 9-7-1.
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Figure 9-7-1: Access control token issuance and usage
Access Token can carry roles assigned to the Originator or access control policies specifying what privileges the Originator has. The Access Token is protected by a symmetric key-based security mechanism.

The typical usages of Access Tokens in oneM2M System are:

· The Hosting CSE can delegate some privileges of issuing tokens to the IN-CSE so that the IN-CSE can issue access tokens to the Originators on behalf of the Hosting CSE. The trust relationship is established through sharing some secret keys that are used to generate access token between the Hosting CSE and IN-CSE.
· The Hosting CSE directly issues access tokens to the Originators. In this case the Hosting CSE does not need to share the secret keys used to generate tokens with other parts.

· As the oneM2M System is a sessionless system, the Hosting CSE can use access tokens to save some session information to facilitate the access control. For example, the Hosting CSE keeps some roles in a token and issues it to the Originator. After that, the Originator provides the token to the Hosting CSE in every access until the token is expired, and the Hosting CSE does not need to check what roles have been assigned to the Originator in each access.
9.7.2
Access Token Structure

The structure of access token is shown in the Figure 9-7-2. It is comprised of token header and token body. Data fields in token header are in plaintext, data files in token body are in ciphertext. All these data fields are also protected by a message digest. The meanings of these data fields are described as follows:
· Token Type: A value to show this is an Access Token.

· Token SN: Token Serial Number is a unique number different from other tokens.
· Issuer ID: ID of the CSE that issues this token.
· Originator ID: ID of the Originator to which the token is issued.
· Expiration Time: After this time this token is no longer valid.
· Key ID: ID of the key from which the key used to encrypt the token is derived.
· Roles/Policies: Roles or policies carried by this token.
· Hash Algorithm: Hash algorithm used to generate Token Digest.
· Token Digest: The hash value of the token.
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Figure 9-7-2: Structure of Access Token
9.7.3
Access Token Generation and Verification
9.7.3.1
Access Token Generation
The access token generation process is described as follows:

(1) The token issuer prepares the data belonging to the token except the Token Digest. Details about token data fields are described in see Clause 9.7.2.
(2) Using a hash function to generate the Token Digest.
(3) Using the key specified by the Key ID derives the key used to encrypt token body.
(4) Using the derived encryption key to encrypt the token body.
(5) Combining the token header and the ciphertext of token body.
9.7.3.2
Access Token Verification
The access token verification process is described as follows:

(1) Verification failed if current time is greater than the token Expiration Time in the token header.
(2) Getting the Key ID from the token header and then using the key specified by the Key ID to derive the key used to decrypt token body.
(3) Getting token body and then using the derived decryption key to decrypt the token body.
(4) Getting the Hash Algorithm from the plaintext of token body and then generating a new hash value based on the data fields in token header and the data fields in token body.
(5) Verification failed if the new hash value does not equal to the hash value getting from the token body.
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