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1
Introduction

This contribution completes in oneM2M SEC TS-0003 the description of the general introduction to GBA framework available in section 8.1.2.2. 
2
Proposal

**************************** Start of change *********************
8.1.2.2
General Introduction to the GBA (Generic Bootstrapping Architecture) Framework

A general introduction to GBA is included in TR-0008 [i.6].

After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security association which consists of a bootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks). 

This security association may be used by the M2M Application Service/Middle Node to derive NAF keys (Ks_(ext/int)_NAF) shared between a M2M Application Service/Middle Node and a M2M Infrastructure Node or an M2M Authentication Framework. 

There are two modes of GBA: ME-based GBA (GBA_ME) and UICC-based GBA (GBA_U). In case of GBA_ME, one NAF-specific key is derived: the key Ks_NAF. In case of GBA_U, two NAF-specific keys are derived: Ks_ext_NAF (available in the ME) and Ks_int_NAF (which remains inside the UICC). 
GBA_U requires that the UICC is GBA aware. The BSF shall decide which mode to run based on the UICC capability indicated in the GBA User Security Settings (GUSS). 
The usage of GBA_U is recommended since it provides a higher level of security than GBA_ME. If the HTTP client is implemented in the UICC, Ks_int_NAF shall be used as NAF specific since Ks_ext_NAF or Ks_NAF could be exposed to malicious applications in the Node environment while the Ks_int_NAF remains protected inside the UICC.
**************************** End of change *********************
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