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1
Introduction

This contribution proposes to complete in oneM2M SEC TS-0003  the stage 3 description of GBA-based Security Association Establishment Framework with the use of GBA-based PSK-TLS as specified by 3GPP in 3GPP TS 33.222 and described in 3GPP TS 24.109. 

This description implies that the “Centralized Key Distribution Server Handshake” is moved to be part of the Association Security Handshake.

Moving the “Centralized Key Distribution Server Handshake” to be part of the Association Security Handshake, in the scope of “Security Association Establishment Frameworks” (section 8.2),has no impact on the Direct Security Frameworks. The changes in section 8.2 of oneM2M SEC TS-0003 to move the Centralized Key Distribution Server Handshake would be editorial.  Those changes have no impact on section 8.3 “Security Bootstrap Frameworks”.

Those corresponding changes will be proposed in companion Input Contribution. 

2
Proposal

**************************** Start of 1st change *********************
2.1
Normative references

The following referenced documents are necessary for the application of the present document.

[1]
void

[2]
Open Mobile API specification V2.0.2

[3]
GP TEE Client API….

[4]
ETSI TS 133 220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[5]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347 “Datagram Transport Layer Security Version 1.2”

[7]
ETSI TS 102 225 (V11.0.0) "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[8]
ETSI TS 102 226 (V11.0.0) “Smart Cards; Remote APDU structure for UICC based applications (Release 11)” URL:http://www.etsi.org/
[9]
3GPP TS 31.115 (V10.1.0) "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[10]
3GPP TS 31.116 (V10.2.0) "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"

[11]
3GPP2 C.S0078-0 (V1.0) "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"

[12]
3GPP2 C.S0079-0 (V1.0) "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications"

[13]
3GPP TS 33.220 (Vx.y.z) "Generic Authentication Architecture (GAA); Generic bootstrapping architecture"

[14]
3GPP2 S.S0109-A "Generic Bootstrapping Architecture (GBA) Framework"
[15]
RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) "

[16]
RFC 5246 "The Transport Layer Security (TLS) Protocol, Version 1.2"
[17]
RFC 6347 "Datagram Transport Layer Security Version 1.2"
[18]
RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)"
[xx]
3GPP TS 33.222, " Generic Authentication Architecture (GAA), Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)", Rel-12
[yy]
3GPP TS 24.109, "Bootstrapping interface (Ub) and network application function interface (Ua)", Rel-12
 [xy]
3GPP TS 29.109, "Protocols details Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on Diameter protocol; Stage 3", Rel-12
**************************** End of 1st change *********************

**************************** Start of 2nd change *********************

8.2.3.2
GBA-Based Security Association Establishment Frameworks

This clause describes the GBA-based Security Association Establishment Framework. 

To obtain a short term key (Kc) used for M2M Service Connection between a M2M Application Service/Middle Node and a M2M Infrastructure Node, the M2M Application Service/Middle Node shall perform a successful GBA bootstrapping and derive NAF key(s) (Ks_(ext/int)_NAF). This NAF key is the M2M Secure Connection Key (Kc) used for M2M Service Connection.
In case of GBA, ME, Kc = Ks_NAF

In case of GBA_U, Kc = Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Kc = Ks_ext_NAF. 
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Figure 8.2.3.2-1: 
The sequence of events when using the GBA-Based Security Association Establishment Framework.
The following font colours differentiate the general topic that the text relates to:
· Blue italic text highlights details specific to this particular Security Association Establishment Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Credential Configuration: The credentials configuration for Entity A, Entity B and the BSF is described in 3GPP specification TS 33.220 [13]. The credentials used to perform mutual authentication between Entity A and BSF are UNSP specific. 
Association Configuration: Entity A, Entity B, and the BSF shall be configured with the information needed for the authentication and identification during Centralized Key Distribution Server Handshake and Association Security Handshake:
· 
Entity A’s GBA User Security Settings (GUSS) enables to indicate if Entity A is allowed to establish a NAF-specific key with Entity B (NAF) or/and if the BSF can distribute a NAF specific key to Entity B. 
Association Security Handshake with Centralized Key Distribution Server Handshake: 
· Entity A and Entity B shall initiate TLS handshake thanks to procedure described in 3GPP TS 33.222 [xx]. Informative Annex F of 3GPP TS 24.109 [yy] gives signalling flows for TLS-PSK with GBA bootstrapped security association
· Entity A shall indicate to Entity B that it supports PSK-based TLS by adding one or more PSK ciphersuites to the ClientHello message. This message shall also contain the hostname of Entity B in the server_name extension.

· Entity B selects one of the PSK-based ciphersuites offered by Entity A and sends it back in the ServerHello message. If UICC is used as M2M Secure Environment supporting Security Association Establishment, GBA-U with Kc = Ks_int_NAF shall be used for authentication and key exchange, In this case the ServerKeyExchange message shall contain a constant string "3GPP-bootstrapping-uicc" as the PSK-identity hint, indicating use of Kc=Ks_int_NAF. Otherwise the ServerKeyExchange message shall contain a constant string "3GPP-bootstrapping" as the PSK-identity hint to indicate that Kc=Ks_NAF in the case of GBA_ME or Kc=Ks_ext_NAF in the case of GBA_U is used for authentication and key exchange. Entity B shall finish the reply to Entity A by sending a ServerHelloDone message.

· Centralized Key Distribution Server Handshake

· The Centralized Key Distribution Server Handshake in Security Association Establishment framework enables the establishment of a GBA bootstrapped key (Ks) shared between the Entity A and the BSF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to the GBA Bootstrapping phase described in 3GPP TS 33.220 [13].

· If a bootstrapped key Ks is already shared between the Entity A and the BSF and still valid, then the Centralized Key Distribution Server Handshake phase is not needed. The Association Security Handshake can take place with the existing GBA Bootstrapped key Ks. 
· Entity A shall derive the NAF-specific keys by performing the procedure described in 3GPP TS 33.220 [13] using the GBA bootstrapped key Ks and B-TID obtained during Centralized Key Distribution Server Handshake.  In case of GBA, ME, the M2M Secure Connection Key (Kc) shall be Ks_NAF. In case of GBA_U, the M2M Secure Connection Key (Kc) shall be Ks_int_NAF if HTTP Client application resides in the UICC. Otherwise, Kc = Ks_ext_NAF. 

· Entity A then sends a ClientKeyExchange message with PSK-identity containing a prefix "3GPP-bootstrapping-uicc" if Entity A resides in the UICC is used as the M2M Secure Environment supporting Security Association Establishment procedure or "3GPP‑bootstrapping" otherwise, a separator character ";" and the B-TID. Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished messages to the Network M2M Node.
· Entity B shall extract B-TID from the ClientKeyExchange message and use it to retrieve Kc=Ks_NAF or Kc=Ks_ext_NAF or Kc=Ks_int_NAF, and associated key lifetime from the BSF. The retrieval shall be done over the Zn interface as specified in 3GPP TS 29 109 [xy]. As a result, Entity A and Entity B share the NAF-specific key which is to be used as the M2M Secure Connection Key (Kc).

· Entity A shall conclude the TLS handshake by sending the ChangeCipherSpec and Finished message to Entity A.

· Entity A  and Entity B shall support following TLS profile :

· TLS_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Mandatory to support;

· TLS_DHE_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Recommended to support (optional);

**************************** End of 2nd change *********************
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