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1
Introduction

This contribution aims to provide description about the structure of access control policy and their evaluation. 
2
Proposal

x.x
oneM2M Access Control Policy
x.x.1
Policy Structure
x.x.1.1
Rule
A Rule is the basic elementary unit of policy. It is comprised of 3-tuples that represent the originator of access, the operation on the target resource and the condition using this rule respectively. For more details about these component parameters, see Clause 9.6.2 in the oneM2M Functional Architecture [TS-0001]. 
x.x.1.2
Policy

A policy is comprised of a set of rules and an identifier of rule combining algorithm used for combining these rules. Rule combining algorithms are described in Section x.x.3.
x.x.1.3
Policy Set

A policy set is comprised of a set of policies and an identifier of policy combining algorithm used for combining these policies. Policy combining algorithms are described in Section x.x.3.
x.x.2
Policy Decision Results

For a policy decision request, a rule, policy or policy set shall be evaluated to a result. The evaluation results defined in this document are the same as defined in [i.7]. The result of evaluating a rule, policy or policy set can be “Permit”, “Deny”, “NotApplicable” and “Indeterminate”. They have the following meanings:

· “Permit”: the requested access is permitted by current rule, policy or policy set.
· “Deny”: the requested access is denied by current rule, policy or policy set.
· “NotApplicable”: current rule, policy or policy set is not applicable to the requested access.
· “Indeterminate”:  an error occurs when evaluating current rule, policy or policy set.
When the result of evaluating a rule, policy or policy set is “Indeterminate”, an error code may be returned with the decision result for providing the cause of error.

x.x.3
Rule and Policy Combining Algorithms

There may be multiple individual rules or policies applicable to a particular decision request. In order to render a final access control decision, multiple evaluation results shall be combined according to some rules. This document adopts following two rule/policy combining algorithms defined in [i.7]. Details about these algorithms are described in the following subsections.
· Permit-overrides
· Deny-unless-permit

x.x.3.1
Permit-Overrides

The “Permit-overrides” combining algorithm is intended for those cases where a permit decision should have priority over a deny decision. The following description about Permit-Overrides is from [i.7] C.4 Permit-overrides with some simplification.
(1) If any decision is “Permit”, the result is “Permit”.
(2) Otherwise, if any decision is “Indeterminate”, the result is “Indeterminate”.
(3) Otherwise, if any decision is “Deny”, the result is “Deny”.
(4) Otherwise, the result is “NotApplicable”.
x.x.3.2
Deny-unless-permit
The “Deny-unless-permit” combining algorithm is intended for those cases where a permit decision should have priority over a deny decision, and an “Indeterminate” or “NotApplicable” must never be the result. The following description about Deny-unless-permit is from [i.7] Section C.6 Deny-unless-permit.
(1) If any decision is "Permit", the result is "Permit".
(2) Otherwise, the result is "Deny".
x.x.4
Policy Evaluation
x.x.4.1
Rule Evaluation

The value of a rule is calculated based on the contents of rules and decision request. The rule evaluation truth table is shown in Table x.x.x.

Table x.x.x Rule evaluation truth table
	Originator
	Operation
	Context
	Error
	Result

	Match
	Match
	Match
	No
	Permit

	Match
	No-Match
	Match
	No
	Deny

	Match
	Match
	No-Match
	Don’t care
	NotApplicable

	No-Match
	Don’t care
	Don’t care
	Don’t care
	NotApplicable`

	Don’t care
	Don’t care
	Don’t care
	Yes
	Indeterminate


x.x.4.2
Policy Evaluation

The value of a policy shall be determined by combining its rules’ evaluation results using the specified rule-combining algorithm.
x.x.4.3
Policy Set Evaluation

The value of a policy set shall be determined by combining its policies’ evaluation results using the specified policy-combining algorithm.
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