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1
Introduction

This contribution completes the description of MAF-based Security Association Establishment. It addresses Editor’s Notes in section 8.2.3.1.

2
Proposal

**************************** Start of change *********************
8.2.3.1
MAF-Based Symmetric Key Security Association Establishment Frameworks


This clause describes the MAF-based Security Association Establishment Framework. 

This release addresses the scenario where the Entity B is an Infrastructure Node. 
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Figure 8.2.3.1-1: 
The sequence of events when using the MAF-Based Security Association Establishment Framework.

The following font colours differentiate the general topic that the text relates to:
· Blue italic text highlights details specific to this particular Security Association Establishment Framework.

· Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Credential Configuration: The Master Credential (Km) and corresponding Master Credential Identifier (KmId) are  either pre-provisioned for Entity A and the MAF or remotely provisioned thanks to Security Bootstrap Frameworks described in Clause 8.3. 
Association Configuration: Entity A, Entity B, and the BSF shall be configured with the information needed for the authentication and identification during Centralized Key Distribution Server Handshake and Association Security Handshake:
· 
Entity A has to know Entity B Identity (IdB)

· Entity B has to know Entity A Identity (IdA)

· The MAF has to know Entity B Identity (IdB). In this case, IdB corresponds to IN Identity. 
Association Security Handshake with Centralized Key Distribution Server Handshake: 
· Centralized Key Distribution Server Handshake

· The Centralized Key Distribution Server Handshake in MAF-based Security Association Establishment framework enables the establishment of a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcId) shared between the Entity A and the MAF thanks to (D)TLS-PSK handshake [15]
· The “psk_identity” parameter [15] is set to the value of the Master Credential Identifier KmId.
· The “psk” parameter [15] is set to the value of the Master Credential Km.
· Entity A sends KcId to Entity B (Infrastructure Node). 
· Entity B (Infrastructure Node) can retrieve the M2M Secure Connection Key (Kc) from the MAF. 
**************************** End of change *********************
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