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1. Rationale
This contribution specifies HTTP In-Protocol Security (HIPS) procedures providing authentication-only, authentication + integrity, and authentication + integrity + encryption that is integrated to the HTTP Request and HTTP Response messages (rather than being provided by TLS). 
	Quality of Protection
	Descvription
	Target use cases,

	Authentication-only
	Entities are authenticated in HIPS Session Handshake, but there is no integrity protection or encryption of messages.
	Scenarios where the lower layers (and intermediate entities) provide sufficient protection of the integrity and confidentiality of messages,  but the AE-ID/CSE-ID of the peer is not authenticated at lower layers. For example, when an AE and CSE are running within a single execution environment, then the execution environment can provide integrity and confidentiality protection in an implementation specific manner, but the execution environment cannot authenticate the AE-ID and CSE-ID

	Authentication + integrity
	Entities are authenticated in HIPS Session Handshake
Core primitive parameters cn,fr,op,to,ty,rc,rs (when present) have integrity and replay protection in every message.

No encryption.
	Multi-hop communication scenarios where intermediate entities are not trusted regarding the integrity of the message but are trusted regarding the confidentiality of the content

	Authentication + integrity + encryption
	Entities are authenticated in HIPS Session Handshake

Core primitive parameters cn,fr,op,to,ty,rc,rs (when present) have integrity and replay protection in every message.

Content cn parameter is encrypted (when present) in every message.
	Multi-hop communication scenarios where intermediate entities are not trusted regarding the integrity of the message and are not trusted regarding the confidentiality of the content.


At present only psk-key authentication is supported, although the procedures are defined to allow other authentication mechanisms to be added in the future.

Two session security mechanisms are provided, both based on pre-shared key: one with an end-to-end handshake, and group authentication mechanism using a Trusted Agent 
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Fig X.1 End-to-End Security of HTTP Request & Response using HTTP In-Protocol Security
This text should not be considered complete and will be inconsistent in many places. This text is provided to demonstrate the feasibility of specifying an end-to-end security protocol including support for group authentication (Trusted Agent-assisted handshake).
This could be easily  extended to CoAP also.
2. Proposed Text 

x.
HTTP In-Protocol Security

This clause describes in-band security mechanisms, which are security mechanism that exchange data using HTTP Header parameters of HTTP Request and Response messages.
x.1
HTTP In-Protocol Security Parameter Descriptions

	Parameter
	Datatype
	Description
	Profile Parameter?
	Primitive Parameter?
	State Parameter?

	HIPS_AuthnScheme
	enum
	Identifies the type of authentication. May be one of:

· Symmetric
	Yes
	Yes
	No

	HIPS_AuthnParams
	xs:complex
	Content of this parameter depend on the HIPS_AuthnScheme and message being exchanged
	No
	Yes
	No

	HIPS_Destination
	CSE/AE-ID or empty?
	If empty, then this parameter indicates that the intended destination of the HIPS_Header is the entity that sent the HTTP Request/Response. If not empty, then this parameter provides the identity of the intended destination of the HIPS_Header.
	No
	No
	Yes

	HIPS_EndPoint
	Type of AE-ID or CSE-ID
	Identity of the other entity.
	Yes
	No
	Yes

	HIPS_HandshakeHeader
	xs:complex
	Contains the HTTP In-Protocol Security parameters using the HTTP In-Protocol Security Session Handshake.
	No
	Yes
	No

	HIPS_HandshakeMessageId
	Enum
	Identifies the order of the handshake message within the handshake, and also the type of handshake.
	
	
	

	HIPS_HandshakeVerifier
	xs:binary (256-bits)
	Contains the value authenticating the HTTP In-Protocol Security Session Handshake.
	No
	Yes
	

	HIPS_InitRand
	xs:binary (128-bits)
	Random challenge used for authentication and key establishment
	No
	Yes
	yes

	HIPS_Mac
	
	Message authentication code used when the Quality of Protection includes integrity protection. 
	No
	Yes
	No

	HIPS_MacInputFlags
	
	Indicates which Request primitive parameters have been used in the input for computing the HIPS_Mac.
	No
	Yes
	No

	HIPS_MessageCounter
	xs:integer

(32-bits)
	Set to the value of HIPS_MyMessageCounter  of the End-Point that sends the message
	No
	Yes
	Yes

	HIPS_MessageHeader
	xs:complex
	Contains the HTTP In-Protocol Security parameters
	No
	Yes
	No

	HIPS_Nonce
	
	A nonce is a “number used once” that is unique to a message within the scope of a session. Used to detect replay attacks as part of integrity protection. When encryption is applied, then this is used to prevent re-use of keystream. See “NOTE: Regarding HIPS_Nonce” below for more details.
	No
	Yes
	No

	HIPS_psk


	
	A secret value known only to the HIPS-Initiator and HIPS-Responder.
	Yes
	No
	No

	HIPS_pskIdentity
	
	This value is used to determine when a new psk key has been established. The scope of this session identity is only within the pair of entities.
	Yes
	Yes
	

	HIPS_QoP
	enum
	Quality of protection to be provided for the HTTP In-Protocol Security Session. May be one of 

· authentication-only

· authentication+integrity

· authentication+integrity+encryption


	Yes
	Yes
	Yes

	HIPS_ReceivedMessageCounter
	xs:integer

(32-bits)
	Stores the value of verified HIPS_MyMessageCounters  received from the other end-point.
	No
	Yes
	Yes

	HIPS_RespRand
	xs:binary (128-bits)
	Random challenge used for authentication and key establishment 
	No
	Yes
	yes

	HIPS_SessionEncryptionKey
	
	Key used for integrity protection of content
	No
	No
	Yes

	HIPS_SessionEpochCounter 
	
	Forms part of HIPS_Nonce and HIPS_Nonce. See Regarding HIPS_Nonce below for details.
	No
	Yes 
	Yes

	HIPS_SessionId
	
	This value is used to determine when a message for one session has been received after another session had been established. The scope of this session identity is only within the pair of entities that established the session. The all zeroes session identity is used when the message is not associated with a current session.
	No
	Yes
	Yes

	HIPS_SessionIntegrityKey
	
	Key used for integrity protection of primitive parameters.
	No 
	No
	Yes

	HIPS_SessionRandom
	xs:binary (256-bits)
	HIPS_InitRand || HIPS_RespRand
	No
	Yes
	yes

	HIPS_Source
	CSE/AE-ID or empty?
	If empty, then this parameter indicates that the claimed source of the HIPS_Header is the entity that sent the HTTP Request/Response. If not empty, then this parameter provides the identity of the claimed source of the HIPS_Header.
	No
	No
	Yes

	HIPS_TargetResponder
	CSE-ID or AE-ID
	Indicates to a (HIPS Trusted Agent) the HIPS Target Responder: that is, end-point with whom the HIPS Initiator would like assistance in establishing a HIPS Session
	
	
	

	HIPS_TargetRespRand
	See HIPS_RespRand
	A trusted, fresh HIPS_RespRand being provided to an HIPS Initiator on behalf of the HIPS Target Responder.
	
	
	

	HIPS_TargetAuthnParams
	
	Trusted, fresh HIPS_AithnParams being provided to an HIPS Initiator on behalf of the HIPS Target Responder.
	
	
	

	HIPS_Version
	TBD
	Indicates the version of HIPS selected for this handshake
	
	
	

	HIPS_Window
	
	TBD
	
	
	

	HIPS_WindowMax
	
	TBD
	
	
	


NOTE: Regarding HIPS_Nonce. To reduce the size of nonce sent in messages, the nonces are formed from

· An ASCI string “request” or “response” to distinguish the direction of the message.

· A small counter, either HIPS_InitiatorCounter or HIPS_ResponderCounter – with the appropriate counter passed in the HIPS_MessageHeader. 

· An HIPS_SessionEpochCounter, which is kept as state at the two end-point. 
· The HIPS_SessionEpochCounter changes infrequently. 
· Either end-point can use the HIPS Counter Reset Procedure reset HIPS_Request/ ResponderCounter and start using a fresh SessionEpochCounter, as described in clause X.5.1. The HIPS Counter Reset Procedure should be initiator if HIPS_InitiatorCounter or HIPS_ResponderCounter is approaching the upper limit, or if either side detects loss of synchronization.
x.2
VOID

x.3
HTTP In-Protocol Security Data Models
x.3.1
HTTP In-Protocol Security Profile 
The HIPS Profile is configured to a HIPS end-point to provide details needed for that entity to perform HIPS with another HIPS end-point.  
The following data model describes the HIPS Profile

· HIPS_EndPoint: the CSE-ID or AE-ID of theother HIPS end-point
· HIPS_AcceptableVersions
· HIPS_AuthnScheme: {psk }

· HIPS_AuthnScheme-Specific parameters

· If HIPS_AuthnScheme = psk
· HIPS_psk
· HIPS_pskIdentity

Editor’s note: the following parameters might be applicable when HIPS_AuthnScheme = certificate

· If HIPS_AuthnScheme = certificate // These are provided as examples
· EntityCredentials

· inBandPrivateKey //ECDSA Private Key of this entity

· inBandCertificate //Certificate containing ECDSA Public Key of this entity

· (opt) inBandCertificateChain //Certificate chain to the root of trust for this entity

· PeerCredentials

· inBandPeerCertificateName

· inBandPeerCertificateRootOfTrust

· HIPS_QoP: {authentication-only, authentication+integrity, authentication+integrity+encryption} 
· HIPS_WindowMax: 

The HIPS Profile may be configured to an end-point via a remote management protocol or security administration protocol that provides mutual authentication, integrity protection and confidentiality. 
x.3.2
HTTP In-Protocol Security Session State

The An entity that has established an HTTP In-Protocol Security Session shall maintain the following state:

· HIPS_Version (1);

· HIPS_SessionId (1): 

·  (If HIPS_QoP = authentication+integrity or authentication+integrity+encryption) 

· HIPS_SessionIntegrityKey (1)
· HIPS_SessionEpochCounter  (1), 

· HIPS_MyMessageCounter (1)
· HIPS_Window (1).

· HIPS_ReceivedMessageCounters (0.. HIPS_MaxReceivedMessageCounters).

· (If HIPS_QoP = authentication+integrity+encryption) 
· HIPS_SessionEncryptionKey (1)
x.3.3
HTTP In-Protocol Security Information Elements
x.3.3.1
HTTP In-Protocol Security Headers
A HIPS_Header can be used to protect any portion of the end-to-end delivery of the HTTP Request or Response. Where a HTTP Request or Response contains more than one HIP_Header, then each HIPS_Header protects a different portion of the end-to-end delivery of the HTTP Request or Response. 
A HTTP Request or Response may contain zero or more HIPS_Header parameters.

Table X.3.3.2-1 lists the HTTP In-Protocol Security Parameters in a HIPS_Header parameter. 

Table X.3.3.2-1
the HTTP In-Protocol Security Parameters in a HIPS_Header parameter.

	Parameter
	Presence in HIPS_MessageHeader parameter

	HIPS_SummaryHeader
	Mandatory

	HIPS_HandshakeHeader
	Optional

	HIPS_MeassageHeader
	Mandatory


x.3.3.2
HTTP In-Protocol Security Summary Header (HIPS_EndPointIdentities)
The HIPS_SummaryHeader allows an entity to determine if that entity is the intended destination of the HIPS _Header-– and if so, who generated the HIPS parameters. The HIPS_SummaryHeader also informs the HIPS Destination End-Point if message protection (e.g. integrity protection and replay protection) has been applied to the message.

Table X.3.3.2-1 lists the HTTP In-Protocol Security Parameters in a HIPS_EndPointIdentities parameter. 

Table X.3.3.2-1
the HTTP In-Protocol Security Parameters in a HIPS_EndPointIdentities parameter.

	Parameter
	Presence in HIPS_MessageHeader parameter

	HIPS_SourceId
	Mandatory

	HIPS_DestinationId
	Mandatory

	HIPS_QoP
	Mandatory


X.3.3.3
HTTP In-Protocol Security Handshake Header (HIPS_HandshakeHeader)

The HIPS_HandshakeHeader parameter contains all HTTP In-Protocol Security parameters involved in establishing an HTTP In-Protocol Security Session.

Table X.3.3.3-1 lists the HTTP In-Protocol Security Parameters in a HIPS_HandshakeHeader parameter. 

Table X.3.3.3-1
the HTTP In-Protocol Security Parameters in a HIPS_HandshakeHeader parameter, and presence in the three HIPS (M = Mandatory for this message, “-“ = Not Present for this message, “O” = Optional for this message).

	Parameter
	Presence for HIPS Handshake Message

	
	Basic
	TA-TR
	Ai-TA
	Ai-TR

	
	A.1
	A.2
	A.3
	B.1
	B.2
	C.1
	C.2
	D

	HIPS_HandshakeMessageId
	M
	M
	M
	M
	M
	M
	M
	M

	HIPS_Version
	M
	-
	-
	M
	-
	M
	-
	M

	HIPS_SessionId
	M
	-
	-
	-
	-
	-
	-
	M

	HIPS_AuthnScheme
	M
	-
	-
	M
	M
	M
	M
	M

	HIPS_QoP
	M
	-
	-
	-
	-
	-
	-
	M

	HIPS_InitRand
	M
	M
	-
	M
	M
	M
	M
	M

	HIPS_TargetResponder
	-
	-
	-
	-
	-
	M
	-
	-

	HIPS_RespRand
	-
	M
	M
	-
	M
	-
	M
	-

	HIPS_AuthnParams
	O
	O
	O
	O
	O
	O
	O
	O

	HIPS_TargetRespRand
	-
	-
	-
	-
	-
	-
	M
	M

	HIPS_TargetAuthnParams
	-
	-
	-
	-
	-
	-
	O
	O

	HIPS_HandshakeVerifier
	-
	M
	M
	-
	M
	-
	M
	M


x.3.3.4
HTTP In-Protocol Security Message Header (HIPS_MessageHeader)

The HIPS_Message Header primitive parameter contains all HTTP In-Protocol Security parameters specific to a particular HTTP Request/Response exchanged between the HTTP In-Protocol Security end-points.
Table X.3.3.4-1 lists the HTTP In-Protocol Security Parameters in a HIPS_MessageHeader parameter. 

Table X.3.3.4-1
the HTTP In-Protocol Security Parameters in a HIPS_MessageHeader parameter.
	Parameter
	Presence in HIPS_MessageHeader parameter

	HIPS_SessionId
	Mandatory

	HIPS_MessageCounter
	Mandatory

	HIPS_MacInputFlags
	Mandatory

	HIPS_Mac
	Mandatory

	HIPS_MessageEpochCounter
	Optional


X.3.4
Example Call Flows
These call flows show how the HIPS headers would be used in establishing session keys for end-to-end security.
X.3.4.1
Example Call flow for Basic HIPS Handshake
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X.3.4.2 Example Call Flow Using a Trusted Agent
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